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Is Kerberos?

hentication Protocol

ryptography
hroeder Scheme

"= Developed before public-key methods



Istory

IT out of Athena Project
uted file sharing project

ther protocols with the
o prevent replay

» Microsoft



it get its name?

e three headed dog in Greek

= Accounting

o The user cannot deny accessing something, these
resources are accounted for.



swords never get sent across the network.
y Attacks are not possible

builds upon previous protocols vulnerabilities



janization

Key establishment is done
through a third party.



Needam/Schroeder

X

X.Y.Lx Kx X. Y.KxKv. K

Ix

Ix Y.K. {K. X}Kv} Kx

K. {K. X}K+y

Identifier of Client X

Y Identifier of Client Y
I« One time used identifier of X
ly One time used identifier of Y
Ky Private key of client X

Private key of client Y
Private session key of X and Y



Needham/Schroeder (con’t)

X Y
_ 1B _ 1B
- .
Y. Kv. Iy

Identifier of Client X

Y Identifier of Client Y
I« One time used identifier of X
ly One time used identifier of Y
Ky Private key of client X

Private key of client Y
Private session key of X and Y



erberos

ew?



AtThentication (Ticket Exchange)

Key Distribution
1. Center (KDC)

| am user Sam and need
aTcket to Get Tickets
(TGT) 5

Authentication Ticket

Service Granting
(AS)  Service (TGS)

—. Here is a TGT-If you can decrypt
- this response with your
password hash

Here is my TGT, give me a

. Service Ticket 4. Here is your
User logs in Service Ticket Network
o gain network < Services
access : 3. Here is my Service Ticket, o
N = Authenticate me “I"

»

6. Client/Server session

< o



http://www.cisco.com/en/US/docs/security/nac/appliance/configuration_guide/412/cas/s_adsso.html
http://www.cisco.com/en/US/docs/security/nac/appliance/configuration_guide/412/cas/s_adsso.html

mpl:

Principle
Client (C)

Server (S)

Authentication Server (AS)
Ticket-granting Server (TGS)
Ticket (Tx v)

Authenticator (Ay)

(Ky)

(Kxv)

entation - Terminology

Each entity that uses the Kerberos system

Entity that request service

Entity that provide service

Kerberos server that provides initial authentication service
Kerberos server that grants service tickets

Identification credential for X to get service from'Y

One time identification credential generated by X

X’s secret key

Session key for X and Y
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The Authentication Service Exchange

The Ticket Granting Service (TGS)
Exchange

The Client/Server Authentication
Exchange

Message Types

KRB_AS REQ
KRB_AS_REP
KRB_TGS_REQ
KRB_TGS_REP
KRB_AP_REQ

KRB_AP_REP

Client to AS

AS to client

Client to TGS

TGS to Client

Client to Application server

[optional] Application server to client
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Alithentication Service Exchange

C, AS, TGS, K¢ C, K¢, TGS, Krgs, Ke s

{Kc1es. {TeresiKrest Ke

Kecres. 1TetesiKres
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C, A5, TGS, K¢, 5

Kecres, {TeresiKres

Kcs, {TesiKs

anting Exchange

S TGS, Ks, Kras,
Kcs
S, {Tcres$Kres, {AciKc, tos
C. Keres,
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Ac (Timestamp)

- Server Exchange

{TcsiKs, {AciKe, s

{Timestamp + 1} Kcg
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Overall Sequence

AS /TGS

Client

KRB_AS_REQ
KRB_AS_REP
KRB_TGS_REQ
KRB_TGS_REP
KRB_AP_REQ
KRB_AP_REP

Client to AS (Authentication Server)
AS to client
Clientto TGS
TGS to Client
Client to Application server

[optional] Application server to client




nmental Assumptions

s must be tied into the protocol.
o' attacks are not solved with

ipals must keep their secret keys secret

word guessing" attacks are not solved by
eT0S.

ost on the network must have a clock
which is "loosely synchronized" to the time of
- the other hosts.
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IPSec

d Features:
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e

Cerberos and IPSec

computer-to-

user-to-service
computer

Authentication

transfer of IP

Communications ingle log-i
srakat single log-in

OSI Layer Network Layer Application Layer

19



PKINIT

ed initial authentication in

ber safe and Heimdal

s the human users' burden to manage
sswords

ommended for Wireless Networks
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Kerberos in Wireless

mmunications

erception of data in transit and
e Very easy.
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‘beros in Real World Use
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Default Settings

About | Help |
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PC Access (con’t)

Il ¥erberos
File Help

Start Tirme End Time
Mo Tickets

Login
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SAM Authentication

Challenge for Security Dynamicz mechanizm

SecurlD Pazzcode I

Cancel
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HPC Acces (con’t)

Il ¥erberos
File Help

Start Tirme End Time Ticket
291045 Mov2920:45  krbiotHPCMP.HPC MILE@HPCMP HPC MIL (F=

Marme

I hinman
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entication Protocols

dshake Authentication Protocol (CHAP)

m Terminal Access Controller Access-Control System
(TACACS)

= TACACS+

28



S NT Server 4.0
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Kerberos v.s NTLM in MS

Cryptographic
Technology

Trusted third party

Microsoft
supported
platform

Features

Symmetric Key

Domain Controller

Windows 95, Windows 98, Windows ME,
Windows NT4, Windows 2000, Windows
XP, Windows Vista, Windows Server 2003,
Windows Server 2008

Slower authentication because of pass-
through authentication

No mutual authentication

No support for delegation of authentication

Proprietary: Microsoft authentication
protocol

Basic Kerberos: Symmetric Key
Cryptography

Kerberos PKINIT: Symmetric and
Asymmetric Cryptography

Basic Kerberos: Domain controller with
KDC service

Kerberos PKINIT: domain controller with
KDC service and Enterprise CA
Windows 2000, Windows XP, Windows
Vista, Windows Server 2003, Windows
Server 2008

Faster authentication because of unique
ticketing system

Mutual authentication

Support of authentication

Open standard



et-stealing and replay attacks with multi-user
systems

entation Problems

t machines and service providers (servers) need
to be designed with Kerberos in mind

W = Renewing tickets is a must for long-running
processes
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