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Cryptographic Protocols
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SSL � , A Simplified SSL
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SSL � Client View
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Security Goals of SSL �
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Today’s Topics
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Needham-Schroeder, 1978
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Needham-Schroeder: Intended
Run
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Undesirable Run
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How the Penetrator Does That
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Powers of the Penetrator
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Initial Penetrator Strands
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Encryption/Decryption Strands
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Concatenation/Separation Strands

�

� � �
� � ��

��

��
��

� � � �

�
� � � � �

��
��

� �

��
�� � �

� ��������� �y� ��� � � �

� �����U�



� �

NS: Transforming Edge
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NS Responder’s Guarantee

� ��2h�J)%�����E'*D�)���� 0�'1D�)�������)��
����� � � ��� � � � � � � � � � 


�@�1)�' � )�'L���L�7);D �Y'
������� � 	�� � ��� � � � � � ��


� � 0���= � �� �
! � ��� '1)/
;)%�6� ���F�Y� 


�9)/) �1�L��) ���

� ��2`�?�J��'#�M2 ���X4 �Y'#� )/D7�7) 
%��'��O�7�Y'#� � �i� '���4 )
�@�1)�' � � � 2 ��� �]�LUh�

� ��������� �y� ��� � � �

� �����U�



� �

Needham-Schroeder-Lowe
Protocol
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Formalizing: Strands
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Formalizing: Bundles
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An Improbable Attack
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Subterm, Origination
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An NSL Authentication Theorem
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Proving Authentication: NSL
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Outgoing Authentication Test
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Incoming Test
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Yahalom-Paulson
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Yahalom Protocol
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Faulty Yahalom Variant
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Replay Attack on Variant
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Key Servers and Compromise
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Yahalom Responder’s Guarantee
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Dolev-Yao Protocol Analysis
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Mixing Protocols
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Bellare/Rogaway Map1
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Map1 Interpretations
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Separating Ideas
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Bundles over Bitstrings
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Stochastic Model
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Probability of Authentication
Failure
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Strands and Bundles
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