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Abstract— Denial of Service (DoS) attacks, a damaging assault We then periodically sample the EAC board to determine if a

on computer networking infrastructure, have been extensively particular source is abnormally concentrated, indicasiriggh
examined by the digital computing community. However, no traffic volume from a particular set of hosts

work has been done to examine the ability of Extended Analog | d h ina th
Computers (EAC) to detect DoS attacks. In this paper, we disciss n our second approach, we propose arranging the sources

how EACs could be used in DoS detection. in a circle with an outer ring of sinks drawing off normalized
current. An Lukasiewicz logic array (LLA) sink is situatedl i
. INTRODUCTION the center of the source ring and performs the exclusive or

Denial of service attacks, a problem on the Internet, facibperation. If the current for any of the source points sutiden
itate cyber-terrorism and unlawful extortion attacks. Arlg increases, the LLAs exclusive OR function will be triggere
2000, several high-profile attacks cost providers milliafis alerting the system that there could possibly be an on-going
dollars in damages [1]. Unfortunately, automated tools enaklenial of service attack.
these attacks increasingly easier to execute [2]. While we do not examine distributed denial of service

Given the spread and proliferation of modern Internetttacks in our model, we should note that they are much
worms and viruses, higher numbers of compromised machimasre difficult to distinguish from “flash crowds” of legitirntey
have resulted. These machines can be commandeered and users accessing content. This difficulty complicates aisly
to launch damaging attacks on e-commerce sites. Often, sacll there currently does not appear to be a straight-forward
attackers will extort money in order to cease their attacks. analog approach to detecting these problems.

Denial of service attacks attempt to overwhelm victim The remainder of our paper is arranged as follows. In
machines, preventing them from being able to provide thejection I, we describe the Extended Analog Computer. In
resources to legitimate users. Some denial of servicekattasection Ill, we describe our methodology for our experiment
target the bandwidth capabilities of targeted machinedewhwe follow with our results in section IV and conclude with
others target the machine’s computational state. discussion in section V.

Firewalls are often used by networks and end-hosts to
prevent malicious traffic from damaging a victim. Network
firewalls can prevent traffic from ever reaching the end-host The Extended Analog Computer (EAC) is a device which
saving the intended victim from both the computation ancbmputes using semi-conductive material, voltage graslien
network fallout of the attack. and logic arrays. The computational medium can be any semi-

With firewalls, destination networks must still mitigateeth conductive material, such as black conductive foam, Jello
network overheads generated from a distributed DoS attabkand gelatin, or silicon. Voltage gradients are inducedhen
Research has been conducted to evaluate the effectivermswluctive medium through the use of a series of sources and
of “push-back” mechanisms [3], where a destination undsinks. Sources transmit electrical current to the medium by
attack can seek support from network routers to filter attagkoducing an excess of electrons. These electrons, once on
packets before they reach the destination network. Whilettee medium, tend to travel towards a sink. A sink provides a
viable approach, push-back mechanisms require that ansysfgath of least resistance for the electrons to exit the badris.
recognize it is under attack and determine the attackerdefés either a ground or a negative voltage source.
it can be used. As electrons flow across the medium from sources to sinks,

While substantial work has been done on determining denalvoltage gradient is produced. This gradient can then be
of service attacks in digital systems [4], [5], [6], [7], nmw sampled across the medium to produce a graph of the eldctrica
has been conducted to evaluate the effectiveness of extenflews occurring on the conductive medium. Logic arrays are
analog computers (EAC) in denial of service detection. used in order to modify the electrical currents being output

In this paper, we provide a starting point for using extendgdde medium.
analog computers to detect denial of service activity. The EAC boards produced by Mills and Himebaugh use

In our first approach, we propose using a hash of incomitgack conductive foam as the computational medium and make
IP addresses to bin addresses into current sources on the E4gg of an array of Lukasiewicz logic units. These logic units

[I. THE EXTENDED ANALOG COMPUTER(EAC)



modify the output of the conductive sheet by performingpaced grid. This creates a trade-off in our linear approach
piecewise-linear functions. These boards also contairtlagrE but does not affect our ring approach.

net card which allows them to be controlled over the Internet In order to evaluate both of our board configurations, we
however, reconfiguration of the sources and sinks must&ill used an IP address distribution to determine the amount of
done by hand while sitting in front of the devices. current to apply to the source and sink points on the board.

Currently, a set of Perl utilities can be used which providieleally, the source IP addresses from a packet capture were
mechanisms for connecting remotely to the EAC boarddien hashed into one of eight bins. After 50 source addresses
Once connected, Lukasiewicz functions can be selectedvegre placed into the bin, current proportional to the number
well as desired voltage levels. After instructing the EAC tof entries in each bin were written to corresponding source
place current on the foam, the voltage gradient can be read sink points on the board.
from a two dimensional array of voltmeters connected to the The packet capture we originally intended to use was for
underside of the foam. the Abilene backbone network [9]. Unfortunately, this capt

These EAC boards can be used for many different comas not representative of normal traffic due to its high degre
putational tasks. One particularly useful way these boar@é private IP addresses. Instead, we modeled the normal
can be employed is in performing pattern recognition. Asaffic patterns by selecting random numbers between 0 and
explained by Mills [8], the EAC can be trained to pick ouf/ inclusively and distributed these into their respectiasth
certain patterns. Mills described a mechanism for recaggiz bins.
characters of the alphabet. In this case, simple rules werelo simulate a denial of service attack, we biased the random
used in order to determine which Lukasiewicz functions wouselection to have our fifth bin populated an additional 10%
properly detect different letters from a small set. of the time. This would be equivalent to seeing the same IP

Similar techniques extend to the task of detecting Do®ldress a greater number of times, in which case it would be
attacks. Regular, desirable traffic can be characterizealdse hashed to the same bin, resulting in a higher bin count fdr tha
of patterns. Traffic produced from an attack, will generallpin.
not behave the same way as legitimate traffic. Because offhe key difference between the two approaches is the
these differences, a traffic pattern recognition systenidcbe amount of digital processing required to evaluate the EAC’s
produced in order to detect an attack. By quickly discowerirputput. While the linear method does not require the use of an
an attack in progress, it would then be possible to take wvastLA to perform the computation, it requires substantialitig
measures to limit its effectiveness or stop it all together. ~analysis of the EAC’s output. The ring method, on the other

One possib'e method for Combating an Ongoing atta&]@ﬂd, does not require this d|g|ta| Computation because the
would be to implement connection push-back [3] in corklLA will handle the determination of whether or not a denial
routers, preventing the attack from reaching the intend& Service attack has been detected.
victim. In the linear method, we placed the source and sink points

on opposing ends of the EAC’s conductive foam. Each source
I1l. METHODOLOGY point has a corresponding sink point on the other side of the
board. We used a single sink point to remove a small amount

In this paper, we examine two approaches to using the EAf current from the board. This configuration is illustraied
to detect denial of service attacks. In the first method, WRyure 1.
arrange the sources and sinks linearly at opposing endof thas previously mentioned, the board’s shape creates a trade-
board. In the ring method, we arrange the sources and sigfspetween two different goals. If the sources and sinks are
in a circular arrangement with an LLA in the center of thetationed the short edge of the board, a greater historysif pa
circles. could be recorded. If the they were instead stationed along

When configuring the EAC for detecting denial of servicahe long side of the board, a greater number of source and
there are several factors that must be considered. The 'soagghk points could be used without interfering with each athe
dimensions, the number of sink and source lines availabi#, aBecause we are unable to run the simulation in real time (due
the board’s shape each play a role in the result. to the digital to analog communication bottleneck) and heea

The board's length and width determine the amount @fe are already limited by the number of sink and source lines,
computation that can be performed on the board. Likewisere was no particular advantage to either arrangement. We
the number of data sample points bound the precision thabitrarily selected to place the sources and sinks alogg th
can be achieved from our experiments. shorter edge of the board.

The EAC has a limited number of source and sink leads.Using the linear method, normal Internet traffic would
This limits the number of source and sink points that can lappear as a steady gradient from a source to its corresgpndin
used in the configuration. In our experimentation, this ltesusink at the opposite end of the board. However, in the presenc
in reduced accuracy. of a denial of service attack, a disproportionate amount of

The shape of the board is also an important consideratiaurrent will flow out of a given source. This will result in
The EACs available at Indiana University are rectangular n gradient with local maxima and minima. The gradients are
shape with data sampling points distributed in an equallthen processed by a digital system to determine if the gnadie



To simulate a denial of service attack, we introduced a 10%
bias on the fifth bin. This resulted in this bin having roughly

Ce double the number of elements present in the other bins. This
®~ - f distribution is illustrated in figure 4.

Ce We then took samples from the normal traffic and the attack
traffic distributions and wrote proportional currents tcee th
EAC. In both cases, we multiplied the bin count by five to
determine the respective current for each source point.

For the linear approach, we determined that using a sink
current of 15 uA created gradients that best demonstrated
has maxima and minima or if the gradient is relatively smoott€ differences in source currents. From this, we were able

The ring method is less sensitive to the dimensions of ti& Produce a gradient, shown in figure 5 of normal traffic
EAC board. To configure the board, we started by choosifgtterns. When we included our simulated denial of service
a point near the center of the EAC and connecting that pofi{ack, figure 6, a noticable spike was present in the graph,
to a Lukasiewicz logic array (LLA). We then form a circlereflecting the abnormal traffic for that source point.
with this LLA point as its foci. We then form an outer ring
of sinks which are equally spaced from their matching source
ring points. This layout is illustrated in figure 2.

Fig. 1. Diagram of board setup for linear approach.
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Fig. 5. This gradient shows normal traffic patterns from owedir approach.
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Fig. 2. Diagram of board setup for ring approach. ‘Q‘:&\%
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We again used hashing to determine the current which will 3,8
flow to the EAC from the source points. Likewise, all sinks 3%
in the ring method are arranged to draw an average of the %7
source currents off the board. Under this configurationgvadr -
Internet traffic would result in the sinks completely absiogb 3.5
the source point’s current. However, when faced with a denia : . il . S
of service attack, a higher amount of current would come from e i, I[ e v e

. . |
|

a given source and would not be completely absorped by its _ e - T Eaa T
corresponding sink. This increased amount of current would CapEr o l o 28
then be detected by the LLA at the center of the ring. This 4
would indicate the presence of an attack to a digital compute
The ring method is much more advanced due to a bulk Bf. 6. This gradient shows attack traffic patterns from aedr approach.
the post-gradient evaluation being done by the EAC, reducin
the dependence on a digital computer. For the ring approach, we repeated the source current cal-
culations for the linear approach. However, we also arrdnge
sinks next to these source points. Each sink drew 62.5 uA of
In order to examine the binning results, we distributedurrent, which was the average of the source currents. The
100 points into our hash bins and then evaluated the biormal traffic, depicted in figure 7, shows each of the source
distribution. This proceedure resulted in approximatelp 4 points as peaks with the center of the circle appearing flat.
sample points. Figure 3 demonstrates the distribution forWhen we used our attack traffic, shown in figure 8, the bin
normal traffic patterns. This figure demonstrated that edch twith the highest traffic had a peak higher than the other bins.
had roughly the same number of elements. We note the scale on this graph indicated a substantialaeere
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IV. RESULTS



Bin Percentages under Normal Traffic
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Fig. 3. This figure depicts the bin distribution of normal fi@fEach bin contains roughly the same number of elements.

Bin Percentages under Denial of Service
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Fig. 4. In the case of denial of service activity, one bin \kidive more elements than the others. In this case, an attackemaghed to the fourth bin.

in traffic, even though the current flow was normalized fostill being developed and have great potential for incréase
the average case. These results seem to indicate thatfuarttionality. If LLA functions were created to be able to
LLA positioned in the center of the circle would be able teasily determine the presence of abnormal current sadarati
distinguish normal and attack traffic from each other. denial of service detection could be performed on the analog

V. DISCUSSION system itself, reducing the demands on digital systems.

Our results indicate that denial of service activity can be Future extended analog computers could be designed to
depicted on an extended analog computer. Additionally, theve much greater dimensions and more numerous source and
gradients obtained from the EACs can be digitally analyzesink leads, resulting in greater accuracy from our appresich
to automatically detect such activity. Additionally, EACs can be arranged in multiple-board archi

Our ring approach yielded results which seem to suppdeéctures, allowing for more complex analysis without reiqgj
using an LLA at the center of the graph to determine thedditional digital to analog communication. A multiple bda
presence of a denial of service attack. Further, the EACs a@nfiguration has the potential to greatly reduce the EAC’s
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Fig. 7. This gradient shows normal traffic patterns from ongrapproach
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Fig. 8.

This gradient shows attack traffic patterns from dng mpproach.

dependence on digital systems for post-processing.

A. Future Work
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service attacks,’”ACM SIGCOMM Computer Communication Review,

2001.

D. Moore, G. Voelker, and S. Savage, “Inferring interdenial-of-service
activity,” USENIX Security Symposium, 2001.

A. Akella, A. Bharambe, M. Reiter, and S. Seshan, “DetegtDDoS
attacks on ISP networks,” Workshop on Management and Pliagest
Data Streams, 2003.

L. Feinstein, D. Schnackenberg, R. Balupari, and D. Kéud “Statistical
approaches to DDoS attack detection and response,” DARRAation

Survivability Conference and Exposition, April 2003.

[8] J. W. Mills, “The continuous retina: Image processinghatsingle-sensor

9]

In our configuration, we cannot do real-time writing and

sampling of data because of a communication bottleneck
between the digital and analog systems. Future work may

make it possible to overcome these limitations and provide

an advantage to using the shorter side of the board. In this
manner, current could constantly be varied across the board

and data points read quickly enough to capture a history of

traffic patterns on each column.

Another approach would be to hook up additional boards to

each row of the original EAC. These boards could use these

artificial neural field network,” IEEE International Conégice on Neural
Networks, 1996.

N. L. for Applied Networking Research, “Abilene-iii tca data,” June
2004, http://pma.nlanr.net/Special/ipls3.html.

currents as a source and examine whether the currents peaked
over a period of time, indicating an increase in the amount
of traffic in a particular bin. This could be used for flash-
crowd detection or even a DoS attack, if the results were

communicated with the other boards.
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