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Abstract—Efficient information management is crucial for the
timely administration of Emergency Medical Services (EMS). In
this paper, we describe a project to design and implement an
automatic incident reporting and patient information
management system for use by the EMS department at WPI, a
small technological university. The EMS personnel are equipped
with PDAs to access the system over a wireless LAN. Challenges
faced in designing the system included compliance with new
medical information regulations, provision of adequate security,
interaction on small PDA screens, thin client software design,
wireless networking and usability issues.
Index Terms—ubiquitous healthcare, mobile computing,
wireless networking, information management.

I. INTRODUCTION

E

MERGENCY medical services (EMS) are vital for the
survival of most communities, especially university
campuses that have a high percentage of young adults that are
prone to accidents. Managing information flow is crucial for
the efficient delivery of EMS services. Automatic reporting of
incidents and statistical analysis allow patterns to be
discovered early so that potential epidemics can be avoided.
Ability to retrieve patient records (subject to new government
regulations) can be useful when administering help to patients
who have pre-existing medical conditions or well-documented
allergic reactions to certain medication.
Prior to this project, the Worcester Polytechnic Institute
(WPI) EMS services employed a manual system in which
paper incident reports were filled out as incidents occurred.
These paper incident forms were then entered into a
standalone database monthly.
In this paper, we describe a project to design and implement
an information management system for use by the WPI EMS
unit. The system is being implemented in phases and this
paper describes the initial phase that supports automatic
incident reporting across an 802.11 wireless LAN by EMS
personnel that have been equipped with PDAs running our
new system. Plans for future phases for querying a patient’s
medical records at incident sites, support for multimedia,
patient signatures, on-site preliminary diagnosis and new
wireless security standards are also described.

II. BACKGROUND
A. WPI Emergency medical services
Worcester Polytechnic Institute (WPI) is a technological
university with about 2500 students. Currently, WPI’s EMS
group is one of the approximately two hundred campus-based
EMS groups [SMIT01]. The WPI EMS group is responsible
for first-response medical service on the WPI campus. EMS is
managed by the WPI Campus Police Department and employs
students as technicians. Each technician is certified at the
Massachusetts First Responder level, and is trained to handle
most medical emergencies. Each incident report such
information as the patient’s status upon the technician’s
arrival, a brief medical history, present medications, allergies,
and measurements taken at the site of the incident, and the
responder(s) to the incident.
T
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B. Medical Information Regulations
In the interests of protecting patient privacy, the federal
government has developed guidelines for the handling of
medical information. These standards are relevant to this
project in regards to the manner in which information is
entered, transmitted, and stored.
The Health Insurance Portability and Accountability Act of
1996 (also known as HIPAA) contained new provisions
intended to protect medical information. There are multiple
facets of the HIPAA that health care organizations have to
address. The portions of the HIPAA regulations that affect
this project are those relating to security. For instance, the
HIPPA laws require that each party involved in using medical
information can view only “minimally necessary information”
to perform the required tasks [KIBB01b]. The laws also
require that health care providers create plans for data backup,
disaster recovery, and emergency operations [STAN02] and
that any data sent over open networks is required to be
encrypted, or have other access controls.
C. WPI Wireless Network
Worcester Polytechnic Institute (WPI) has an extensive
data network that consists of various computers in labs,
offices, dormitories and fraternities, and also other devices
such as file and print servers and network printers. The WPI
Wireless LAN currently has approximately 60 Access Points
throughout campus, with the number soon expected to reach
about 160. The WPI Wireless LAN uses the 802.11b
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standard. The WPI Wireless LAN covers most buildings on
WPI’s main campus. Worcester Polytechnic Institute’s
wireless network is based on the 802.11g wireless
transmissions standard that extends WPI’s wired LAN and can
achieve maximum transmission speed of 54 Mbps (TANE03).

the medical information that is sent across WPI’s wireless
medium. Data was encrypted using WEP, which provides
a level of security similar to that of a wired LAN and the
Secure Sockets Layer (SSL) encryption.
IV.

SYSTEM OVERVIEW

Based on our vision of the system, the EMS system was
III.

SYSTEM DESIGN CHALLENGES

In this section, we shall summarize the key challenges that
we faced in developing our system.
•

Small User Interface: Due to the size limitations of
PDAs, designing an effective user interface (UI) is an
important and challenging task because restrictions exist
on the amount of information and controls that can be
displayed.

•

Compliance with medical information guidelines: The
new HIPAA guidelines outlined in section II.B establish
certain requirements and constraints to our system design.

Figure 2 WPI's Wireless Network
broken into three main parts, namely 1) Client-side data entry
and interaction by the EMS staff 2) Medical information
transmission and 3) Server-side processing. We shall now
describe each of these system components and specific issues
pertaining to them.

Figure 1: The Sony Clié PEG-NX60 [SONY03]
•

•

Data translation: While the final patient and incident
records must be stored in a relational database,
transmission using the Extensible Markup Language
(XML) (W3D05) was more convenient. Hence, XML to
an RDBMS format translation had to be done. XML
allows the creation of descriptive data documents that can
be read on any platform. The use of a non-platformspecific data format is important to eliminate dependence
on a specific back-end operating system or hardware
configuration, thus promoting flexibility and ease of
development.
Security: Security is a major issue when sending medical
information over a network. Security becomes even more
of an issue when dealing with information sent over a
wireless network. Since the data is being sent through the
air, it is susceptible to anyone within range if there is no
security mechanism provided to protect it. In this project,
all transmitted data was encrypted to provide security for

A. Hardware Configuration
The EMS personnel were equipped with Sony Clie PEGNX60 PDAs with WL100 802.11g network cards that
supports 128-bit WEP wireless encryption. These devices ran
the Palm 5 operating system and communicated over the WPI
Wireless network with the server at the EMS office on
campus.
B. Client-Side Interaction
Most of the client side interaction on the PDA was through
sequences of forms that supported desirable features such as
automatic reporting, and the querying of patient records. The
forms designed included components, such as text fields,
command buttons, and drop down menus.
On Palm, a user may perform input using a stylus, to
interact with the device’s touch-sensitive screen. Text may be
entered through a built in, or attached keyboard, but is most
often entered through Graffiti®. Graffiti® is a proprietary
method for entering characters through pre-defined strokes.
Additionally, an on-screen keyboard is available for use.
The Palm OS is single-threaded, and its applications must
wait for one thread to complete before starting another. This
makes it essential for operations to be extremely fast, or for a
dialog to inform the user of status. This has particular
implications for network access, as the user must wait for all
network operations to be finished before continuing.
P
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C. Networking and Data transmission
Incident reports and patient records were stored on a
remote server at the EMS office. The client PDAs could
connect and hence communicate with the EMS server in two
ways 1) Direct Serial Access and 2) Wireless communication
from the incident location.
1) Direct serial access: During direct serial access, the
PDA is placed in a cradle that is connected to a desktop
computer or server. At this point, the HotSync manager
can run conduits that synchronize data between the PDA
and a desktop machine.
2) Wireless transmission: A WLAN connection is usually
made from a PDA or laptop to a wireless Local Area
Network (LAN) access point. Mobile device can then
communicate over the wireless network at high speeds
even while the EMS personnel are in motion. Wireless
coverage can be a major issue.
A TCP/IP network stack was used for both modes of
communication. All data was encrypted in two ways, namely,
using the Wired Equivalent Protocol (WEP) and Secure
Socket Layer (SSL).
D. Server Side processing
Although many features are planned for the current EMS
system, the initial prototype supported mostly incident
reporting. Based on new requirements imposed by this project,
a new mySQL database was selected. Once the server has
received the data from the handheld client, it translates the
data into a database-loadable format and loads it into a
database. Specific issues that came up regarding server side
processing were data translation, and database design.
1) Data translation: XML does not have a relational
design and XML documents must be translated to be
useful to a relational database. As Server Query Language
(SQL) is the predominant relational database manipulation
language, any successful translation would need to convert
XML to SQL. A variety of methods exists for this
translation; however, most of the existing tools for
accomplishing this are database management system
(DBMS)-specific.
2) Database design: An important component of the
project is to store the information that is entered into the
handheld application and sent to the server. Previously,
incident reporting was done manually. EMS filled out
paper forms at the incident site and then used a Microsoft
Access database to store the information that is entered by
hand from their run sheets. This information was entered
monthly, from run sheets that were stored until entered
into the database. The existing database used by WPI EMS
had a relational design consisting of three tables: call
information, call type, and member information. The
existing database did not fully account for responder
information and tie it to the incident records, so that was a
necessary addition to the new system. Medical privacy
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requirements dictated special considerations in the
database design as well. For instance, law prohibits
searching for incidents by patient name.
V. SYSTEM DESIGN AND IMPLEMENTATION
Based on the information obtained from preliminary
studies, certain technologies were chosen to implement the
system with an eye toward the WPI EMS group’s
requirements. A high-level approach overview of the system
is now given.
A client application runs on the Palm OS 5 operating
system and resides on the handheld device. This application is
responsible for collecting user input through the various forms
it presents to its user. It is then responsible for storing the
input from the user in a database that is created on the device.
The user has the option of transmitting each incident report
(record in the database) to the EMS Server via the direct serial
access (HotSync) method or by way of wireless transmission.
Once the server receives the data, it is then parsed and inserted
into the EMS database. The overall design breaks down into
three major components, the Client-side Application, Data
Transmission component, and the Server-side processing
component. Each component of the system is comprised of
their own sub-components with specific logic and code that is
discussed in the following sections. See Figure 5 is a
flowchart detailing the flow of data within the system.
This project defines five databases, one to hold each of the
following types of information: incidents, medications,
allergies, vital measurements and responders.
Input form layout: The group of forms used to input and
edit data, known herein as “input forms”, share many
components Standardization was necessary for quick visual
recognition of components, providing for a faster data entry.
See Figure 8: An Input Form for an example.
Encryption: Two layers of encryption are available to
ensure the data is sent safely to the database. WEP encryption
is needed to secure the transmission as it travels across the
wireless medium. SSL encryption is needed in two cases;
either the data reaches the wireless access point, or the
HotSync is used to upload data to the server via a serial
connection.
For the NX60, WEP encryption is enabled when a user
selects which type of connection they wish to make to their
wireless LAN. In this project the highest level of WEP
encryption that the NX60 would support, 128-bit, was used.
SSL encryption acts as a second layer of encryption to protect
the data being sent from the wireless access point to the
database server and from the HotSync to the database server.
Although SSL encryption was considered initially, it was
not implemented in this project because was not applicable for
two reasons. One of the major requirements of this project is
to have incident report information sent to an appropriate
EMS contact via email once it has been stored in the EMS
database. Since WPI does not have an SSL enabled SMTP
email server, there is no point in enabling SSL because once
the email is in transit, it is vulnerable to any type of
interception.
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Figure 5: High Level System Flow
VI. SYSTEM TESTING
A variety of testing techniques were employed to ensure
proper functionality of the final system. The primary method
of testing used a series of test cases that were designed to
simulate real-world incidents. The execution of these tests
tested the entire system, including the client-side component,
the transmission component, and the server-side component.
The secondary method of testing utilized “Gremlins,” a
testing functionality built into the Palm OS Emulator.
Gremlins perform automated actions designed to manipulate
every user interface element in the Palm application. This
portion of the testing only tested the client-side component.
The next phase of testing was to be field-testing by EMS
technicians. However, due to time constraints, this was not
possible. In the future, the system will be field tested before
deployment. The tests identified several defects that were
repaired in the the original implementation. Field-testing shall
be conducted to ensure correct operation of the system.

VII. FUTURE WORK

Figure 8: An Input Form
While the EMS Portable Workflow System is operational,
its design and implementation, along with the resources Palm
OS 5 provides to its users, leaves many options for future
work topics. The project was able to achieve mostly automatic
reporting features. Future work falls into two categories. First,
future work to improve the current reporting system and

L’Heurex et al

5

secondly, future work to add more advanced features.
Suggested future work is now discussed.
1) Conduit development: Development of a conduit for the
EMS Portable Workflow system would enable data to be sent
and received through the HotSync manager, which is invoked
when the user presses the button on the cradle the device sits.
2) Adding signature functionality: For a patient to refuse
treatment, they must sign a piece of paper to verify that they
are in fact refusing the treatment. The EMS technician will
still need to carry around a small piece of paper in the event a
patient wishes to refuse treatment. The EMS Portable
Workflow System could be enhanced to provide the ability to
have a patient enter their signature on the device and have it
be stored with the corresponding incident report. Associating
each signature with the appropriate incident report would be a
formidable task. Likewise, creating a canvas on which the
patient could sign could also be difficult.
3) Storing/sending multimedia: As PDA technology
continues to grow, the ability to support audio and images
would need to be incorporated into each device. The EMS
Portable Workflow System could benefit significantly if
multimedia assets were to be incorporated into its system.
4) On-site retrieval of medical records of accident victims: As
part of the next phase of the project, when an EMS personnel
goes to an incident site, it would be useful to be able to
retrieve patient records to determine pre-existing conditions
and medical history in order to avoid administering drugs or
treatments to which the patient may react adversely. To
support this feature, patient record retrieval from the PDA
would need to be implemented.

database design and information security. It is the hope of the
authors that the EMS Portable Workflow System provides
long and useful service to the WPI EMS department and may
someday be expanded to serve other EMS departments.

ACKNOWLEDGMENT
We acknowledge the help and cooperation of the personnel
of the WPI EMS department in carrying out this project.
REFERENCES
KIBB01a

Kibbe, David C., MD. (2001, July/August). “A Problem-Oriented
Approach to the HIPAA Security Standards.” Family Practice
Management. pp. 37+.

KIBB01b

Kibbe, David C., MD. (2001, March). “What You Need to Know
About HIPAA Now.” Family Practice Management. pp. 43+.

SMIT01

Smith, Megan. (2001, November). “TEMS celebrates 20
years
of
service.”
Tulane
Hullabaloo.
http://hullabaloo.tulane.org/index.php/20011130/news/46

STAN02

“Standards for Privacy of Individually Identifiable Health
Information (Unofficial version).” 45 CFR Parts 160 and 164.
Aug. 14, 2002. http://www.hhs.gov/ocr/combinedregtext.pdf

SONY03

“Sony
Style
–
Sony
http://www.sonystyle.com/

TANE03

Tanenbaum, Andrew S. (2003) Computer Networks Fourth
Edition. Prentice Hall. Upper Saddle River, NJ.

Clié

NX60.”

APPENDIX

5) Change to WPA security: Several authors have criticized
WEP as an encryption standard and many organizations
including WPI are moving to WPA, a more robust wireless
security standard. In the future, the current system will have to
be modified to work well with WPA.
VIII. RELATED WORK
Related
commercial
systems
include
PDAMedic,
MedDataSolutions, Mobile EMS and RescueNet EMS Pro.
IX. CONCLUSION
The goal of this project was to design and implement a
new information management system to streamline the
incident reporting process for the WPI EMS department and
lower administrative overhead. The EMS Portable Workflow
system successfully implemented a design based on the clientserver model, utilizing personal digital assistant technology to
implement the client-side component. Data is transported from
clients to the server using wireless technology. The server
receives the data from the network and inserts it into a
database management system.
Several key research challenges were solved including
interaction with small PDA screen sizes, data translation,

Figure A 1 WPI's Existing Call Sheet
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