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Internet of Things (IoT)

The Internet of Things
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A Few IoT Facts

. The phrase ‘'Internet of Things' was first used
in 1999.

. First Article about IoT in 2004 from
MIT researchers called I0 (Internet O).

- Why it is important to our future?

Optimistic prediction: 7 trillion wireless devices for
7 billion people by 2020

Does it exist now?
Some say - Yes |l
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Birth of IoT?

Figure 1.  The Internet of Things Was “Born” Between 2008 and 2009

World

Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected e T e S
Devices 500 Million 12.5 Billion 25 Billion 50 Billion
I I connected
Connected devices
Devices 0.08 than 3.47 6.58
Per Person people
e L L 1 >
2003 2015 2020

Source: Cisco IBSG, April 2011
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A Few More IoT Facts

. "In the second quarter of 2010 AT&T and Verizon
announced that non-human objects - interconnected
devices - came online in greater numbers than
human subscribers. The Internet of Things is here,

penetrating society quietly and efficiently" (Oxford,
2011).

. “"Engineers who have been preparing this technology
have estimated that over 20% of the non-video
traffic of the Net will come from Internet of Thing

sensors in just a few years.” (Vasseur & Dunkel,
2010).
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One Vision of the Internet of Things

The IoT includes many objects
(preferably smart objects) connected
and communicating effectively with
people on the Internet to help solve the
problems of the world.

"IoT can make a significant difference
in closing the poverty gap.”
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Fight Poverty?

Figure 5.

. Try to reduce the
difference in price of
water between
Dharavi and Warden
Road in Mumbai.

. Price disparities are
due to the high cost
of delivering utilities.

Example:
in India

Electric Utility Inefficiencies in India.

Source: The Wall Street Journal 20089.
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Thought Provoking Quotes

From IEEE Computer Magazine:

"To reach ambient intelligence, these things must understand the user's
context.” Roggin et al.

"After the World Wide Web and universal mobile accessibility, the ToT

represents the most potentially disruptive technology revolution of our
lifetime.” Feki et al.

"The IoT is an inherently democratic phenomenon, with many smarts,
loosely coupled, each contributing as they can to a greater whole.”
Kortuem et al. (from the Open University)

Senior Analyst at Forester Research:

"We should push sensor-laden devices - and not use of them - to
enhance, not outsource, our cognitive experience.” Epps
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Smart 6rid
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Smart Utility Networks (SUNs)

. ‘ 3t 0% s1q ] .'w‘
Reclose Tie Switch Recloser Voltage i
ol Coivol Contml Reguaor B

Remote IEDs Substation B %@—
UNs,

& WPI €S525 ToT Vision 1

AMI and DA FAN Networks are evolving to become IPv6-enabled S
which are an integral part of the IPV6 Smart Grid.



file:///C:/Users/rek/Desktop/Work Area/Sun.htm

Smart Homes

Figure 3 — Smart home for smart people
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Source: ITU adapted from Line9
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A Smart Light (Philips’ Hue)

. Tunable light, 16 million
colors

. Activated by smart
phone or over Zigbee
wireless £

. Can serve as alarm clock' -4

. Can synch colors to
movies or possibly music

Philips never anticipated the demand -
sold out in 3 months at Apple stores!
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Wifi Connected Goal Light

"Budweiser Embraces the Internet of Things With
In-Home Automatic Hockey Goal Light” - wired.com

CSH25 IoT Vision



Smart Corks

The RFID read-write
tags embedded into

the corks use Philips’
ISO 15693 I-Code

ey SLI 13.56 MHz chip
U | with 1,024 bits of
' memory.
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http://www.semiconductors.philips.com/
http://www.rfidjournal.com/glossary/259
http://www.rfidjournal.com/glossary/321
http://www.rfidjournal.com/glossary/368
http://www.rfidjournal.com/article/articleview/2117/1/1/

. Smart bathroom cabinet for medicine
. Smart refrigerator

. Smart traffic

. Smart history (in museums)

. Smart health (RFID in running shoes)

. Smart buying (Near Field Communication)
- Use smart phone to make payments

CS525 IoT Vision 16
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Lost or stolen objects
(e? kKeys or car) can
tell us where they
are.

The objects are
connected to the
Internet and interact
with people: they
communicate, take
orders and state
information about
themselves (e.g. their

osition if they are
ost).

Remote control

iTunes Remote
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Withings
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Let the things
talk to each
other

Plants can water
themselves when
they are thirsty.

Objects communicate
with each other and
action each other to
the occurrence of
certain conditions.

MachineZ2Machine

Goodnightiamp
iPhone+Nike (Nike+)
Poken

Pachube

Vision

of Tnternet of I'hings

Let things
become
intelligent

The alarm can ring
earlier in case of
traffic or bad weather.

Objects communicate
wi the Net to which
they provide
information that can
be elaborated and
used as new
knowledge.

Object Generated
Content (OGC)
Device to grid

WineM

Nike Human Race
GlowCap
Intelligent meters

Source: Casaleggio Associati, 2011 - www.casaleggio.iUinternet_of_tus
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Enabling Technologies

. Technologies needed:
- RFID
- Power for Sensors™
- Mobile and Smart phones
- Nanoscience and Miniaturization
- Smart Objects (intelligence) and Robotics
- M2M (Machine-to- Machine) communication

- Standardization® of communication, protocols, security
- IPv6™, 6LoWPAN, Zigbee

. Others
- Big Data
- The Cloud

WPI €S525 ToT Vision 18




Miniaturization and cost reduction

Miniaturization
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ToT Issues

Figure 5 — The many facets of privacy protection

Legal/regulatory
* Consumer consent
» Collection limitation
* Lizg limitation

» Dpenness

» Accountability
-

Technical Economic/market
* Encryption Priva‘:? + Self-regulation

+ | D manage ment + Codes of conduct

+ Privacy-enhancing Protection + Privacy certification
technologies (PETs)

» Consumer education

Socio-ethical
* Consumer rights
* Public awaneness
» Disclosure
* CONSumer adwocacy

Source MU

. Privacy, security and trust concerns
- Social network blunders

. Big Brother - security cameras, police state

& WPI €5525 IoT Vision 20



Coke Commercial
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Reaction to Coke Commercial

. One Perspective

"Coke commercial about security cameras
was so cool. Let's look at the world a
little differently. Going to drink a coke in
honor.”

. Another Perspective

“Ad full of hidden security-cam moments:
Coke proudly proclaims itself Official Soft
Drink Of The Security State.”

CS525 IoT Vision 22



Multi-dimensional Change

Figure 1 — A new dimension

Any TIME connection

« On the move
= Outdoors and indoors

= Night = On the move
*Daytime = Qutdoors
* Indoors (away from the PC)

« At the PC
=~ 1 Any PLACE connection

= Between PCs
* Human to Human (H2H), not usinga PC
* Human to Thing (H2T), using generic equipment
= Thing to Thing (T2T)

Sowurce: [TU adapted from Nomura Research Institu te
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IoT Players

. Involves industry - governments-
academia cooperation

. EU countries - Great Britain

. Scandinavia Countries in the lead
- Finland by 2017
- Norway, Sweden™

- Contiki protocol platform, Cooja simulator

. Claim China* and India heavily committed to
IoT.

* The Walmart connection {RFID}

CS525 ToT Vision 24



Corporate IoT Players

. Cisco

. IBM

- Philips

. Walmart

. Nokia (Finland)

. Google - announces Brillo as IoT OS!

"Europe's biggest chip maker, STMicroelectronics, and the world's
third-largest chip maker, Texas Instruments, are to use the tiny
Mist operating system developed by Sweden's Thingsquare for use
by devices on the “"Internet of things”. It should make it easier
to connect anything from streetlights to thermostats.”

- March 13,2013 Wall Street Journal "Tech Europe’

& WPI €S525 ToT Vision 25




Research Themes

Figure 1 Overview of the research themes, requirements, and application domains.
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Figure 4 — The Intemet of Things — from idea to market
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One Network to Connect Them All

Internet-0 allows myriad devices to intercommunicate and provides a single consistent standard. It can handle information
interoperate: pill bottles can order refills from the pharmacuy; sent through the AC power line, over a wireless connection or even
light switches and thermostats can talk to lightbulbs and heaters; engraved on a metal key, and it seamlessly integrates with the
people can check on their homes from their offices. Existing local and global computer networks. Devices can be configured

technologies already allow many of these functions, but Internet-0O by interacting with them rather than by typing on computers.

=== Infrared

Wireless
Sitting in the attic \\
are devices thatinter- |
connect the subnetworks: |
server, broadband
connection, wireless
access point and power-
line interface. When away
from home, the owner
canlogin to check that
the doors are locked and
appliances off.

e Power lines

== Phone line

Security system |
—Ethernet

w Coaxial

/The alarm clock can turn
the lights on, activate
the coffeepot and tell
other household devices

Kthat people are awake./

/The air conditioner and\/

radiator can set the —1
temperature based not
juston the thermostat
but also on whether

the lights are on
(indicating that someone
is home) and what

the time of dayis.

Each medicine bottle \

has a tag thatcan be
read by the cabinet.

The system can auto-
matically remind people
to take their pills or refill
the prescription. /

mhe homeowner can

monitor and control the
entire house from

a computer, PDAor

cell phone.

\ﬁhe home security
> system is integrated into
?ﬂhe network.

Switches do not need
to be wired directly to the
lamp they control.
Programming them takes
just a few seconds.
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An entertainment center with
an Internet address can stream
movies and music.

The key to the house
unlocks it both physically
and digitally. Engraved
on the metal keyisa
cryptographic key that
authenticates the owner.

The network can detect
when a light blows out.

The garden sprinkler
system connects to the
network to check whether
rain will obviate the need
for watering.

Clocks can automatically
synchronize over the
network to the global
time standard.

The TV remote can control
many other devices in the
house as well.

Internet-0 packets can be engraved onto a key (/eft] or printed as a bar code [(below]). In both cases,
the vertical bars represent pulses and, once converted into electrical signals, can be put onto the net-
work without further translation. The key engraving is a cryptographic key that allows the holder to

re cofjsmi gue > ol h r code contains “IQ” pseceded by the address of the destination device.
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. There is more than one vision for the
Internet of Things.

. Much "buzz” now but when will it be a
reality.

. Interoperability is essential and
requires standards agreements.

. Many opportunities and challenges

. As a new area, IoT research is not
well-established.

CSH25 IoT Vision
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