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ABSTRACT

Previous research on ECN aRiED usually considered only a limited traffic domain,
focusing on networks with a small number of homogeneous flows. The behavior of RED
and ECN congestion control mechanisms in TCP network with many competing
heterogeneous flows in the bottleneck linkshadt been sufficiently ex
first investigates the behavior and performance of RED with ECN congestion control
mechanisms with many heterogeneous TCP Reno flows using the network simulation
tool, ns-2. By comparing the simulated performanaf RED and ECN routers, this study
finds that ECN does provide better goodput and fairness than RED for heterogeneous
flows. However, when the demand is held constant, the number of flows generating the
demand has a negative effect on performance. Ma@whe simulations with many
flows demonstrate that the bottleneck router's marking probability must be aggressively
increased to provide good ECN performance.

Based on these simulation results, an Adaptive ECN algorithm (AECN) was studied to
further improve the goodput and fairness of ECN. AECN divides all flows competing for

a bottleneck into three flow groups, and deploys a diffement, for each flow group

Meanwhile, AECN also adjustsin,, for the robustlbw group andmax, to get higher

performance when the number of flows grows lafgaithermore, AECN uses mark

front strategy, instead of matkil strategy in standard ECN. A series of AECN

simulations were run ins-2. The simulatios show clearly that AECN treats each flow

fairer than ECN with the two fairness meas:!
maxmin fairness. AECN has fewer packet drops and alleviates the lockout phenomenon

and yields higher goodput than ECN.

Key words: ECN, RED, AECN, heterogeneous flows, fairness, goodput.
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Chapter 1 Introduction

1.1 Motivation and Goal

TCP is the dominant transport protocol used in the Internet today [THO97]. While
Internet traffic continues to grow, it becomes more challenging twige good
throughput to millions of Web customers. When a packet is dropped before it reaches the
destination, all of the resources the packet consumes in the transmission will have been
wasted. In extreme cases, this situation can lead to congestiapseo[UAC88]. In the

past decade, TCP and its congestion control mechanisms have been used in controlling
packet loss and preventing congestion collapse across the Internet. Several variants of
TCP (Tahoe, Vegas, Reno and NewReno) [FLO96] have been degdtmprovide host

centric mechanisms to combat high packet loss rates during heavy congestion periods.
Traditionally, a router reacts to congestion by dropping a packet in the absence of buffer
space. This is referred to aJailDrop router. However, theesulting drogtail behavior

fails to provide adequate early congestion notification and produces bursts of packet
drops that contribute to unfair service. Although TCP has-builechniques (such as

Fast Retransmit and Fast Recovery) to minimize thmaonof losses from a throughput
prospective, these mechanisms are not intended to help applications that are in fact
sensitive to the delay or loss of one or more individual packets [STE97] [RAM99]. So,
optimizing the congestion control mechanisms used@P has been the focus of
numerous studies and undergone a number of enhancements.

Active queue management has been proposed as a solution for preventing losses due
to buffer overflow. The idea behind active queue management is to detect incipient
congestion early and convey congestion notification to thehests, allowing them to
back off before queue overflows and paetteip occurs. Random Early Detection
(RED), an active queue management technique proposed by Sally Floyd and Van
Jacobson [FLO8], maintains an exponentially weighted moving average of the queue
length to detect congestion. When the average queue length exceeds a minimum

threshold, packets are randomly dropped with a given probability. In the current Internet



environment RED is mdricted to using packet drops as a mechanism for congestion
indication. However, RED can instead mark a packet with an Explicit Congestion
Notification (ECN) bit with a given probability when the average queue size is between
minimum threshold and maximuthreshold of the router queue.

ECN is an endo-end congestion avoidance mechanism proposed by Floyd and has
already been incorporated into RFC2481 [RAM99]. A connection receiving congestion
notification in the form of an ECN marking, cuts its gestion window and reduces the
slowstart threshold [RAM99] [STE97] in half just as if it had detected a packet loss. The
probability that a packet arriving at the RED queue is either dropped or marked depends
on the average queue length, the time elapsezk the last packet was dropped, and an
initial probability parameter value. When the average queue length exceeds a maximum
threshold, all packets are dropped.

Since the introduction of RED, many researchers have done investigations about the
behaviors and performances of RED and ECN, and proposed a variety of enhancements
and changes to router management to improve congestion cfiRWGR9] [FLO91]
[AHM99] [FEN97]. But these previous researches usually considered only the following
two cases gmrately: (1) the network with a small or medium number of competing TCP
flows, (2) the network with homogeneous flows. The behavior of RED and ECN
congestion control mechanisms in TCP network with many competing heterogeneous
flows in the bottleneck linkh as not been sufficiently explo
motivations for this thesis. Hence, one goal of this thesis is to investigate the behavior
and performance of RED with ECN congestion control mechanisms with many
heterogeneolf$ TCP Reno flows usinthe network simulation toohs-2. By comparing
the simulated performance of RED routers and ECN routers, this study finds that ECN
does provide better goodput and fairness than RED for heterogeneous flows. When the
demand is held constant, the number lofvé generating the demand has a negative
effect on performance. Meanwhile, the simulations with many flows demonstrate that the
bottleneck router's marking probability must be aggressively increased to provide good

ECN performance.

M Heterogeneous flows diff@mly in their eneto-end rounetrip times (RTTSs) in this study.



Based on thesarsulation results, this study proposes an adaptive version of ECN to
further improve for ECN on the goodput or throughput and fairness by properly adjusting
the relevant ECN parameters. Thus, an adaptive version of ECN (AECN) is the other goal

for this stuly. ECN parameters include maximum drop probabiliyaX, ), maximum
threshold hax, ) and minimum threshold(in,, ) for the queue, the average queue size
(avg), and the weighting factor for éhaverage queue length computation . AECN

divides all flows competing for a bottleneck into three flow groups, and deploys a

differentmax, for each flow group so that a fragile flow can have higher changetta
proper share of bandwidth when competing with a robust #®&CN also adjustsnin,,

for the robust flow group anchax,, to get higher performance when the total number of

flows changes.Furthermore, AECN use markfront strategy, instead of matkil
strategy used in standard EENo mark the first unmarked packet of a corresponding
flow group in the router queue to reduce the queue delay and speed up the notification of
congestion to a sender. The simulatresults show that AECN achieves better goodput

and fairness than standard ECN in the network with many heterogeneous flows.

1.2 Structure of Thesis

This thesis is organized as follows. Chapter 2 presents the background of congestion
control mechanismm TCP/IP network and a summary of the related work in this area,
and introduces the current implementation of ECN. Chapter 3 describes the simulation
methods deployed in our experiments, including the performance metrics (goodput,
throughput, fairness andelay) that are investigated in our study, simulation twse2,

which is widely used in the network research community, and experimental procedures.
Chapter 4 explains our performance study of ECN and RED with heterogeneous TCP
flows. The various simulain scenarios are investigated for comparing the performance
of ECN and RED on the characteristics of goodput, throughput, fairness and delay. Based

on these simulation results, in Chapter 5, this study develops an adaptive version of ECN

! Standard ECN only marks an incoming packet probabilistically when the average queue size is between
maxy, andminy, . If the average queue size eedemaxy, , all incoming packets will be dropped at the
congested ECN route.



(AECN), and presd#s the basic algorithm of AECN based on standard ECN and the
implementation ims-2 and the ways for further refining AECN. The evaluation of the
performance and behavior of AECN on the key performance indicator is also provided in
this chapter. The cohgsions of this thesis and the future work are presented in Chapter
6. Moreover, Appendix A and B present the code added for the implementation of AECN

in ns-2.



Chapter 2 Background and Related Work

This chapter givesin overview of the past and current work in congestion control and
management mechanisms used in TCP/IP networks. Since the first congestion collapse
episode in 1986, several variants of TCP (Tahoe, Vegas, Reno, NewReno, and SACK)
have been developed andakiated to provide hoskentric mechanisms to combat high
packet loss rates during heavy congestion periods. Meanwhile, researchers have proposed
new congestion avoidance techniques for Internet routers. This chapter first presents the
congestion contramechanisms, including the hestntric and routecentric, in TCP/IP
networks, then describes the related work of current congestion control mechanisms,

especially the active queue management algorithms, such as RED and ECN.

2.1 Background

2.1.1 TCP Congstion Control Mechanisms

2.1.1.1 Endto-end Congestion Control Issues

The Internet protocol architecture is based on a connectionlegs-end packet service

using the IP protocol. The advantages of its connectionless design, flexibility and
robustnes, have already been amply demonstrated [FLO0Oa]. However, these advantages
are not without cost. In fact, lack of attention to the dynamics of packet forwarding can
result in severe degradation, which caused researchers to develtpesudcongestion
control concerning the following several issues.

During the mid 1980s, the Al nternet mel t d
which is also called fAcongestion coll apsebo
based flow control mechanism as a mefanghe receiver to control the amount of data
sent by a sender. The flow control mechanism was used to prevent overflow of the
receiveros data buffer space available for
Al nternet me | t d o w nthe congkstian avoilamce mdchanisnis avipich d
are now required in TCP implementations. These mechanisms operate in-tiestnib

cause TCP connections backoff during congestion. Those TCP flows are said to be



responsive to congestion signals (i.e., padkss) from the network. It is these TCP
congestion avoidance algorithms that are still being used to prevent the congestion
coll apse of todayod6s I nternet.

In addition to the concern about congestion collapse, more concern has also been
paid attenibn to fairness for besdffort traffic. Because TCP backd$f during
congestion, a large number of TCP connections can share a single, congested link in such
a way that bandwidth should be shared reasonably equitably among similarly situated
flows. The isue of fairness among competing flows has become increasingly important
for two main reasons. First, using window scaling, individual TCPs can use high
bandwidth even over high propagatidelay paths. Second, with the growth of the Web,
Internet users imeasingly want higtbandwidth and lowlelay communications, rather
than the leisurely transfer of a long file in the background. The growth ofefiest
traffic that doesndt wuse TCP underscores
besteffort traffic in times of congestion. For the current Internet environment, where
other beseffort traffic could compete in a FIFO queue with TCP traffic, the absence of
fairness with TCP could | ead to one fl ow
congesion.

Besides the prevention of congestion collapse and concerns about fairness, a third
reason for a flow to use efid-end congestion control can be to optimize its own
performance regarding throughput, delay, and loss. In an environment likerrteat
besteffort Internet, concerns regarding congestion collapse and fairness with competing

flows limit the range of congestion control behaviors available to a flow.

2.1.1.2 TCP Builtin Techniques

Congestion can occur when data arrives on a lpg fa fast LAN) and gets sent out a
smaller pipe (a slower WAN). Congestion can also occur when multiple input streams
arrive at a router whose output capacity is less than the sum of the inputs. Congestion
avoidance is a way to deal with lost packets [88]CThere are two indications of packet
loss: a timeout occurring and the receipt of duplicate ACKs. This section presents some

of the particulars of TCP congestion control mechanisms:

t

ot



i). Retransmit Timers

The TCP sender sets a retransmit timerdetermine when a packet has been
dropped in the network. When the retransmit timer expires, the sender assumes that a
packet has been lost, se&hresho half of the current window (W), and goes into slow
start, retransmitting the lost packet. If thretransmit timer expires because no
acknowledgement has been received for a retransmitted packet, the retransmit timer is
also backeaff, that is, doubling the value of the next retransmit timeout interval.
ii). Slow-start

The TCP sender cannot apa new connection by sending a large burst of data (e.qg.,

a receiverods advertised window) al/l at once.

value for the congestion windovewnd. During slowstart, the TCP sender increases
cwnd by the number of £Ks received in a rounttip time. Slowstart ends when the
sender 6s congesti on wistarttlwesholdssthraghh e at er t han
iii). Congestion Avoidance

When cwnd is less or equal testhresh TCP is in slowstart; otherwise TCP is
performing congestion avoidance. Slestart continues until TCP is halfway to where it
was when congestion loss occurred, and then congestion avoidance takes ovstai$low
opens the window exponentially and increasgadby the number of ACKs received in
a roundtrip time; while congestion avoidance dictates twhdbe increased by at most
one per rourdrip time when an ACK is received. Figure 2.1 shows an example of how
TCP slowstart and congestion avoidance works.
iv). Fast Retransmit and Fast Recovsy

Since a TCP sender doesnot know whether
packet or just by a reordering of packets, it waits for three duplicate ACKs to be received.
Once the sender receives three duplicate acknowledgements, TCP suppaseadkat
has been lost. Then the sender retransmits the missing packet, without waiting for a
retransmission timer to expire. Meanwhile, the senderss¢isesho half of the current
window, reduceswndto at most half of the previousvnd

After fast retransmit sends what appears to be the missing packet, congestion
avoidance, but not slowt ar t i s perfor med. Thi s i s fas

improvement that allows high throughput under moderate congestion.

t

C
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Figure 2.1: An Examle of How TCP Slowstart and Congestion Avoidance works

2.1.1.3 TCP Variants

Early TCP implementations followed a -packn model using cumulative positive
acknowledgement and requiring a retransmit timer expiration to resend data lost during
transport[FLOOOa]. These TCPs did little to minimize network congestion. Currently,
theredre sever al di fferent TCP variants, w h
implementations. These TCP variants are Tahoe, Reno, New Reno, SACK, and Vegas.
The Tahoe T® implementation added a number of new algorithms and refinements to
earlier implementations. It includes slestart, congestion avoidance and fast retransmit.

The Reno TCP implementation retained the enhancements incorporated into Tahoe,
but modf i ed the Fast Retransmit operation to
Recovery algorithm is optimized for the case when a single packet is dropped from a
window of data. The Reno sender retransmits at most one dropped packet peripound
time. Reno gnificantly improves upon the behavior of Tahoe TCP when a single packet
is dropped from a window of data, but can suffer from performance problems when
multiple packets are dropped from a window of data.

The NewReno TCP includes a small change¢he Reno algorithm at the sender that

el iminates Renoods wai t for a retransmi-t ti



window. When multiple packets are lost from a single window of data,-Rewo can
recover without a retransmission timeout, retramtsmgi one lost packet per rowtdp
time until all of the lost packets from that window have been retransmitted-Réew
remains in Fast Recovery until all of the data outstanding when Fast Recovery was
initiated has been acknowledged.

SACK TCP isanother TCP variant [FLO96]. The main difference between the SACK
TCP and the Reno TCP is in the behavior when multiple packets are dropped from one
wi ndow of dat a. SACK augments TCPO0s cumul a
additional information that alles the receiver to inform the sender which packets have
been missed. By specifying this information, the TCP sender can make more intelligent
decision in determining when packets have been lost and in identifying which packets
should be retransmitted.

The TCP Vegas [BRA94] [BRA95], proposed by Peterson, L., uses sbasesl
anticipation of congestion by monitoring gap between expected and actual (i.e.,
measur ed) throughputs to i mprove TCP conges
better 4070% throughput than Reno.

2.1.2 Active Queue Management

The traditional technique for managing router queue length is to set a maximum length
(in terms of packets) for each queue, accept packets for the queue until the maximum
length is reached, then draubsequent incoming packets until the queue decreases
because a packet from the queue has been transmitted. This technique is known as
fiTailDropo . This method has served the I nternet
serious drawbacks:

1. Lockout

In some duationsTailDrop allows a single connection or a few flows to monopolize

gueue space, preventing other connections from getting room in the queue. This

lockout phenomenon [BRA98] is often the result of synchronization or other timing

effects.

2. Global Synchonization



The TailDrop discipline allows queues to maintain a full (or, almost full) status for
long periods of time, since it signals congestion only when the queue has become full.
It is important to reduce the steasiiate queue size, and this is p@hdhe queue
management 6s most I mportant goal . The nap\
simple tradeoff between delay and throughput, and that the recommendation that
gueues be maidfiwdil decdtiameaesB8sential ly trans
that low endto-end delay is more important than high throughput. However, this
does not take into account the critical role that packet bursts occurs in the Internet.
Even though TCP constrains a flowds window
bursts. If the queue is full or almost full, an arriving burst will cause multiple packets
to be dropped. This can result in a global synchronization of flows throttling back,
followed by a sustained period of lowered link utilization, reducing overall
throughput. Queue limits should not reflect the steady state queue we want to
maintain in the network; instead, they should reflect the size of bursts we need to
absorb.
In the current Internet, dropped packets serve as a critical mechanism of congestion
notification to end nodes. The solution to the global synchronization is for routers to
respond to congestion before their buffers overflow, that is, to employ active queue
management, like Random Early Detection (RED) [FLO93] and Explicit Congestion
Notification (ECN) [FLO94] [RAM99]. By dropping packets before buffers overflow,

active queue management allows routers to control when and how many packets to drop.

2.1.3 RED and ECN

2.1.3.1 RED

RED is a congestion avoidance mechanism implemented in routevsaifkabn the basis

of active queue management. RED addresses the shortcomifetDobp. In contrast to
traditional queue management algorithms, which drop packets only when the buffer is
full, a RED router signals incipient congestion to TCP by dropppagkets
probabilistically before the queue runs out of buffer space. This drop probability is

dependent on an average queue size to avoid any bias against bursty traffic. A RED
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router randomly drops arriving packets, with the result that the probabildsopping a
packet belonging to a particular flow is approximately proportional to the flow's share of
bandwidth. Thus, if the sender is using relatively more bandwidth, it gets more of its
packets dropped. The RED algorithm itself consists of two mais: gestimation of the
average queue sizag and the decision of whether or not to drop an incoming packet.
1. Estimation of Average Queue Size

RED estimates the average queue size, either in the forwarding path using a simple

exponentially weighted mowvinaverage queue length computatian .

2. Packet Drop Decision
RED decides whether or not to drop an inco
particular algorithm for dropping that results in performance improvement for

responsivdlows. Two RED parametermin, andmax, , represent thresholds set by
RED when to drop a packe¥lin, specifies the average queue size below which no
packets will be dropped, whilmax, specifies the average queue size above which

all packets will be dropped deterministically (100%). As the average queue size

varies frommin,, to max, , packets will be dropped with a probabilgg that varies
linearly from O tomax,, where pa is a function of the average queue size. As the
average queue length varies between,, andmax, , paincreases linearly towards

a configurednaximum drop probabilitynax;, .

A

! 1

!

|

I

I max,

!

Dropping/marking 0 min,, max, Physical queue leng
probability

AverageQueue Size (avg)

Figure 2.2. Relationship between average queue size and packet marking/dropping
probability
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Dropping packets in this way ensures that when some subset of the source TCP packets
get dropped ah they invoke congestion avoidance algorithms that will ease the
congestion at the router. Since the dropping is distributed across flows, the problem of
global synchronization is avoided.

2.1.3.2 ECN
ECN is an extension to RED [RAM99][RAMO1]. It provideslightweight mechanism
for routers to send a direct indication of congestion to the source. Wigga between

min,, andmayx, , ECN marks, instead of dropping, an incoming packet probabilistically.

The markingprobability in ECN varies as RED. A connection receiving congestion
notification in the form of an ECN marking, cuts its congestion window in half just as if

it had detected a packet loss. Whearg is above or equal tonax,, ECN alsodrops

deterministically all incoming packets. Since ECN marks packets before congestion
actually occurs, this is useful for protocols like TCP that are sensitive to even a single
packet loss. Upon receipt of a congestion marked packet, the TCP receiversitiie

sender (in the subsequent ACK) about incipient congestion which will in turn trigger the
congestion avoidance algorithm at the sender. ECN requires support from both the router
as well as the end hosts, i.e. the end hosts TCP stack needs toifoedmdckets from

flows that are not ECN capable will continue to be dropped by RED. There are two main
changes that need to be made to add ECN to TCP to an end system and one extension to a

router running RED.

2.1.3.2.1 Changes at the router

Router side support for ECN can be added by modifying current RED
implementations. For packets from ECN capable hosts, the router marks the packets
rather than dropping them (if the average queue size is betwiegnandmax,, ). It is
necessary that the router identifies that a packet is ECN capable, and should only mark
packets that are from ECN capable hosts. This uses two bits in the IP header. The ECN
Capable Transport (ECT) bit is set by the sender end systasth the end systems are
ECN capable (for a unicast transport, only if both end systems arecegble). In TCP

12



this is confirmed in the preegotiation during the connection setup phase. Packets
encountering congestion are marked by the router usiagCongestion Experienced

(CE) (if the average queue size is between,, andmax, ) on their way to the receiver

end system (from the sender end system), with a probability proportional to the average
gueue sizdollowing the procedure used in RED routers. Bits 10 and 11 in the IPV6
header are proposed respectively for the ECT and CE bits. Bits 6 and 7 of the IPV4

header DSCP field (Figure 2.3) are also specified for experimental purposes for the ECT
and CE bitgespectively.

4-bit | 4-bit header| DSCP field (E: C 16-bit total length (in bytes)
version length = =
16-bit identification 3-bit 13-bit fragment offset
flags
8-bit time to live 8-bit protocol 16-bit header checksum

32-bit source IP address

32-bit desination IP address

Figure 2.3. IP Header

2.1.3.2.2 Changes at the router TCP Host side

The proposal to add ECN to TCP specifies two new flags in the reserved field (Figure

2.4) of the TCP header. Bit 9 in the reserved field of the TCP header isatedigs the

16-bit source port number 16-bit destination port number

32-bit sequence number

32-bit acknowledgement number

4-bit | reserved [CITEJU|A|P|R|S|F

16-bit window size
header] 5 wlc]R|C|S|S|Y ]I
length field RIeE]G|K|H|T|N
16-bit TCP checksum 16-bit urgent pointer

Figure 2.4. TCP Header
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ECN-Echo (ECE) flag and Bit 8 is designated as the Congestion Window Reduced
(CWR) flag. These two bits are used both for the initializing phase in which the sender
and the receiver negotiate the capability anddésire to use ECN, as well as for the
subsequent actions to be taken in case there is congestion experienced in the network
during the established state.
1. TCP handshake phase
The source and destination TCP have to exchange information about their de&re a
capability to use ECN. This is done by setting both the HHCNo flag and the CWR
flag in the SYN packet of the initial connection phase by the sender; on receipt of this
SYN packet, the receiver will set the E€ho flag in the SYNACK response. Coe
this agreement has been reached, the sender will thereon set the ECT bit in the IP
header of data packets for that flow, to indicate to the network that it is capable and
willing to participate in ECN. The ECT bit is set on all packets other than phiKesA
2. Packet marking phase
When a router has decided from its active queue management mechanism, to drop or
mark a packet, it checks the-BCT bit in the packet header. It sets the CE bit in the IP
header if the IFECT bit is set. When such a packet rezcthe receiver, the receiver
responds by setting the EGBtho flag (in the TCP header) in the next outgoing ACK
for the flow. The receiver will continue to do this in subsequent ACKs until it receives
from the sender an indication that it (the sender) freaponded to the congestion
notification.
3. ACK receipt phase
Upon receipt of this ACK, the sender triggers its congestion avoidance algorithm by
halving its congestion windowgwnd and updating its congestion window threshold
value ssthresh Once it hasaken these appropriate steps, the sender sets the CWR bit
on the next outgoing data packet to tell the receiver that it has reacted to the receiver's
notification of congestion. The receiver reacts to the CWR by halting the sending of
the congestion noidations (ECE) to the sender if there is no new congestion in the
network. Note that the sender reaction to the indication of congestion in the network
(when it receives an ACK packet that has the EfilKo flag set) is equivalent to the

Fast Retransmit/Rewery algorithm (when there is a congestion l0oss) in NEINN-
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capable TCP, i.e. the sender halves the congestion windoand reduces the slow
start thresholdssthresh Fast Retransmit/Recovery is still available for ECN capable

stacks for responding tbree duplicate acknowledgments.

2.2 Related Work

In [FLO93], Sally Floyd and Van Jacobson introduce RED for congestion avoidance in
packetswitched networks. Their simulations show that the RED gateway has no bias
against bursty traffic and avoids thdolgal synchronization of many connections
decreasing their window at the same time. During congestion, the probability that the
router notifies a particular connection to reduce its window is roughly proportional to that
connectionds s htharoughthefouterhe bandwi dt h

[ FLO94] proposes the new guidelines for T
explores the benefits and drawbacks of ECN in TCP/IP network. By simulations, Floyd
shows that one of advantages of ECN is that it can avoid unnecgssaet drops,
which avoids unnecessary delay for packets from-bawdwidth delaysensitive TCP
congestions. [FLO98a] presents the implementation and validation of ECN in the famous
network simulator: ns. [RAM99], [RAMO01] and [FLOOOc] further presentrtheoposal
on the guideline for ECN implementation in TCP/IP networks. [FLO97] discusses the
rulesof-thumb values for the RED parameters.

Uvaiz Ahmed and Jamal H. Salim [AHM99] have further shown that ECN
enhancements on active congestion manageimgmove both bulk and transactional
TCP traffic over Reno TCP with one router. Compared with RED, ECN is fairer. The
improvement is more obvious in short transaction types of flows because of two factors:
(1) Fewer retransmissions occur with ECN, whichan® that less traffic is in the
network, (2) ECN avoids timeouts by getting faster notification, which implies less time
is spent during error recovery. In the experiments, they used a few homogeneous flows
with one congested router in their testbed.

[QIU99] addresses a phenomenon they observed in TCP/IP networks when the
number of connections competing for the sam
ability to share the bottleneck fairly and efficiently decreases. Their analysis of packet

tracessuggests that the degradation of TCP is substantially due to the total loss rate
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observed in the Internet. This happens when many competing flows cause a higher loss
rate in a bottleneck router. [GER99] finds by the simulations that the very pronounced
unfairness trend is typical of the behavior of many flows. ECN works properly when the
ECN router queue can hold several packets per flow. However, ECN also becomes
grossly unfair when the queue size is not large enough. Even some of the connections
never géa chance to transmit, which is thecled lockout phenomenon.

[FLO91] discusses the bias in TCP/IP networks against connections with multiple
congested routers and the bias of TladDrop and Random Drop routers against bursty
traffic. Using smulations and a heuristic analysis, Floyd shows that in a network with
TailDrop routers a longer connection with multiple congested routers can receive
unacceptably low throughput, while in a network with no bias against connections with
longer roundtripitnes and with no bias against bursty traffic, a connection with multiple
congested routers can receive an acceptable level of throughput. A longer connection is
disproportionately likely to have packets dropped at the router. She also points out that
athawgh wusing different measures of fairness
still no generallyagreedupon definition for fairness in a computer network.

Recently, a number of research efforts have focused on possible shortcomings of the
algaithms in RED and have proposed modifications and alternatives, e.g., BLUE
[FEN99b], and SRED [OTT99]. Fengt al. [FEN97][FEN99a] found that one of the
inherent weaknesses of RED and other proposed active queue management schemes is
that the effectivenesof RED depends, to a large extent, on the appropriate
parameterization of the RED queue. For example, as the number of connections becomes
large, the impact of individual congestion notification decreases. Without modifying the
RED algorithm to be more ggessive, the RED queue degenerates into a simple
DropTail queue. On the other hand, as the number of connections becomes small, the
impact of individual congestion notifications increases. In this case, without modifying
the RED algorithm to be less aggsere, undeutilization can occur as too many sources
back off their sending rates in response to the congestion notification. By the simulation
experiments with 8, 32 and 64 homogeneous flows respectively and by the deployment of

various values ofnax,, they showed that when the number of flows increases, RED

doesndét deliver congestion notification to
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gueue continually overflows causing it to behave more like a-@ibmueue. To
overcone these shortcomings of RED, [FEN97] and [FEN99a] presents that adjusting
RED parameters properly could effectively reduce packet loss while maintaining high
link utilization under a range of network load. In [FEN99b], there are set of results from
simulaions of RED with ECN enabled in both routers and-kast TCP implementation.

Their simulations focused primarily on the effects of the paramefeused to smooth

measurements of the average queue size. Some of these simulatiananggenumber
of flows (1,0001 4,000) that generate traffic with Pareto on/off periods. Unfortunately,
they only simulated with homogeneous flows.

In [CHROO], Christiansen, et al evaluate RED across a range of parameter settings
and offered lods. Their results show that RED has a minimal effect on HTTP response
times for offered load up to 90% of link capacity, and response times at loads in this
range are not substantially effected by RED parameters, while in heavily congested
network with 90%100% load, RED parameters that provide the best link utilization

produce poorer response time. They also find that exceptifgy, which should be set

to larger values to accommodate the highly burst character of Web traffic,itdedirgs

[FLO97] for RED parameter settings and for configuring interface buffer sizes (FIFO and

RED) also hold for the Welike traffic used in their experiments. This paper concludes

that attempting to tune RED parameters outside these guidelines kelyné yield

significant benefits. The authors di-dnot i n

enabled in their experiments, and they didno
For the performance of networks, delivering congestion signal in timetisatri

[LIUO1] presents that by providing the mafrlont strategy for ECN to send even faster

congestion signals, mafkont strategy reduces the buffer size requirement at the routers,

and it also avoids packet losses and thus improves the link efficidraythe buffer size

in an ECN router is limited. With simulations, [LIU01] show that mfxdat strategy

i mproves the fairness among old and new us.

against connections with large RTT.

In summary, since the indaction of RED, many researchers have done investigations

about the behaviors and performances of RED and ECN, and proposed a variety of
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enhancements and changes to router management to improve congestion control. But
these previous researches usually m@red only the specific traffic domain space in the
network with a small or medium number of homogeneous TCP flows. The behavior of
RED and ECN congestion control mechanisms in TCP/IP network with many competing

heterogeneous f | owlgexploned gmsdig the bnmaire motivatiorf fori ci e nt
this thesis.
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Chapter 3 Experimental Methodology

As mentioned in the previous chapters, the goals of this thesis include (1) investigating
the behavior and performance of REDIWECN congestion control mechanisms with
many heterogeneous TCP Reno flows; (2) exploring an adaptive version of ECN
(AECN), which is based on the current standard ECN algorithm and more adaptive to
heterogeneous flows and congestion conditions in suchyaaw to signal TCP hosts to
adjust their congestion control mechanisms in time. To reach the goals, two main
experimental steps are taken in the study: (1) running experiments to gather the
experimental data on the key performance indicators to evaheatehavior of ECN and

RED with heterogeneous, (2) based on the results from Step 1, the basic algorithm of
AECN is proposed, and then more experiments are run to compare the performance of
AECN and ECN. This chapter describes our methodology for obtag@ioly metric data,

the choice of network simulation tools and the approaches for data analysis.

3.1 The Selection of Measurement Criteria

To fully evaluate the behavior and performance of RED and ECN, and AECN, four key
performance indicators used inrostudy are throughput, goodput, fairness and delay.
Based on the observation, more efforts are put on the most important ones among these

four indicators.

3.1.1 Throughput

Throughput is defined as the data rate at which a source can send packetsginclud
retransmitted packets) to the sink. Assume a source sends out 10 packets in a specific
time, and one of these ten packets are dropped by a router in the course of transmission,
then the resulting throughput is 9*packet/time taken to transmit. Due ctoding

retransmitted packets, throughput is normally a little higher than goodpuit.
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3.1.2 Goodput

Goodput is defined as the effective data rate as observed at the user. For example, assume
10 data packets are transmitted from a source to a sink, anof tilvese ten packets are
retransmitted packets, then the efficiency is 80%, and the resulting goodput is 8*packet

size/time taken to transmit.

3.1.3 Fairness

Fairness has been defined in a number of d
generallyagreedupon definition for fairness in a computer network. However, different

measures of fairness have quite different implications [FLO91]. Two popular fairness
measur ement met hods are used in our experinm

maxmin fairness [PETOQ].

1. Jaindés Fairness | ndex
Jainds fairness i ndex po suseusysteineand derileat t he
the metric to see how fairly each user s

throughput across each user. For adfetiser throughput (x x,, ¢ ,,) X Jai nds
fairness index to the set is defined as follows:
f(x., X, € ,,) =(S1x,)?/ (N*SLx7).

The fairness index always lies between 0 and 1. A value of 1 indicates that all flows
got exactly the same throughput.

2. Max-min Fairness

Max-min fairness is another common fairness definition, which is also called
bottleneck optimality criterion. A feasible flow rates defined to be mamin fair if

any ratex; cannot be increased without decreasing semehich is smaller than or

equal tox; . To satisfy the mimmax fairness criteria, the smallest throughput rate must

be as large as possible. Given this condition, the-sraetlest throughput rate must
be as large as possible, ard on [FLO94]. Many researchers have developed
algorithms achieving mamin fairness rates. Computing the main fair vector

requires global information, including information from networks and hosts. In our
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simulation result analyses, graphs are usedsgally analyze the mamin fairness

with respect to goodput for heterogeneous flows.

3.1.4 Delay

Delay is another important performance indicator used in reporting our simulation results.
In this study, delay refers to omeay delay, from a source t sink, and includes link

delay, propagation delay and queue delay.

3.2 Experimental Tools

3.2.1 Network Simulatorns-2

The flexibility of exploring various simulation scenarios and unrestricted data access are
the primary reasons for us to choose2 [NS201].

The network simulatoms-2, is widely adopted in the network research community.
ns-2 evolved as a part of the VINT (Virtual InterNetwork Testbed) project, a
collaborative project among University of Southern California, Xerox PARC, Lawrence
Berkeley National Laboratory, and the University of California, Berkefey2 is a
discrete event simulator which provides the following supports:

1 Various network protocols (transport, multicast, routing);
1 Simple or complex topologies (including topolaggneration);
1 Agents, defined as endpoints where netwlasler packets are constructed
or consumed;
Various traffic generators
Simulated applications (FTP, Telnet, Web)
Most queue management algorithms (TailDrop, RED, ECN) and packet
scheduling schemes
1 LAN/WAN, and wireless networks.

The code of the simulator is written in C++ and OTcl. There is-tommme
correspondence between a class in C++ (compiled hierarchy of classe)imnd a
class in OTcl (interpreted hierarchy). This software architect{@iso called split

programming model) enables higlerformance simulation of packet level routines
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(implemented in C++) and flexible configuration and control of the simulation using an
interpreted language such as OTcl [BAJ99]. The following subseatiquigin thens-2

specific details for our simulations.

3.2.1.1 Simulation Input Scripts

All the necessary information to configure and control a simulation ras-ihis written

in the form of an input OTcl script. The simulation objects (nodes, laric traffic
sources) are instantiated with the script, and immediately mirrored in the compiled
hierarchy. The input script defines the topology, builds the agents (sources and
destinations), sets the trace files and sets the start time for the initidb a@methe
simulation. The initial events might later generate new events. For example, the user can
only specify the start of an FTP session and the number of packets to be transferred. This
is an initial event indicating the start of the FTP session.nNthe FTP transfer starts,

new events will be generated such as a packet arrival at a router queue, a check of ECT
bit of the packet, equeue and dgueue, an arrival at a receiver, a generation of an ACK
packet, etc. The simulator always executes evartse order specified in the event list,

which is always sorted by time.

3.2.1.2 Simulation Output Traces

Tracing inns-2 can be performed by usirigace or monitorobjects. Trace objects collect

the data for each packet generation, arrival, departuo@, of mark. Monitor objects

collect data on an aggregate level and are implemented as counters of specific parameters
of interest (total number of packet or byte arrivals, departures or drops). Monitor objects
are useful when basic information about thgaimics of the simulation is needed.
However, in order to have a comprehensive understanding of each metric pattern, this
study performs tracing on a per packet basis. The aggregate information that can be
obtained by monitor objects is insufficient to popt a detailed study of the observed

stochastic process or a process such as packet marking.

An output trace ims-2 has a fixed format, as shown in Table 3.1.
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event| time

from
node

To
node

pkt
type

pkt | flags
size

fid

Src

Addr

dst
addr

seq | pkt
num | id

Each trace line starts with awvent(+, -, d, r) (See Figure 3.1) descriptor followed by

Table 3.1Ins-2 output trace format

the simulationtime (in seconds) of that event, afrdm andto node which identify the

link on which the event occumdle The next information in that line before flagpacket

type, which can be TCP data packet or ACK packet, andideof that packet (TCP data
packet is 1000 bytes, and ACK packet is 40 bytes as shown in Figure 3.1). Currently,
ns-2 records ECN evdan (including @ ECN Echo bit set as 1,6 CE bit set as 1, &
ECR bit set as 1) in thigag field. Next to the flag field islow id (fid) of IPv6 that a user

can set for each flow at the input OTcl script. The fiedds addrand dst addrcontain

source ddress and destination address in the fornfi of 0 d €0.. p oJett rumfield

contains the network | ayer protocol
unique id of the packet.

r 9.098704 60 61 tcp 1000  ------ N 54 54.0 61.54 330 21908
+ 9.098704 6160 ack 40 Cmmmmv 54 61.54 54.0 330 21983
- 9.098704 6160 ack 40 C------ 54 61.54 54.0 330 21983
r 9.098936 6160 ack 40 - 43 61.43 43.0 420 21975
+ 9.098936 60 43 ack 40 - 43 61.43 43.0 420 21975
- 9.098936 6043 ack 40 @ - 43 61.43 43.0 420 21975
r 9.099168 6051 ack 40 = - 51 61.51 51.0 337 21964
+ 9.099168 5160 tcp 1000  ------ N 51 51.0 61.51 339 21984
- 9.099168 5160 tcp 1000  ------ N 51 510 61.51 339 21984
- 9.099304 6061 tcp 1000 --AE-N 42 42.0 61.42 477 21928
r 9.099304 1360 tcp 1000  ------ N 13 13.0 61.13 36 21639
+ 9.099304 6061 tcp 1000  ------ N 13 13.0 61.13 36 21639
d 9.099304 60 61 tcp 1000  ------ N 13 13.0 61.13 36 21639
r 9.099368 56 60 tcp 1000 ---A--N 56 56.0 6156 42 21973

NOTE
r : receive (atto_node); +:enqueue (at queue); - : dequeue (at queue)

d:drop (at queue)

Figure 3.1 A sample afs-2 output trace
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3.2.2 Data Extaction Tools

Having simulation trace data ready, the data of interest for computation of each metric

needed to be extracted. A data extraction ©Go5tat was developed witlperl for
generating the report on t hr odeaal andtother goodp u:
statistical data, such as the distribution of marked or dropped packets for each flow.

Figure 3.2 summarizes the simulation processes for each simulation experiment with

these experimental tools.

1). Writing 2). Running 3).Postprocessing 4) Analyzing
simulation script |::> ns-2 |:> C_Stat I:> gnuplot, excel
OTcl

Figure 3.2 the Simulation Processathws2

3.3 Experimental Setup and Validations

In the study, different simulation scenarios are setup. More details about the scenarios are
presented in Chapter 4 and 5. Ths-2 source code was modified for the
implementationsof ECNM! and AECN. In order to ensure these implementations are
correct, validations were taken during the experiments to guarantee that the
implementations were conformant to our design specification by visually inspecting the
correspondingns-2 traces.

Each simulation experiment was run for 100 seconds, but data collected during the
first 20 seconds was discarded to reduce startup and stabilization effects. These effects
are illustrated in Figure 3.&hich shows the router queue distribution, &igure 3.4
which shows a plot of mean aggregate throughput for all flows during each one second
interval in a typical experiment. In each simulation with a specific number of flows, half

of these flows start at second 0, and the rest start at second 2.

1 ECNM, an extension to the standard ECN, is investigated to compare with the standard ECN. The only
difference between ECNM and ECN is when the average cieeiés above the maximum threshold of

ECN router queue, the standard ECN will drop a incoming packet while ECNM will continue to mark the
incoming packets.
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max_p=0.1, min_th=10 packets, max_thg¥ckets, cwnd=64 packets
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Chapter 4

Evaluation of ECN with Heterogeneous TCP Flows

4.1 Introduction

This chapter focused on presenting the simulation results on the performance and
behavior of RED routers and ECN routers with heterogeneous TW@\R.fSeveral
research studies have reported better performance for Explicit Congestion Notification
(ECN) when compared against RED. These results add support to the Internet draft
"Addition of ECN to IP" [RAM99]. However, most of these studies cover arliynited

portion of the traffic domain space. Specifically, little attention has been given to
evaluating the effects of a large number of heterogeneous flows. Although a couple of
these studies consider fairness among competing homogeneous flows, eB@whob

with heterogeneous flows has not been thoroughly studied.

Therefore, as mentioned in previous chapters, one of the two goals of this thesis is to
add to the existing information on ECN behavior specifically with regard to the impact of
the number of flows, the effect of ECN tuning parameters on performance, and the
effectiveness of ECN's congestion warnings when many flows cause the congestion. This
chapter presents the simulation results of the evaluation of ECN performance with many
heterogaeous flows.

Section 4.2 briefly defines a few measurement terms and reviews previous ECN
studies to provide context for our experiments. Section 4.3 discusses experimental
scenarios and details in this step. The next section analyzes the simesaléxiand the

final section includes concluding remarks.

4.2 Definitions

4.2.1 Robust, Average and Fragile flows

Fragile TCP flows are defined as those from sources with either large-triutiche or

small send window sizes and robust flows as hpeither short rounttip time or large
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send windows [LIN97]. This delineation emphasizes a flow's ability to react to
indications of both increased and decreased congestion at the bottleneck router. To
evaluate the behavior of ECN with heterogeneous flaus experiments simulate three
distinct flow groups (fragile, average, and robust flows). These flows differ only in their
endto-end rounetrip times (RTTs). The maximum sender window is held fixed at 64

packets in all simulations to simplify the anadys

4.2.2 ECNM

In this study, one variant of ECN, called ECNM (ECN with Marking) is also investigated
to compare its behavior with standard ECN. ECNM differs from standard ECN in that

ECNM marks packets when the average queue size exceeg@nd drops packets only

when the router queue overflows.

4.3 Simulation Scenarios

The simulation network topology (See Figure 4.1) consists of one router, one sink and a
number of sources. Each source has a FTP connection feeding 10q@adxgts into a
single congested bottleneck link whose bandwidth is 10 Mbps with 5 ms delay time to the

receiver. The ongvay link delays to the router for the fragile,(F ¢é,), avErage (A,
é , )Aand robust (R € ,,) solrces are 145 ms, 45 ms and 5 ms respectively. Thus,

without considering the router queue delay, the fragile, average and robust flows have
minimum rounditrip time of 300 ms, 100 ms, and 20 ms. The bottleneck router has a

physical queue size of 120 packetsaxy] is always three times thamin, in the

simulations. Except for the maximum send window size of 64 packBtstheer
parameters use tm2-s default values.

A number ofns-2 experiments were run such that the cumulative traffic flow into the
heavily congestion router remains fixed at 300 Mbps even though the number of flows is
varied across simulations Bl cases, the number of flows is equally divided among the
three flow groups. Thus, 15 flows in the following graphs of this chapter implies 5
fragile, 5 average and 5 robust flows, and each flow with a 20 Mbps data rate whereas a

figure point for 120 lbws implies a simulation with 40 fragile, 40 average and 40 robust
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flows each with a 2.5 Mbps data rate. Simulations were run with the total number of
flows set at 15, 30, 60, 240, 480, and 600 flows respectively.

300 Mbnps

@ . 145ms : : Router| 10Mbps, 5ms \/:>
ok O : Source
<:> . Sirk

Figure 4.1 Simulation Topolgg

4.4 Simulation Result Analyses

Aggregate throughput (or goodput) in the following graphs is the sum of the throughput
(or goodput) of all fragile, average and robust flows. Much of result analysis in this

section appears in the paper [KNIO1].

4.4.1 Throughput

Figure 4.2 shows the aggregate throughput distribution with the number of flows. As
shown in this graph, when the number of flows is small, e.g. below 120 flows, ECN beats
RED on throughput. But when the number of flows increases and the gondestomes

heavier, ECN may even lose to RED on throughput. In this figure, when the number of

flows is higher than 120 flows, increasingax,d o e s n 0t hel p ECN inst
actually has lower aggregate throughput than REd® examfe, whenmax is equal to

0.5 or 0.8, and the number of flows is 240, ECN has smaller throughput than RED. The
reasons for that include: (1) ECN marks incoming packets when the average queue size is
betweenmax, and min, . This implies ECN normally has a higher current queue size
and queue delay than RED; (2) When the number of flows is high and the congestion is
heavy, many more packets will be marked by ECN router, which will cause thesender
to slow down frequently. As show in Figures 4.3 and 4.4, ECN does have higher current
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gueue length than RED when the number of flows is 240. And the router has more
chance to be empty than RED, which would finally degrade the throughput of ECN.
Meanwhik, when the number of flows is small, such as 15 flows or 30 flows, Figure 4.2

shows thatmax, should be conservative enough to get higher throughput for both

mechanisms. Figures 4.5 and 4.6 present the aggregate throughput distrathio

differentmax, when the number of flows is 30 and 120 respectively. These two figures
show that t hmaxdodBCN torget the lest thraughput for each different
number of flows. For example, f&CN with 30 flowsmax, = 0.1 is the best to get the
highest throughput whemin, andmax, bothare equal to 10 and 30. Once the number
of flows increasesmax, shouldalso increase to make ECN more aggressive to notify

enough sources to slow down frequently enough. Meanwhile, as shown in Figure 4.5 and

4.6, different values ahin,, andmax,, can also influence the throughpdtECN. When

the number of flows increasasax, should be large enough as to provide enough space

at router queue for the incoming packets to get higher throughput.

10—%@—”-.. -%

e ECH (max_p=0.1) —s—o
RED (maw_p=0.1) ——
ECM (maw_p=0.5} —=—
RED (mawx_p=0.5) —»s—

8 RED (max_p=0.8)1 —&—

Throughput (Mbps)

g 1 1 1 1 |
0 100 200 300 400 200 B00

Mumber of Flows

Figure 4.2 Aggregate Throughput Distribution with the Numberaxfgl

min,, = 10 packets, @, = 30 packets,
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Figure 4.5 Aggregate Throughput Dibtition with max, , Number of flows = 30.
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Figure 4.6 Aggregate Throughput Distribution with maNumber of flows = 120.

4.4.2 Goodput

Figure 4.7 gives ECN and RED aggregate goodput with the number of floyiagsar
from 15 to 600. ECN with highenax, provides better goodput than RED in all cases

except 15 flows. Whemax, is equal to 0.1, ECN and RED both have large drops in

goodput beginning at 60 flows.
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ECN with highermin,, andmax,, provides better goodput even when the number of

flows is large. The main reason why ECN has better goodput in this case is due to the fact

that ECN always marks the incoming packet whemrane queue size is betwesnn,,
andmax,, , which causes less packet drops and retransmissions thanAREhe case
with 15 flows, too high a value fanax, also causes lower goodput for E€hmpared
with a lower value ofmax, = 0.1. This indicates when the number of flows is small and
congestion is lightmax, should not be too aggressive. On the other hand, while the
number of flows is large and ogestion is heavymax, should increase to make ECN

more aggressive so that enough sources are informed with an enough frequency to back

off during heavy congestion and to get fewer packets dropped and further improve the
aggregate gatput.

10 = 2T T T T

T
ECH (max_p=0.1) —e—
RED (max_p=0.1) —+—
ECH {max_p=0.5} —=—
RED (max_p=0.5) —»e—

(max_p=0.8) —%— B

Goodput (Mbps)

5 1 1 1 1 1
0 100 200 300 400 500 600

Mumber of flows

Figure 4.7 Aggregate Goodput Distribution with the Number of flows.

min,, = 10 packets, @, = 30 packets

Figures 4.8 and 4.9 track the effect on aggregate goodput distribution by varying

max,, min, and max, in simulations with 30 and 120 flows respectively. Figure 4.8

p )
shows thatthe values ofmin, and max, have an obvious effect on the gaggate

goodput between RED and ECN. ECN gets a clear advantage over RED on goodput. But
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oncemax,is above0.2,t he goodput doesndét change much

In Figure 4.9 where 120 flows provide the same flow demand d®W®s in Figure 4.8,

ECN with max, =0.8, min, =10, andmax, =30 yields the highest aggregate goodput

and t hmaxesetsng forcRED that works well.
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Figure 4.8Aggregate Goodput Distribution with maxNumber of flows = 30.
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Figure 4.9 Aggregate Goodput Distribution with masNumber of flows = 120.

4.4.3 Delay

Figure 4.10 describes the enay delay distribution wit the number of flows among

these three flow groups. As shown in this figure, the robust flows have a clear advantage
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over the fragile and average flows on delay. Furthermore, thevapealelay for each

flow group increases a little with the number of floimcreasing since more packets enter

the router queue, the average queue size and queue delay increases as well. Meanwhile,

ECN has a little higherorway del ay than RED. Thatoés mainl
router normally has higher average queue simn RED router (See Figure 4.11 and

4.12), which means ECN has a little higher queue delay. The ECN goodput improvement

is offset by a small increase in the amay delay for ECN. However, even though ECN
doesndt win RED on deVadage thak REN orhgacslpuaimmost b s ol ut
cases. As shown in Figure 4.10, ECN can get around 1% higher than RED on the mean
oneway delay of all flows while Figure 4.7 shows that ECN can get about 10% higher

than RED on goodput.

ECM (fragile flows) —s—
a.15 ECH (average flows) —+——
ECHM  (robust flows) —=—
RED (fragile flows) —s—

0.z

RED ({robust flows) —e—

1 1 1 1 1
o] 100 200 300 400 500 60

Humber of flows

Delay (Seconds)
o
=
!

Figure 4.10 Delay Distributioamong Each Flow group with the Number of flows.

min,, = 10 packets , ax, = 30 packets
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Figure 4.12 Average Queue Size Distribution (60 flows).

min,, = 10 packets, @, = 30 packetsmax,=0.5

4.4.4 Fairness

In this section,twd ai r ness met hods, Jai no6minHaiméss,ness | n

are used to measure the fairness metric of ECN and RED.
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4. 4.4.1 Jainds Fairness | ndex

Figure 4.13 employs Jaind6s fairness to quan
than REDinahost al | situations. Since perfect fa
itdéds <clear t hat as the number of fl ows goe

unfairness. The fact, that ECN withax, =0.1 is fairest at 30 flows whilmax, =0.5 is
the fairest at 60 flows andhax,=0.8 at 120 flows, implies the marking probability

should be dynamically adjusted based on a flow count estimator. The unfairness at a high
number of flows can also lqgartially attributed to a lockout phenomenon, where some
flows are unable to get any data through the congested router for the duration of the
simulation. Locked out flows begin to appear for both ECN and RED above 120 flows
(See Figure 4.14 and 4.15).
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Figure 4.13 Aggregate Jainbés Fairness | n

min,, = 10 packets, @, = 30 packets.
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Figure 4.14 ECN Marked packet Statistics, 120 flawax, =0.8

NOTE: (1). Lockout regions | |
(2). Flow No. 0 ~ 39 refers to fragile flows, flow No. 40 ~ 79 for average
flows, and flow No. 80 ~ 119 for robust flows.
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Figure 4.15 RED Dropped packet Statistics, 120 flonesy, =0.8

4.4.4.2 Visual Maxmin Fairness
Figure 4.16 through 4.19 provide a visual sense of-migixfairness via the gap between
the averaged goodputs for the three flow groups. In all these graphs, ECN provides better
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overall goodput than RED, but the difference is most pronounced umeFg16 where
the traffic is generated by 60 flows. Figure 4.16 and 4.17 differ only in an increase of

max, from 0.2 to 0.5. The more aggressive ECN marking in Figure 4.17 provides better
goodput for robust flows than RED. Howeverith change doesnot reduc
gap between robust and fragile flows. Figure 4.18 keeas,=0.5 but simulates 60

flows.
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Figure 4.16 Goodput Distribution among Each Flow Group with Time.

Number of flows = 30max, = 0.2, min, = 10 packets, @, = 30 packets.
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Figure 4.17 Goodput Distribution among Each Flow Group with Time.

Number of flows = 30max, = 0.5, min,, = 10 pa&ets,max,, = 30 packets.
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Although overall goodput remains relatively unchanged for ECN in Figure 4.18, the
goodput for the robust flows goes down while the goodput of the average and fragile

flows increase slightly. This imigls that varyingnax, when there are heterogeneous

flows can provide improvement in the visual max goodput. RED goodput is
adversely affected by more flows. This suggests an adaptive ECN that uses different

values ofmax, for the different flow groups

The significance of using goodput instead of throughput as a performance metric can
be clearly seen in Figure 4.18 and 4.19. Because goodput excludes retransmissions, RED
has about 12% lower goodput thaCM in Figure 4.16. Since RED drops and ECN
marks, the RED drops trigger more TCP retransmissions. This effect is completely
hidden in Figure 4.19 where aggregate RED throughput is only slightly lower than
aggregate ECN throughput.
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Figure 4.18 Goodput iBtribution among Each Flow Group with Time.

Number of flows = 60max, = 0.5, min, = 10 packets, @, = 30 packets.
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Number of flows = 60max, = 0.5, max,, = 30 packetsmin, = 10 packets

4.4.5 ECNM

Figure 4.20 compares standard ECN with ECNM. Recall ECNM differs from standard
ECN in that ECNM marks pacletvhen the average queue size exceeglg, and drops

packets only when the router queue overflows. This graph shows that ECN provides
better goodput except at small valuesnalx, than ECNM.
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Figure 4.20 Goodpubistribution with max, ,
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Number of flows = 120min,, = 10 packetsmax,, = 30 packets

4.5 Conclusions

This chapter presents a series &2 simulations that evaluate the behavior and
performance of ECN by comparing it with RED with heterogeneous flows. Generally
ECN provides better goodput and is fairer than RED. However, in some case RED may

have better throughput than ECN, especially when the number of flowmaxgd are

high. The results also show that the performance of both mechanisms be affected by the

number of competing flows. However, ECN with an aggressiae&, setting provides

significantly higher goodput than RED when there are a laugeber of heterogeneous
fl ows. ECN also has a hi ghe rminJfarnessdnsthef ai r nes
range of flows just below where flow lockout phenomena occur.

In the simulations studied, neither RED nor ECN mechanism is fairer téefeagi
average flows. These results suggest that if congestion control is to handle Web traffic
consisting of thousands of concurrent flows with some degree of fairness then further
enhancements to ECN are needed. Based on these results, an adaptixeot/tSitl

(AECN), which can adjustax, based on the rounulip time of a flow, is proposed in

the next chapter.
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Chapter 5

Adaptive ECN (AECN) for Heterogeneous TCP Flows

5.1 Introduction

In the last chapter, éhsimulation results by comparing the simulated performance of
RED routers and ECN routers shows that ECN does provide better goodput and fairness
than RED for heterogeneous flows in most cases. When the demand is held constant, the
number of flows genenmg the demand has a negative effect on performance.
Meanwhile, the simulations with many flows demonstrate that the bottleneck router's
marking probability must be aggressively increased to provide good ECN performance
when the number of flows increases.

Based on these simulation results, this chapter presents an adaptive version of ECN
(AECN) that can further improve the performance of ECN on on the goodput or
throughput and fairness by properly adjusting the relevant ECN parameters. Rather than

treat all flows with a samenax, in ECN, AECN divides all flows competing for a
bottleneck into three flow groups, and deploys a diffeneax, for each flow group so

that a fragile flow can have higher chanceget a proper share of bandwidth when

competing with a robust flomMeanwhile AECN also adjustsin,, for each robust flow

group andmax, to get higher performance when the total number of flows changes.

Furthermorg AECN uses a markont strategy, instead of matkil strategy in standard
ECN, to mark the first unmarked packet in the front of a corresponding flow queue so

that the notification of congestion can be speeded up to a sender.

5.2 The Basic Algorithm of AECN

5.2.1 Assumptions
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Just like standard ECN, AECN is used together with TCP congestion control mechanisms
like slowstart and congestion avoidance. When an acknowledgement is not marked, the
source follows existing TCP algorithms to send data aneéaserthe congestion window.
Upon the receipt of an EGBcho packet, the source halves its congestion window and
reduces thasthreshin the case of a packet loss, the source follows the TCP algorithm to
reduce the window and retransmit the lost packet.

AECN delivers congestion signals by sending CE packet, which sets the CE bit as 1,
but determining when to set the bit depends on the average queue size. Like standard
ECN, AECN uses the average queue length as in the proposal in [RAM99] and

[RAMO1]. Hence, when the average queue size of an AECN router is smallenithan

no marking action occurs when a new packet comes in the router. When the average

gueue size is betweenin, andmax, , a marking action to a packet (could be the packet

at the front or the tail of the router queue) will happen with a probability. Once the

average queue size is abawex, , all the incoming packets will be dropped as standard

ECN dces.

This study has a few assumptions as follows: (1) Receiver windows are large
enough so that the bottleneck is in the network. (2) A sender always has packets to send
and will send as many packets as its window allows. (3) Receivers acknowiestge e
received packet and there are no delayed ACKs. (4) Router queue length is measured in
packets and all packets have the same size. (5) The TCP header has an enough extra
space to contain the rowtdp time information in each packet, and the roamg time
has small enough time granularity.

5.2.2 Terminologies

5.2.2.1 Flow Queue

A flow queue is a virtual queue, which refers to a queue storing the address of each
packet in the router queue for a specific flow group.

AECN divides all flows ito three flow groups, i.e., fragile, average and robust flow
group, depending on the routr@p time of each flow. Accordingly, AECN has three flow
gueues, which are called fragile, average and robust flow queues respectively. Each flow
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gueue maintains ange of roundrip times to be compared with the routngh time in a
new packet for deciding which flow queue this new packet belongs to, and a maximum

marking probabilitymax, for deploying different marking probabilities
5.2.2.2Basemax,

Just as standard ECN maintains a maximum marking probabitigy,, AECN
maintains dasemax, for the average flow group. While the marking probability for the

fragile flow groupis the most conservative to permit fragile flows to get more bandwidth
when competing with the other two flow groups, and the marking probability for robust
flows is the most aggressive. Hence, AECN sets the maximum marking probability to

(basemax, / a) for fragile flow group, and tob@semax,* b) for the robust flow

group. & and b both are constants, and their concrete values depend on the average

roundtrip time of each flow group.
5.2.2.2 Unlockout Range

As was shown in last chapter, ECN is better than RED in some specific ranges of the
number of flows. These ranges, called the unlockout range, are determined by whether
the lockout phenomenon is heavy or not. Once the lockout phenomenon occurs seriously
due to the high number of flows, ECN and RED, like other TCP congestion control

mechani sms, both donodt help much to control
doesndt make sense to compare the perfor man

the unlockoutange.

5.2.3 Strategies

In most ECN implementations, when congestion happens, the congested router marks the
incoming packets that just enter the router queue. When the buffer is full or when a
packet needs to be dropped as in RED, some implementatignss-2 simulator, uses

the fidrop from frontdo option as suggested i
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front in RED can be found in [FLO98b]. However, for packet markmse still pick the

justincoming packet to mark, rather than the front gack

5.2.3.1 Round Trip Time Strategy

As mentioned in section 5.2.1, AECN assumes that the TCP header has enough reserved
space to contain the rowtidp time of each flow. The decision which flow group a new
packet belongs to is dependent on the remipctime of the packet. Before a source sends

out a new packet, the rowtdp time of the last ACKed outgoing packet of this flow is
added into the TCP header of this new packet. The computation oftrqutiche inns-2
simulation uses the rouftdp time mechanism of TCP Vegas [AHN95] [BRA95].

5.2.3.2 Marking Front Strategy

One of the weaknesses of maalil strategy is its discrimination against new flows
[LIUO1]. Consider the time when a new flow joins the network, but the buffer of the
congested roet is occupied by packets of old flows. In the meik strategy, the packet

that just arrived will be marked, but the packets already in the buffer will be sent without
being marked. The ACK of the sent packets will increase the window size of the old
flows. Therefore, the old flows which already have large share of the bandwidth will get
more bandwidth. However, the new flow with small or no share of the resources has to
backoff., since its window size will be reduced by the marked packets. Contrédng to t
marktail strategy, when a packet needs to be picked for marking, thefroatlstrategy

will pick the first unmarked packet in the front of the queue and mark it. Connections
with large buffer occupancy will have more packets than connections with Isuffer
occupancy. Compared to the maail strategy that let the packets in the buffer escape
the marking, marront strategy helps to alleviate the lockout phenomenon [LIUO1].
Therefore, we can expect that mdnbnt strategy would be fairer than rkang-tail
strategyk.nolwmnoé st hvagl ITCPO6s discrimination agali
RTT or small cwnd [QIU99]. The cause of the discrimination is similar to the
discrimination against new flows. If fragile flows and robust flows stalteasame time,
robust flows will receive their ACKs faster and therefore grow faster, and then get more
bottleneck bandwidth. When congestion happens to the bottleneck, there are more
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packets from robust flows than those from fragile flows. With the #sirlstrategy,

packets already in the router queue will not be marked but only newly arrived packets

will be marked. This may cause robust flows to grow ever larger than fragile ones. Mark

front strategy alleviates this discrimination by treating all paciketie buffer equally.

Packets already in the buffer may also be marked. In this way, fragile flows can get larger
bandwidth, which would make AECN fairer to all flows. Meanwhile, nfaokit strategy

can hasten the transmission of congestion notificaiothe sender since the marked

packet doesné6t need to wait in the router qu

notification earlier to execute congestion action.

5.2.4 Basic Algorithm

The basic algorithm of AECN consists of the followihgee steps (See Algorithm 5.1).

The relationship between the AECN router queue and the three flow queues is shown in
Packet erqueue

Figure 5.1.
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Figure 5.1 The Relationship between Three Flow Queues and Router Queue
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1. Initialization:
Initially, all queuesare set empty, including the router queue and the three flow
queues.
2. En-queue:
When a new packet comes into the router, AECN will check:

a). If avg >=max,, , AECN will drop this incoming packet just as standard ECN
does.

b). If avg 5 belowmax,, ,

1). Add this packet into the router queue.
2). DeployAECN RTT strategyfor deciding which flow queue this packet
belongs to.
AECN RTT strategy:
1). Get RTT contained in the incoming packet, (in milliseconds)
2). Decic which flow queue this packet belongs to:
If RTT is in the RTT range of robust flow queue
status=s ROBUST_FLOW_QUEUE;
else if RTT is in the RTT range of average flow queue
status=s AVERAGE_FLOW_QUEUE;
else if RTT is inthe RTT range of fragile flow queue
status= FRAGILE_FLOW_QUEUE;
3). If avg is betweemmin, and max,, deploy AECN markingfront
strategyto mark the first unmarked packet in the corresponding flow
queue.
AECN marking-front strategy:
1). With the value o$tatus find the first unmarked packet
recorded in the corresponding flow queue.

2). Select a maximum marking probabilitgax, ,
if (status== ROBUST_FLOW_QUEUE)
max, = min{ (basemax,* b) , 1},

else if gtatus== AVERAGE_FLOW_QUEUE)
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max, = basemax, ;

else if gtatus== FRAGILE_FLOW_QUEUE)

max, = basemaxp !/ a;

3). Update the marking probability with the nevax

4). Mark the selected packet with the new marking probability.
3. De-queue
Once an outgoing packet leaves the AECN router, AECN will check:
a). If (status== ROBUST_FLOW_QUEUE)
Remove the first node in the robust flow queue.
Else if Gtatus== AVERAGE_FLOW_QUEUE)
Remove the first node in the average flow queue;
Else if Gtatus== FRAGILE_FLOW_QUEUE)
Remove the first node in the frégflow queue;

b). Remove the packet from the router queue.

Algorithm 5.1the basic algorithm of AECN

5.3 Implementation inns-2

To implement AECN, some code needed to be added or modifiegldnin this study,
all flows use the TCP variant: TCP Remhe implementation of AECN includes two
aspects:
1. The implementation of AECN RTT strategy in TCP Reno:
To obtain the RTT of each flow, one variahblertt , is added into the packet header
of TCP Reno ims-2. Each time a TCP Reno source receives an A@ka specific
flow, the real roundrip time of this flow is updated with the code shown in
Appendix A. Before a source sends out a new packet, the updatedtrqutiche of
this flow is put into this new outgoing packet.
For the first packet sent oubfn a source for connection setup, i.e. handshaking, its
RTT would be 0 (ms). The AECN router takes the first packet of each flow as being

from an average flow.
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2. The implementation of AECN based on standard ECN

The second part of AECN implementation in@dsdimplementing the three flow
gueues (SeAppendix B) and modifying the code based on standard ECN.

The address of each packet in the router queue is kept by the corresponding flow
gueue, which maintains the current number of the packets of the samgrdom

Once a new packet arrives at the router queue and the average queue size is between

min,, and max,, , the address of this packet in the router queue is pushed into a

corresponding flow queue, and a differeraximum marking probability is deployed
(See REDQueue::enque(), and REDQueue::drop_early() in Appendix B).

When a packet leaves the router queue, its address information in a flow queue will
be removed from the corresponding flow queue (See REDQueue:degapfendix

B).

5.4 Simulation Scenarios

To compare the performance of standard ECN and AECN, a series of simulations with
thens-2 simulator were run. As mentioned earlier, the algorithm of standard EG&N2n
simulator is changed to implement thaslke algorithm of AECN. The basic network
simulation topology (Figure 5.2) used in the experiment is the same as that shown in last
chapter (See Figure 4.1), but with some different parameter settings to make it closer to a

real network configuration.
90Mbbs

i1 Router| 10Mbps. 5ms \/:>

O : Source
<:>: Sink

Figure 5.2 Simulation Topology
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In [CHROOQ], Christiansen says that a typical roamp time of a flow would be in the

range of 7 ms to 137 ms. Accordingly, in the simulation configuration, AECN supposes
that the roundrip time of a robust flow, a fralg flow and an average flow are in the
ranges of [0.5 ms75 ms), [150 ms, +), and [75 ms, 150 ms). Meanwhile, for a packet
with a RTT of 0 ms sent out by any flow, AECN takes it as an average flow.

With the basic configuration shown in Figure 5.2, link delays between a source and

the router are set 95 ms, 45 ms and 20 ms for fragile, average and robust flows. Thus, the
fixed roundtrip times for fragile flows, average flows and robust flows, without taking
into account the router queue delay, ar® &, 100 ms and 50ms. A FTP application
runs on each source using TCP Reno. Each source has a window size of 64 packets. The
data packet size, including all headers, is 1000 bytes, and the acknowledgement packet
size is 40 bytes.

The total capacity of thbandwidths from all sources is fixed at 90 Mbps. The router has

a fixed physical size of 120 packets, anah, and max,, (if not explained particularly)

are 10 and 30 packets respectively. The bottleneck link hasagwidth of 10 Mbps with

a link delay of 5ms. Half of the number of flows in each flow group start at time 0, the
second half start at time 2 seconds. That is, if there are 60flows. 10 fragile, 10 average
and 10 robust flows start to run at second 0, thedrest 30 flows at the"second. All

simulations were run for 100 seconds.

5.5 Simulation Preliminaries

The main purpose of the simulations is to compare the performance of AECN and
standard ECN. But, before running simulations for the performemegparison between
AECN and standard ECN, some preliminary simulations were run for confirming the
behavior of ECN and RED in the simulation configuration in Figure 5.2. One difference
between the simulation configurations shown in Figure 5.2 and Figlrés 4hat in

Figure 5.2 the aggregate capacity of the bandwidth between all sources and the bottleneck
router is 90 Mbps while itds 300 Mbps 1in
aggregate capacity may change the unlockout range. As shdlenlast chapter, ECN is

better than RED in the unlockout range. Therefore, this study concentrates on comparing

50



the performance of AECN and standard ECN in the unlockout range even though the
simulation results beyond the range are also presented ohipser.

Figures 5.3 through 5.12 present the comparison of standard the ECN and RED on
each metric. Figures 5.3 and 5.4 show the J

ECN goes down dramatically at 120 and 240 flows fiagx, being 0.5 and 0.8

respectively. Figure 5.5 presents that even though ECN has better goodput than RED
with 60 flows, the visual marin fairness observed from this figure for both algorithms
is relatively low since the gap between the goodput of rdimwtgroup and fragile flow

group is so obvious.
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Figure 5.4 Goodput with the Number of Flows

51



Figures 5.6 through 5.8 show there soene flows gets locked out in some particular
periods (The regions list some of the lockout occurrences). In these figures, y
coordinate presents the flow id of each packet. The flows with flow N@. t@fer to the
20 fragile flows, thosavith flow No. 2039 are the 20 average flows, and the others with
flow No. 4059 are the robust flows. As shown in Figure 5.6, the robust flow group gets
the most packets marked, while the fragile flow group gets the least. Figure 5.7 shows
that there argacket drops around at second 50, 67 and 78. While compared Figure 5.8
with Figure 5.7, itéds easy to find that RED
RED drops an incoming packet probabilistically when the average queue size is between
min,, andmax,, .
Figures 5.9 through 5.11 present the statistics of dropped or marked packets of RED
and ECN with 120 flows. The flows with flow No-3® refer to the 40 fragile flows,
those with flow No. 4679 are the @ average flows, and the others with flow No-18®
are the 40 robust fl ows. |l tds obvious that

for 120 flows than that for 60 flows, and more packets get dropped or marked.

10
9
8
—~ 7
%)
S 6
=
5 5%
o
8 4
8
3
2
1 4
0
Time (Seconds)
—&@— Aggregate Goodput (ECN) —#— Fragile (ECN) Avreage (ECN) Robust (ECN)
—¥— Aggregate Goodput (RED) —®— Fragile (RED) —— Average (RED) Robust (RED)

Figure 55 Goodput Distribution between ECN and RED,

60 flows,max, =0.5.
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Figure 5.6 ECN Marked packet Statistics, 60 flomax, =0.5.

Figure 5.7 ECN Dropped packet Statistics, 60 flawax, =0.5.
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Figure 5.8 RED Dropped packet Statistics, 60 flawax, =0.5.
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