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CDNs
! To achieve better performance, networks can 

be built using redundant resources
! Content Distribution Networks (CDN)

! Improves -
! Response Time

! Cumulative latencies
! System Throughput

! Average number of requests satisfied every second 
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CDN Distribution Factors
! Network Proximity

! Minimizes response time
! Balance System Loads

! Improves system throughput
! Locality

! Select server with page already in cache
! Overall improvements
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CDN Model
! Server Surrogate

! Caches page normally kept on a set of 
backend servers

! Uses replication to improve response time 
and system throughput

! Uses request redirectors
! Transparent system to get user to a file 

without user knowing about any replication
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Redirector Mechanisms
! DNS server augmentation

! Site Level
! Caching problems avoided with short 

expiration times
! Server Redirection

! HTTP Redirect Response
! Adds extra round trip time
! Consumes bandwidth
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Redirector Mechanisms
! Router or proxy rerouting

! Rewrite outbound request
! HTTP Redirect
! Proxies on edge of server

! Approximate load Information
! Identifiable client population
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Hashing Schemes
! Maps URLs to range of values
! Modulo Hashing

! URL is hashed, n % (# of servers)
! Must change modulus as number of servers 

change
! Consistent Hashing

! URL and names of servers hashed in long circular 
list

! URL assigned to closest server in list
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Hashing Schemes
! Highest Random Weight

! Hashes URL and server names by random 
weights, and sorts result

! List is traversed to find appropriate server
! More computation than consistent hashing



Results: Normal Load: Latency
•Dynamic 
schemes (CDR, 
FDR) similarly 
outperform hash 
schemes at low 
response loads.

•Dynamic and 
static schemes 
serve large files 
roughly the 
same, since large 
files are 
replicated less 
under CDR/FDR.



Results: Normal Load: Latency
•FDR 
outperforms 
CDR at very high 
response rates 
for files of 
median sizes.

•Small files are 
served at 
roughly the same 
rate by both 
schemes. Large 
files still suffer 
from under –
replication.
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Results: Normal Load: Scalability
! Experiments repeated for 8 to 128 servers.

• Linear growth 
meaning systems 
scale well.
• Server router 
to backbone 
router link 
bandwidth 
doubled for 128 
server case.
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Behavior under Flash Crowds

! Simulate the performance of CDNs 
under a flash crowd or DDoS attack

! Measured performance by:
! Capacity – requests/second
! Latency – response time in seconds
! Scalability – requests/second
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Flash Crowd Setup 
! System Capacity – requests/second, latency

! 1000 clients – 25% intensive requesters
! Intensive requesters download a URL of 6kb from 

a predetermined list over and over
! Clusters of 64 servers

! Scalability  - requests/seconds
! Varying cluster size from 32 – 128 servers
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System Capacity – Flash Crowd

" FDR's benefit 
has grown to 
91% from 60% 
over R-HRW 
and LR-CHash 
during the flash 
crowd scenario



" Random has the worst latency, LR-CHash and LR-HRW have 
the best latency.

" In a direct comparison of FDR and CDR, FDR proves to 
have the best latency
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Scalability Results – Flash Crowd

! All the 
algorithms 
scale 
linearly

! Similar 
results to 
the trial 
under 
normal load
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More Flash Crowd Tests
! Flash Crowds setup

! 1 hot URL of 1kb 
! 10 hot URLs of 6kb

! Test parameters
! Vary intensive requesters from 10% - 80%
! Vary cluster size from 32 to 64 servers
! Measured requests/second



! FDR and CDR are able to adapt to flash crowds
! All other algorithms perform worse than random 

during the flash crowd
! Tested with 1 hot URL and 10 hot URLs
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Proximity Comparison

" Proximity can benefit latency, but may hurt capacity.  
This is the case with NPLR-CHash
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Heterogeneity

! Random and R-
CHash cannot 
determine 
speed of links

! LR-CHash and 
FDR are able to 
assign requests 
fairly between 
slow and fast 
links
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Large File Effects

! Threshold set where files > 530kb sent to a separate server
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Conclusion
! Improved Redirect Algorithms lead to 

more robust CDN systems
! FDR allows a 60-91% greater load than 

previously published systems
! FDR provides a mechanism for 

defending against flash crowds or 
Distributed Denial of Service Attacks
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Questions/Discussion


