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Introduction  

A typical DDoS attack consists of amassing a large 
number of compromised hosts to send useless 
packets to jam a victim or its Internet connection or 
both. 

 

Can be done in following ways: 

ïTo exploit system design weaknesses such as 
ping to death . 

ïImpose computationally intensive tasks on the 
victim such as encryption and decryption. 

ïFlooding-based DDoS Attack.  
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DDoS Attacks 

Do not rely on particular network protocols or 
system design weaknesses. 

 

Consist of sufficient number of compromised 
hosts amassed to send useless packets toward 
a victim around the same time. 

 

Have become a major threat due to availability 
of a number of user-friendly attack tools on one 
hand and lack of effective solutions to defend 
against them on the other. 
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Attacks Reported 

May/June, 1998 

 First primitive DDoS tools developed in the 
underground - Small networks, only mildly worse 
than coordinated point-to-point DoS attacks.  

August 17, 1999 

 Attack on the University of Minnesota reported to 
UW network operations and security teams.  

February 2000 

 Attack on Yahoo, eBay, Amazon.com and other 
popular websites. 

One study observed more than 12,000 
attacks during a three week period. 

Reference: http://staff.washington.edu/dittrich/misc/ddos/timeline.html 
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