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Introduction - Examples

“2,000-3,000 active denial-of-service attacks per week”
"68,700 attacks on over 34,700 distinct Internet hosts belonging to more than 5,300 distinct organizations”

* Feb 2000, Yahoo, Ebay, and E*trade.

* Jan 2001, Microsoft’s name server.




Introduction - Motivation

* Many of the attacks are motivated by

mischietorspite, others are likely born out of

religious, ethnic or political tensions, and still




Introduction - Problems

* Thereislittle quantitative data about the prevalence
of these attacks nor any representative

characterization of their behavior.

* Obstacles hampering the collection of an authoritative
DoS traffic dataset:
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Background - Attack Types

* There are two principal classes of attacks:

— Logic Attacks




Background - Resource Attacks

* Related consequences:

— Overwhelm the capacity of intervening o«




Background - IP Spoofing

» Spoof the IP source address of each packet

the attacker send




Agenda

* |Introduction

* Background

Methodology

Attack Detection and Classification




Methodology - Ideas

« Attacker’s source address is selected at

random.

. I/




Methodology - Backscatter

SYN packets

/

Backscatter

Borrowed from Geoffrey M. Voelker’s Presentation
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Methodology - Backscatter Analysis

* During an attack of m * If 2 monitors n distinct
packets, the p of 1 IP addresses, then the
given host receiving at expected p of observing
least 1 unsolicited at least 1 packet from
response from the the is
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1
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Methodology - Backscatter Analysis

* The expected number ¢ The expected number

of unsolicited responses of monitoring n distinct
seen during an of IP addresses, the
m packets at a single responses seen is
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m
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Methodology - Backscatter Analysis

* Use the of unsolicited
responses directed at the monitored address
range to estimate the of the attack

being directed at the victim:
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Methodology - Analysis Limitations

: attackers spoof source

addresses at random.

: attack traffic is delivered
reliably to the victim and backscatter is delivered

reliably to the monitor.

: unsolicited packets

observed by the monitor represent backscatter.



Methodology - Analysis Limitations

* Address Uniformity

— Many attacks today do not use address spoofing at all.

— “Reflector attacks” pose a second problem for source




Methodology - Analysis Limitations

* Reliable Delivery

— Packets may be queued and dropped.
* from the attacker

e from victim

— Packets may be filtered or rate-limited by firewall or




Methodology - Analysis Limitations

* Backscatter Hypothesis

— Any server in the Internet is free to send unsolicited

packets.

— Misinterpretation of random port scans as




Methodology

"“In spite of its limitations, we believe our overall
approach is sound and provides at worst a

conservative estimate of current denial-of-
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Attack Detection and Classification

* Extracting Backscatter Packets

* Flow-Based Classification
— Flow-Based Identification

— Flow Timeout

» Deriving Denial-of-Service Attacks




Extracting Backscatter Packets

* Remove
— packets involving legitimate hosts

— packets that do not correspond to response traffic

— traffic from hosts that use TCP RST packets for scanning




Flow-Based Classification

Flow-Based Identification

— Flow is a series of consecutive packets sharing the same

victim IP address.
— The first packet seen for a victim creates a new flow.

— If the packets arrive at the telescope from that victim
within a fixed timeout relative to the most recent packet

in this flow, we associate these packets with that flow.
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Flow-Based Classification

* Flow Timeout (5 minutes)

0
0 1000 2000 3000 4000 5000 6000 7000

Flow Timeout (seconds)
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Deriving Denial-of-Service Attacks

 Packet Threshold ¢ 25 packets)
o Attack Duration (> 60 seconds)

 Packet Rate (> 0.5 pps)
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Extracted Information

* |P protocol

» TCP flag settings

» |CMP payload (copies of the original packet)
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Analysis of Denial-Of-Service Activity

Internet
Captures all the inbound traffic

via Hub T

a1

=3

==l
,[1

Monitor " Sole ingress link

/8 Network
224 distinct IPs, 1/256 of the total Ipv4 address space

Borrowed from Thangam Seenivasan & Rabin Karki‘s Presentation



Summary of Attack Activity

From 02/01/2001 to 02/25/2004
22 traces of DoS activity
Each trace roughly spans one week

68,700 attacks to 34,700 unique victim IP addresses in

5,300 distinct DNS domains

1,066 million backscatter packets (less than 1/256 of

the backscatter traffic)
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Interesting Features

* No strong diurnal patterns.
* Rate of attack doesn’t change significantly over the period of time.
» Attacks were not clustered on particular subnets.

* Exhibits daily periodic behavior.

* At the same time everyday, attack increases from est. 2,500 pps to




Attack Classification

* Attack Protocols 14,000 pps
—  The vast majority of attacks (93%) and — 4% of attacks would compromise these
packets (88%) use 1P attack-resistant firewalls
— 2.6%used |C /P * Attack Duration
— Most popular services targeted are 1 1 —  60% attacks =< than 10 min
(port 80), IRC (6667), port o, and Authd — 8o%are |~ than 30 min
(113)

— 85%last < thana1hr
* Attack Rate — 2.4%are  thanshrs




Victim Classification

* Victim Type

* Top-Level Domains




Victim Type

* roughly half of the victims are broadband vsers

* slightly less than 10% are cial-up

* 5—10% of the victims are located on eclucational networks

* asmall number of victims appear to be Intermet hosting centers

* the majority of victims of the attacks are ore vcercand crmall businesses

* asignificant number of attacks against victims running




Top-Level Domains

* over 10% of the attacks targeted the .cormand .net TLDs
» fewer attacks (1.3—1.7%) targeted the =< and ©rc domains

* adisproportionate concentration of attacksto - =l croun of

countries




Victims of Repeated Attacks

most victims (89%) were attacked in only one trace (typically

spanning roughly one week)
most of the remaining victims (7.8%) appear in two traces

victims can appear in multiple traces because of attacks that span

trace boundaries

7% of the victims in each trace were targeted only during the

collection of that trace

a small percentage of victims (3%) appear in more than three

traces

Trace: attack that covers a week or more)
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Validation

* Nearly all of the packets are attributed to backscatter that
does not itself provoke a response (e.g. TCP RST, 1CVP
Host Unreachable)

* Distribution of destination addresses is consistent with a

uniform distribution at the o.05 significance level.




Conclusion

© presented anew technique, “backscatter analysis,” for

estimating DoS attack activity in the Internet
© observed widespread DoS attacks in the Internet

© wineoooo0 over 68,000 attacks

* thesize and length of the attacks were
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