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TABLE V

AS-CRED Alert Error Classification Summary

(with Benefit of Hindsight)

Classification Percentage (%)
HJ set entries classified as Good 8.9
HJ set entries classified as Vacillating 3.7
HJ set entries classified as Hijacked 87.4
VT set entries classified as Good 3.9
VT set entries classified as Vacillating 94.7
VT set entries classified as Hijacked 1.4

in the U set (i.e., hijacked). Such a small discrepancy is
because of mixed behaviors of ASes. That is, ASes that
consistently announce vacillating prefixes, do announce valid
or hijacked bindings, once in a while. However, given the very
small percentage of the misclassification, we believe that AS
behavior remains largely repetitive, allowing reputation to be
a good metric for triggering alerts.

Similarly, 87.4% AS-prefix bindings in the HJ set even-
tually turned out to be classified correctly. Of the remaining
incorrectly classified AS-prefix bindings, 3.7% turned to be
in the B set (i.e., vacillating), with 8.9% turning out to be
eventually in the G set. This again demonstrates the largely
stable nature of AS behavior, with occasional discrepancies.
The AS-prefix bindings that trigger alerts for being hijacked
are more error prone because we err on the side of caution and
tune the SVM to generate higher number of alerts, sacrificing
some correctness in the process. We take such a punitive stance
because hijacked AS-prefix bindings, if not detected, have the
potential to be disruptive.

IX. Related Work

Recent years have seen a considerable number of works in
anomaly detection and prevention for the interdomain routing
system. In this section we describe the prominent research in
this area.

A. Anomaly Prevention Mechanisms

S-BGP [8] is one of the earliest and the most concrete
security mechanism to address BGP vulnerabilities. However,
the deployment difficulties and computational overhead of
S-BGP have made its adoption cumbersome in the interdomain
world. To overcome some of these issues, more incrementally
deployable schemes such as So-BGP [25] and BGPSEC [26]
has been proposed. Despite the availability of cryptography-
based solutions, we believe that the reputation-based solutions
still have a place in ensuring proper operation of BGP. Since
cryptography-based solutions can only address information
security related problems by ensuring the confidentiality, in-
tegrity, authenticity of information exchanged between enti-
ties. The vacillation problem however does not violate any
information security property, hence cannot be addressed by
such secure BGP protocols. In [27], the authors formalize
the semantics of address delegation and design strategies
for reducing resource costs associated with existing origin
authentication schemes.

B. Anomaly Detection

Detecting attacks on the BGP routing infrastructure has
received its own share of attention. Many of these schemes
use data-plane probing where an AS, on suspecting an update
to be an attempted hijack, probes the announcer to verify its
suspicion [14], [16], [28]. Although they achieve reasonably
high detection accuracy, some of these approaches can only be
leveraged by the victim originator AS during the attack phase.
Therefore, such approach will have limited global impacts
without a full network deployment. Another approach is to
analyze historical control-plane information for detecting any
subsequent problematic updates [13]. The recent proposal of
PGBGP [12] uses this approach to delay the selection of suspi-
cious routes. However, as demonstrated in our evaluation with
real world traces, it suffers from high error rates. BGPMON is
a tool that is widely used by AS administrators to monitor BGP
operation [29]. BGPMON works by triggering notifications
for all the state changes of the interdomain routing operation.
It raises alerts for the network administrators to further discern
whether the changes are legitimate or potentially invalid.
AS-CRED is precisely designed to build a better alert system,
which has the capability to identify the potential validity
of AS-prefix ownership changes with much less human
involvement.

Instead of focusing on proposing concrete detection mech-
anism, [30] focuses on accurately locating the attacker for
a prefix hijacking incident through the active monitoring of
routes changes. This paper compliments existing detection
mechanisms by pin-pointing the root-cause of anomalous route
changes. In [31], the authors study the strategies of utilizing
existing protection and detection mechanisms to achieve ef-
fective and feasible solutions for dealing with prefix hijacking
in the real-world. However, the solutions used require the
presence of detection agents in impacted ASes which is an
assumption AS-CRED does not make.

C. Reputation Schemes

In [32], the authors use the notion of reputation for accept-
ing or rejecting updates based on a trusted overlay network
over the existing AS topology. Once such an overlay is
set up, if a node wants to determine the accuracy of an
update with respect to prefix hijacking and AS path spoof-
ing, then it can simply query its neighbors in the overlay
network. Similarly, in [33], the authors present a reputa-
tion system for ASes with a focus on preventing propa-
gation of bogus routing information. However, their mech-
anism also depends on computing reputation based on an
alliance of ASes. As AS-CRED does not depend on inputs
from other ASes to compute reputation, it avoids compli-
cations or inaccuracies relating to possibly biased feedback.
In [1], the authors present an AS reputation scheme that
has probabilistic interpretation. Unlike [1], the reputation
value computed by AS-CRED is independent of the good
behavior an AS exhibits. In other words, [1] presents a
complementary view to the reputation scheme used in AS-
CRED.
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X. Conclusion

In this paper, we presented AS-CRED, which is an AS
reputation and alert service that not only detects anomalous
BGP updates but also provides a quantitative view of AS
behavior. AS-CRED works by computing AS reputation
based on feedback provided by analyzing the historical
BGP data for the presence of anomalies (i.e., hijacked or
vacillating). Based on this analysis, AS-CRED also creates
a whitelist of valid AS-prefix bindings. The reputation and
whitelist are combined to design a novel tiered alert system
for tracking subsequent anomalous updates. We published
the AS reputation information on a publicly available portal
website (http://rtg.cis.upenn.edu/qtm/ascred/). The analysis of
AS-CRED over a six-month period indicates its effectiveness
and improvement of over similar alert systems, a fact also
demonstrated by its ability to successfully detect large-scale
hijack events [23]. In the future, we would like to construct
more descriptive AS behaviors, and use the resulting AS
reputation information to predict the likely amount of invalid
BGP behaviors that are going to be exhibited at any given
time in the future.
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