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Abstract

Identifying potential wildlife trafficking posts on social me-
dia is challenging due to severe class imbalance, subtle lin-
guistic variation, and the deliberate use of euphemisms. Pre-
vious work introduced a benchmark dataset that evaluated
text-based models, such as BERT and RoBERTa. Still, their
approach was limited by a highly imbalanced class dataset,
depended on smaller pretrained models, and lacked augmen-
tation strategies to capture neutral terms and disguised trade
intent. These limitations leave open the question of whether
large language models (LLMs), when augmented and fine-
tuned using parameter efficient methods, can offer stronger
performance in wildlife product trading (WLT) post detec-
tion. To fill the gaps, this paper proposes a text-based frame-
work called WildLLM that utilizes LLMs with parameter ef-
ficient fine-tuning to detect WLT related posts on social me-
dia (e.g., Twitter/X), with a particular focus on ivory as a
case study. Our framework, WildLLM, comprises three core
strategies: (1) WLT focused data augmentation via multi-
ple LLMs to alleviate class imbalance and enhance diver-
sity; (2) improving the realism of augmented data through
in context learning and prompt engineering; and (3) fine-
tuning two LLMs (LLaMA-3.1-8B and Qwen2.5-7B) using
Low Rank Adaptation (LoRA) with optimized hyperparame-
ters. In our experiments, the proposed approach consistently
outperformed five baselines, achieving 0.854 MCC and 0.927
Macro F1 with a 21% improvement in MCC and an 8.7% im-
provement in Macro F1 over the best performing baseline.
These results were consistent across both Llama and Qwen
backbone models, demonstrating the WildLLM’s generaliza-
tion capability regardless of the backbone LLLM used. The re-
sults indicate that integrating parameter efficient fine-tuning
with meticulously crafted augmentation produces a more ef-
fective text-based model for identifying WLT related posts
online.

Code and Data —
https://github.com/pavanantala/WildLLM

1 Introduction

Wildlife trafficking has become an important global threat,
the “second biggest direct threat to species after habitat de-
struction” according to the World Wildlife Fund (Mou et al.
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“... Ivory and Rhinoceros antiquities ... sold, paid
and collected ... Despite the potential ban, the
market is still strong ... URL.”

Figure 1: An example of a social media post related to
wildlife product trading. The subcaption presents the post’s
text content, with links and user mentions masked. Our
model determines whether a post is related to wildlife traf-
ficking based solely on its textual content.

2024). Wildlife products are increasingly being illegally
marketed on the internet, employing online e-commerce
platforms and social networking websites to engage larger
groups (Lavorgna 2014). Despite efforts from law enforce-
ment personnel, non-governmental organizations (NGOs),
and researchers, detecting wildlife product trade on the in-
ternet remains challenging due to the lack of adequate ev-
idence, the use of code names, and the complexity of so-
cial media communications. According to the 2024 World
Wildlife Crime Report from the United Nations Office on
Drugs and Crime (UNODC), a total of 137 tons of elephant
ivory was seized 2002 to 2021. One example includes ship-
ments found in Singapore and Togo, weighing 8,795 kg and
3.9 tons, respectively (on Drugs and Crime 2024).

The surge in online ivory trafficking/trading posts is a sig-
nificant challenge for both conservation and law enforce-
ment. Our proposed framework WildLLM, which automates



the identification of wildlife product trading (WLT) posts,
has the potential to significantly aid these communities. So-
cial media platforms like Twitter/X, with their mix of legal
and illegal wildlife product trading transactions, particularly
ivory, play a crucial role in facilitating the illicit trade. Our
research, by enabling the swift identification of perpetra-
tors and an understanding of emerging trends, such as tar-
geted species, can lead to rapid responses and reduce re-
liance on costly manual inspections. This potential impact
underscores the practical relevance and applicability of our
work.

However, automatically detecting WLT related posts on
social media is challenging because a readily available
dataset for training a machine learning model is highly
imbalanced in terms of class distribution, with a minimal
number of positive WLT examples compared to a large
number of negative examples (i.e., normal/non-WLT posts).
Traffickers also employ subtle linguistic cues, euphemisms
(e.g., “white gold”), and obfuscations (e.g., spelling vari-
ants, emojis, code words) to conceal their illicit activities.
At the same time, straightforward keyword filters fail be-
cause terms like “ivory” also appear in educational and con-
servation related content. This combination leads to naive
approaches that either miss many trafficking posts or pro-
duce large numbers of false positives. According to the pre-
vious work (Xu et al. 2019; Xu, Cai, and Mackey 2020), out
of 138,357 collected social media posts, only 53 were WLT
posts, resulting in a WLT post rate of just 0.038%.

The recent study of (Mou et al. 2024) on detecting ivory
products on social media sites laid strong foundations, in-
cluding a network propagation data collection method, a
human-in-the-loop scheme for labeling, and benchmarking
machine learning classifiers. However, to achieve a 1:10 ra-
tio between WLT and normal posts, the study depended on
downsampling the normal class. This helped alleviate the
class imbalance partially, but it still contained many fewer
WLT posts, which may lead to improper learning character-
istics of WLT posts compared to normal posts. Moreover,
their relatively smaller pretrained language models (e.g.,
BERT (Devlin et al. 2019), RoBERTa (Zhuang et al. 2021))
lack the capacity to capture nuanced contextual patterns in
trafficking discourse.

To overcome the aforementioned limitations, our pro-
posed work leverages WLT class-focused data augmentation
and Large Language Models (LLMs), with a particular focus
on Llama-3.1-8B and Qwen2.5-7B, which are fine-tuned us-
ing Low Rank Adaptation (LoRA) for the WLT post detec-
tion task. We make the following contributions:

* We propose an LLM based WLT data augmentation ap-
proach with a well-crafted prompt and in-context learn-
ing to produce realistic synthetic WLT posts. Our quali-
tative analysis confirms the effectiveness of our proposed
augmentation approach.

e Qur proposed framework, WildLLM, fine-tunes LLMs
with parameter-efficient LoRA, harnessing their repre-
sentational power while maintaining computational effi-
ciency. It can be seamlessly applied to different backbone
models, and even without augmented data, our models

outperform the five baselines—highlighting the necessity
of fine-tuning for effective WLT post detection on social
media.

» Experiment results demonstrate the superiority of our
proposed approach, achieving up to 0.854 MCC and
0.927 Macro F1 with improvements of up to 21% MCC
and 8.7% Macro F1 on two backbone models. An abla-
tion study confirms the effectiveness of the proposed data
augmentation method. A qualitative case study further
reveals why existing baselines failed, while our models
successfully classified WLT-related posts.

This research enhances text-based WLT post identifica-
tion by mitigating significant class imbalance and bolstering
resilience against nuanced language obfuscations. Although
our findings are based solely on textual data, they demon-
strate that meticulous data augmentation and parameter-
efficient fine-tuning of LLMs offer a robust foundation for
addressing online wildlife trafficking.

2 Related Works
2.1 Wildlife Trafficking Online

The illegal wildlife trade (IWT) has increasingly moved on-
line in recent years (Lavorgna 2014; Keskin et al. 2023).
Therefore, researchers analyzed IWT related activities from
online forums (Sung and Fong 2018), online marketplaces
(Sinovas et al. 2017; Barbosa et al. 2025) to social media
(Xu et al. 2019; Xu, Cai, and Mackey 2020; Hinsley et al.
2016). In addition, researchers collected image data from
other sources, such as camera traps (Meng et al. 2023; Yang
et al. 2022) and Web harvested images (Chabot, Stapleton,
and Francis 2022; Roy et al. 2023).

In the online IWT domain, labeling endangered species
related data has become a big challenge. In other words,
there is a lot of unlabeled data, but to take advantage of mod-
ern machine learning approaches, we need labels/ground
truth, especially under a scarce positive rate (i.e., low WLT
examples). Therefore, researchers proposed innovative ways
to reduce data labeling efforts. For instance, Mou et al. (Mou
et al. 2024) proposed a human-in-the-loop data selection
and labeling mechanism to reduce labeling efforts, focusing
on ivory-related IWT. Barbosa et al. (Barbosa et al. 2025)
proposed a framework to combine clustering, active learn-
ing, and pseudo labeling by an LLM. They presented three
species-related data labeling examples as proof of concept.

Wildlife trafficking research shares similarities with sex
trafficking research (Keskin, Bott, and Freeman 2021), as
both aim to transform unstructured reports into useful in-
formation about illegal networks. Sex trafficking analysis
focuses on extracting structured cues such as text patterns,
phone numbers, and images to map agents and assess risks.
Similarly, wildlife trafficking studies (Coughlin et al. 2022)
identify entities like species, locations, and trade products.
Moreover, wildlife trafficking detection methods resemble
those used in drug trafficking research. For instance, Ma et
al. (Ma et al. 2025) proposed an LLM-empowered graph
prompt learning framework for illicit drug trafficking detec-
tion, which enhances limited labels by generating synthetic
trafficker nodes.



According to the prior work (Alfino and Roberts 2020),
illegal wildlife traders have used “code words” to evade
detection, which caused a new challenge of identifying il-
licit activity through simple keyword filtering. Therefore,
researchers have proposed machine learning approaches to
detect pangolin images (Cardoso et al. 2023), pictures of
exotic pet animals for sale (Kulkarni and Di Minin 2023),
bat exploitation-related text (Hunter, Mathews, and Weeds
2023), bird trading (Stringham et al. 2021), and ivory-related
posts (Mou et al. 2024).

Unlike the prior work, we propose a multi-LLM-based
framework in which frozen/off-the-shelf LLMs generate
WLT-related synthetic data to increase the volume of WLT
examples in the training set, and we fine-tune a separate
LLM so that we can improve its WLT prediction rate.

2.2 Data Augmentation for Imbalanced Dataset

Class imbalance is a common problem in supervised clas-
sification jobs. SMOTE (Chawla et al. 2002) and its vari-
ants, CP-SMOTE and IO-SMOTE (Bao and Yang 2023),
are traditional oversampling approaches that can rebalance
datasets; however, they often produce semantic drift when
applied to natural language. To address this issue, text
specific augmentation techniques—such as back-translation
(Sennrich, Haddow, and Birch 2016), synonym substitu-
tion (Wei and Zou 2019), and word replacement (Kobayashi
2018)—have been proposed. However, these methods often
introduce loud or insignificant variations. Recently, LLM-
driven augmentation has gained popularity. This is when
models like GPT-3.5 or ChatGPT are asked to make realistic
samples of minority classes (Alhindi, Muresan, and Nakov
2024; Latif and Kim 2024). This method preserves the
meaning while also facilitating the identification of unique
language patterns.

In this paper, we investigate the application of instruction-
tuned LLMs (Phi-3.5, Llama 3.1, and Qwen2.5) alongside
structured prompting techniques (zero-shot, contextualized
zero-shot, and few-shot) to produce varied synthetic WLT
postings, thereby addressing the class imbalance in a more
context sensitive manner.

2.3 Parameter-Efficient Fine-Tuning of LLMs

Llama (Touvron et al. 2023) and other LLMs have demon-
strated their effectiveness on general purpose NLP tasks;
however, they require modification to excel on tasks spe-
cific to a particular field, such as WLT identification. It is
often not possible or inefficient to fully fine-tune billion pa-
rameter models under limited GPU resources. Low Rank
Adaptation (LoRA) (Hu et al. 2022) solves this problem by
freezing most of the model weights and adding lightweight
rank decomposition matrices to the attention layers. This
method significantly reduces memory and processing power
requirements while still delivering performance compara-
ble to full fine-tuning. Previous research demonstrates that
LoRA-tuned Llama models can compete with considerably
larger systems, achieving favorable efficiency-performance
trade-offs (Pathak et al. 2023). Additional improvements, in-
cluding adaptive rank matrices and dynamic semantic atten-
tion (Hu et al. 2024), demonstrate that LoRA is more sensi-

tive to subtle language cues. This is a crucial feature in WLT
detection, as traffickers attempt to conceal their intentions.
Inspired by these ideas, we comprehensively assess LoRA
fine-tuning on two LLMs (Llama 3.1-8B and Qwen 2.5-7B)
to quantify the advantage of the data augmentation.

2.4 In-Context Learning

In-context learning (ICL) has emerged as a practical ap-
proach for using LLMs without modifying their parame-
ters (Wei et al. 2022; Liu et al. 2023). The model is not re-
trained; instead, it is directed by prompts and examples that
are specific to the activity at hand. ICL is great for domains
that change quickly, like wildlife trafficking (WLT), because
traffickers sometimes change the way they do things by uti-
lizing new euphemisms, acronyms, or coded language.
Prior research (Mou et al. 2024) indicated that carefully
curated positive and challenging negative examples are es-
sential for discerning complex language indications in social
media WLT posts. Recent studies (Alhindi, Muresan, and
Nakov 2024; Latif and Kim 2024) have shown that zero-
shot, modified zero-shot, and few-shot prompting can be
used for more than only classification tasks. Therefore, in
this paper, we utilized in-context learning for the data aug-
mentation to generate more realistic synthetic WLT posts.

3 Problem Formulation

Following the prior work (Mou et al. 2024), wildlife product
trading (WLT) post is defined as a post that contains both
(1) a discussion of wildlife products and (2) a discussion of
buying or selling these products, as illustrated in Figure 1 as
an example. Our main goal is to automatically and correctly
predict a given social media post’s class to either the WLT
category or the normal (i.e., non-WLT) category.

Formally, the WLT post detection task is to build an effec-
tive machine learning model fp and automatically identify
new WLT posts:

fg: X =Y

, where 6 are the learnable parameters, and given posts X
and a label set Y = {WLT, normal}, the model predicts each
post’s label/class.

Class
WLT | Normal
Training Set 178 1,785
Validation Set 51 510
Test Set 26 255
Overall 255 2,550

Table 1: Original WLT dataset with 1:10 WLT-to-normal
post ratio.

4 Dataset

We utilize the benchmark dataset released by prior work
(Mou et al. 2024), which contains 255 ivory-focused WLT
posts and 8,421 normal posts collected from Twitter/X. Fol-
lowing the prior work, we downsampled the normal posts
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Figure 2: WildLLM: our proposed framework.

to make a 1:10 ratio between WLT and normal posts, re-
sulting in 255 WLT posts and 2,550 normal posts. Then, we
performed a stratified split of the dataset into training, vali-
dation, and test sets, with 70%, 20%, and 10%, respectively.
Table 1 presents statistics for the 1:10 data split without data
augmentation.

5 Methodology

The WLT post prediction task presents several key chal-
lenges: (1) class imbalance, with a 1:10 ratio between WLT
and normal posts; (2) subtle linguistic distinctions between
genuine trading posts and ivory education content; and (3)
the use of euphemisms and code words by sellers and buy-
ers to evade detection.

To address these challenges, we propose a framework
based on three strategies: (1) WLT-focused data augmen-
tation with LLMs to alleviate the class imbalance, (2)
parameter-efficient finetuning of LLMs (Llama 3.1-8B and
Qwen 2.5-7B) with LoRA, and (3) inference and evalua-
tion, which measure the effectiveness of the proposed frame-
work. Figure 2 shows our proposed framework, WildLLM,
which consists of three phases: data augmentation, finetun-
ing an LLM for WLT post-prediction, and inference for un-
seen data and evaluation of the proposed model.

5.1 Data Augmentation

To mitigate the scarcity of WLT posts and reduce unex-
pected bias toward the majority class (i.e., normal class) dur-
ing training, we propose an LLM based data augmentation
method. Our goal is to generate synthetic WLT-related posts
using instruction-tuned LLMs with in-context learning and
add them to the training set. We employ the following rela-
tively small LLMs to minimize computational overhead:

e Llama 3.1-8B-Instruct:
(Dubey et al. 2024).

e Phi-3.5-mini-Instruct:
(Zhang et al. 2024).

e Qwen2.5-1.5B-Instruct: it has 1.54 billion parameters
(Team 2024).

We generated synthetic WLT posts from each of the frozen
LLMs using a carefully crafted few-shot prompt including
20 WLT posts and 20 normal posts as demonstrations. The
few-shot prompt is presented in Appendix B.1. We consider
two data augmentation strategies:

it has 8 billion parameters

it has 3.8 billion parameters

e Approach 1: Single-Model Augmentation. We only
use WLT samples generated from LLaMA-3.1-8B-
Instruct. This approach leverages the most powerful aug-
mentation model with the most significant parameters
among the three LLMs, and tests its ability to produce
sufficient linguistic diversity on its own.



e Approach 2: Multi-Model Augmentation. We com-
bine samples generated from all three LLMs. We hy-
pothesize that each model may generate syntactically
and stylistically distinct WLT posts, and combining them
may increase the diversity of the training set, thereby
helping to build a more effective classification model.

We tried a basic zero-shot prompting, a contextualized
zero-shot prompting, and a contextualized few-shot prompt-
ing (again refer to Appendix B.1 for the prompts). Through
our analysis, we selected augmented WLT posts via the few-
shot prompting. The detailed study about the three prompt-
ing approaches is presented in Section 7.

5.2 Finetuning Large Language Model

Following the data augmentation phase, the second phase of
our research focused on finetuning an LM for the down-
stream WLT post classification. We considered each of
Llama 3.1-8B and Qwen 2.5-7B as a base model and imple-
mented Low Rank Adaptation (LoRA) within the Parameter-
Efficient Finetuning (PEFT) framework. This method was
selected as it facilitated the effective adaptation of large
models through the use of trainable low rank decomposition
matrices, while maintaining the majority of parameters in a
fixed state. This strategy significantly reduces computational
cost and GPU memory requirements, while still achieving
good performance on the task.

In each epoch during the finetuning process, the current
model’s performance was automatically recorded and evalu-
ated on a validation set. This ensures genuine learning rather
than simply memorizing training examples. Our method ex-
plicitly tracked down the Matthews Correlation Coefficient
(MCC) on the validation set. A checkpoint was saved when-
ever the validation MCC improved compared with the pre-
vious best MCC, storing the best performing model rather
than merely relying on the last epoch. This strategy pre-
vented the model from overfitting to the training data and en-
sured that the selected checkpoint represented the best con-
figured model, making it generalizable and effective on un-
seen examples. Note that MCC is a robust evaluation metric
for classification on imbalanced datasets. Since our dataset
was imbalanced (with a 1:10 ratio), we chose the MCC as
the primary metric to select the best model during the fine-
tuning and hyperparameter tuning processes.

We fine-tuned the base/backbone models with and with-
out our augmented training data to measure the effectiveness
of both the proposed framework and the contribution of aug-
mented data. The detailed experiment results are presented
in Section 6.2.

5.3 Inference and Evaluation

The final phase of our framework is inference and evalua-
tion.

Inference After selecting the best checkpoint, the model
enters the inference mode. At this stage, the fine-tuned
Llama model (referred to as WildLlama) or Qwen model
(referred to as WildQwen), enhanced through LoRA-based
parameter-efficient adaptation, is applied to the test set. This
process directly evaluates the model’s ability to generalize

beyond training distributions, capturing challenges such as
evolving language use, contextual ambiguity, and adversar-
ial phrasing in social media posts. Inference is designed to
mimic real world deployment situations, demonstrating its
effectiveness and reliability in making predictions.

Performance Evaluation At the end of the inference, the
results go through a complete performance evaluation. We
measure MCC, Macro F1, and Accuracy to provide deeper
insight into how effectively our model performs. Addition-
ally, the framework offers detailed error analysis by catego-
rizing outputs into true positives (TP), false positives (FP),
false negatives (FN), and true negatives (TN). This multi-
level evaluation strategy enables us to gain a comprehensive
understanding of the model’s capabilities.

6 Experiments
6.1 Experiment Setting

Original WLT dataset vs. augmented dataset. As de-
scribed in Section 4, our WLT dataset consists of 255 WLT
posts and 2,550 normal posts collected by prior work (Mou
et al. 2024). We first performed a stratified split into train-
ing, validation, and test sets, allocating 70%, 20%, and 10%
of the data, respectively. To evaluate the effectiveness of our
model with augmented WLT data, our framework generated
179 synthetic WLT posts, which were added to the training
set—resulting in a 1:5 ratio of WLT to normal posts. Both
the original dataset (Table 1) and the augmented dataset (Ta-
ble 2) share the same validation and test sets. The only differ-
ence lies in the training set composition: the original dataset
maintains a 1:10 ratio, while the augmented dataset uses a
1:5 ratio.

Class
WLT | Normal
Training Set 357 1,785
Validation Set 51 510
Test Set 26 255
Overall 434 2,550

Table 2: Augmented WLT dataset.

Baselines and our models. In the experiments, we consid-
ered five baselines, which consisted of three existing base-
lines and two additional baselines that we created: Three ex-
isting baselines (Mou et al. 2024) are

o Word filter: It is a straightforward keyword-based ap-
proach. Following the prior work (Mou et al. 2024), we
employed “ivory” word as a keyword, and as long as a
post contained this keyword, this approach predicted it
as a WLT post. This approach is computationally inex-
pensive and straightforward, enabling quick content de-
tection when the relevant term is present.

o BERT-based classifier: This classifier was finetuned
based on the pretrained BERT (Devlin et al. 2019) for
the WLT post classification. Inspired by the prior work
(Mou et al. 2024), we used the same range of hyperpa-
rameter values to reproduce the best results.



Model WLT Overall
Pre. Rec. MCC Macro F1 | Accuracy

WOI‘d Filter .429,000 .923,000 .579,000 .757,000 4879_000
BERT 747 025 717 046 .705.036 .853.018 1951 005
RoBERTa -717.085 .617,075 .629,059 .812,030 49414011
Zero-shot prompting | .692.000 | .692.000 | .661.000 .830.000 .943 000
Few-shot prompting .717,019 .680,044 .668,020 .833,010 4946,002
WildLlama .928,003 .821,020 @_004 MOOB .976_001
WildQWCH @028 &059 .854,048 .927,024 .976,007

Table 3: Experiment results of baselines and our proposed WildLlama and WildQwen. We run each experiment three times and
report the averages and the standard deviation (in underscript). In each column, the best results are in bold and second best

results are underlined.

¢ RoBERTa-based classifier: RoBERTa (Zhuang et al.
2021) was built upon BERT by incorporating training
optimizations such as larger mini-batches and dynamic
masking.

Two additional baselines are

e Zero-shot prompting: This approach utilizes pretrained
LLMs (e.g., Llama) without any task specific finetun-
ing on wildlife trafficking data. The model is provided
with carefully designed prompts that describe the clas-
sification task and ask it to determine whether a given
post relates to wildlife trafficking or not. The “zero-shot”
designation means the model relies entirely on its pre-
trained knowledge and reasoning capabilities, without
seeing any examples of WLT and normal posts in ad-
vance during the inference process.

o Few-shot prompting: In this few-shot setting, we pro-
vided a small number of labeled examples from the train-
ing set before asking the model to classify unseen ex-
amples. The prompt included an equal number of WLT
and normal posts. These examples help the model un-
derstand the WLT detection task, and potentially dis-
tinguish wildlife trafficking-related content from normal
posts by leveraging both the provided examples and the
LLM’s prior knowledge of linguistic patterns and con-
textual cues.

For both zero-shot and few-shot prompting, we used
Llama 3.1-8B. The detailed prompts are in Appendix B.3.

We built two main models, WildLlama and WildQwen
based on our WildLLM, and four variants. The detailed aug-
mentation approaches were described in Section 5.1.

e WildLlama: This is one of our main models, built on
Llama 3.1-8B as the backbone and fine-tuned using the
augmented WLT training set. The augmented 179 WLT
posts were generated using the multi-model augmenta-
tion method involving 3 LLMs (i.e., Llama, Phi, and
Qwen).

e WildQwen: It is the other main model, based on Qwen
2.5-7B as a backbone, which was finetuned using the
same augmented training set. The augmented data were
generated using the multi-model augmentation method.

e WildLlama,;, . and WildQwen,;,,4;.: These are vari-
ants of our models that were finetuned with an aug-
mented training set based on Llama 3.1-8B and Qwen

2.5-7B, respectively. However, augmented WLT posts
were generated by a Llama using the single-model aug-
mentation method. This 179 augmented posts are differ-
ent from the aforementioned 179 augmented posts by the
multi-model augmentation method.

e WildLlama,, , 4., and WildQwen,, ,,4: These are
our models’ variants finetuned without augmented data,
based on Llama 3.1-8B and Qwen 2.5-7B, respectively.

Hyperparameter setting and evaluation metrics. For
BERT, RoBERTa, WildLlama, and WildQwen, we con-
ducted hyperparameter tuning by varying the learning rate
and the batch size. The learning rate was a range of [2e-5,
3e-5, 4e-5, S5e-5, 6e-5, Te-5, 8e-5, 9e-5, 1e-4], batch size was
a range of [8, 16, 32], and the max epoch was set to 8. We
carefully crafted zero-shot and few-shot prompts for the in-
ference as presented in Appendix B.3.

For few-shot prompting, we selected k¥ WLT posts and &k
normal posts as demonstration examples, with k ranging of
[5, 10, 15, 20]. To minimize the impact of random selection
and obtain averaged results, we conducted each few-shot
experiment three times using different demonstration sets.
All hyperparameter tuning was performed on the validation
set. k=10 produced the best validation MCC for the few-
shot prompting. WildLlama’s best learning rate and batch
size were 8e-5 and 16, respectively, while WildQwen’s best
learning rate and batch size were le-4 and 8, respectively.

Except for word filter and zero-shot prompting, we ran
each experiment on the test set three times based on the best
hyperparameter values, using either a different seed value
or different demonstration examples to obtain robust exper-
iment results. We finetuned all models on an Nvidia H200
GPU. Each finetuning per seed took up to 5 hours.

In the following experiments, we report the WLT preci-
sion and recall, as well as the Matthews correlation coef-
ficient (MCC), Macro F1, and Accuracy. Since the origi-
nal WLT dataset and the augmented dataset are imbalanced
(with a 1:10 ratio on the validation and test sets), we con-
sider the MCC as the primary metric to determine the best
model among the baselines and our models.

The optimal model for each approach was automatically
determined during training and hyperparameter tuning based
on the MCC on the validation set. We conducted fair and
thorough hyperparameter tuning and experiments for both
baselines and our models.



Model WLT Overall
Pre. Rec. MCC Macro F1 | Accuracy

WildLlamaw/OA“g -915.060 .769,067 .823,007 -909.006 .972_000
WildLlamag;ngie 953 003 782 059 .851.036 .923.020 .976.005
WildLlama .928,008 .821,020 .852,004 .924,003 .976,001
WildQweny, joaug | -877.04a | 718022 | .788.015 .891 0o 967 002
WildQWCnSingle .89()‘018 .821059 .840029 .919,015 .9744004
WildQWCIl -902.028 .833,059 .854,048 .927,024 .976,007

Table 4: Experiment Results of our models, and variants. w/o Aug means without augmentation. single means using the single-
model augmentation method. We run each experiment three times and report the averages and the standard deviation (in under-
script). In each column under each model type, best results are in bold.

6.2 Experiment Results

Baselines vs. Our Models. Table 3 presents the overall
experiment results. The Word Filter achieved the highest
WLT recall, which is expected since it predicts a post as
WLT class if it contains the word “ivory.” This suggests that
many WLT posts indeed included the term. However, its low
WLT precision and MCC indicate that “ivory” also appeared
frequently in normal posts, leading to many false positives.

Among the existing baselines (Word Filter, BERT, and
RoBERTa), the BERT-based classifier performed best,
achieving 0.705 MCC, 0.853 Macro F1, and 0.951 Accu-
racy. Although the accuracy looks high, relatively low MCC
indicates that the class imbalance caused the model to favor
the majority class in terms prediction. It means that the WLT
post detection task is a challenging task, in terms of hard to
achieve both high MCC, high accuracy, and low prediction
error in the minority class (i.e., WLT class).

The two LLM-based prompting approaches (Zero-shot
prompting and Few-shot prompting) performed slightly bet-
ter than RoBERTa but slightly worse than BERT in terms of
MCC. This suggests that LLMs possess some prior knowl-
edge useful for distinguishing between WLT and normal
posts. Providing real demonstration examples led to a slight
improvement in the few-shot approach. However, both ap-
proaches still resulted in many misclassifications, indicat-
ing that the general pre-trained knowledge within the LLM
is not sufficient for accurately classifying WLT and normal
posts.

This highlights the need for domain-specific learning in
wildlife trafficking detection and text-based classification.
To enable LLMs to make accurate predictions, they must
be fine-tuned with high quality, domain relevant data. These
findings support our motivation to develop fine-tuned LLMs
for the WLT post detection task, using augmented high qual-
ity data to address the class imbalance challenge.

Compared with the five baselines, WildLlama and
WildQwen outperformed all alternatives. Both models
achieved consistently high and balanced WLT precision and
recall, along with the highest MCC scores, demonstrating
WildLLM’s generalization capability regardless of the back-
bone LLM used. In particular, WildQwen achieved 0.854
MCC, 0.927 Macro F1, and 0.976 Accuracy, representing
a 21% improvement in MCC and an 8.7% improvement in
Macro F1 over the best performing baseline, BERT.

In summary, our results demonstrate that fine-tuning

250
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Normal 1

WLT Normal
Predicted Class

Figure 3: Confusion matrix of WildLlama.

LLMs with augmented, domain specific data is crucial
for accurate WLT post classification. Compared to zero-
shot and few-shot prompting, our approach significantly
improves performance, confirming that general pre-trained
knowledge alone is insufficient for this task.

Effectiveness of Data Augmentation To evaluate the
effectiveness of our LLM-based data augmentation ap-
proaches, we compared our main models (WildLlama and
WildQwen) against their variants without data augmenta-
tion (WildLlama,, /, 4.,y and WildQwen,, /o 444)- As shown
in Table 4, both WildLlama and WildQwen outperformed
their non-augmented counterparts, achieving improvements
of 3.5% MCC and 8.4% MCC, respectively. Additionally,
our models using the single-model augmentation approach
(WildLlamag;ngie and WildQweng;ngie) also outperformed
the non-augmented variants, further demonstrating the ef-
fectiveness of our proposed augmentation methods.

An interesting observation is that as augmented data
was added—starting from the single-model augmentation
method and progressing to the multi-model augmentation
method—the precision and recall for WLT classification
became more balanced compared to models without aug-
mentation. This indicates the effectiveness of our proposed
method, which learned diverse WLT text patterns and cor-
rectly identified more WLT posts while maintaining a strong
balance between precision and recall.
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Figure 4: MCC scores of WildLlama and WildQwen across
different learning rates and batch sizes on the validation set.
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Figure 5: MCC scores of WildQwen with different numbers
of training epochs.

Micro-level Performance Analysis To further understand
the performance of WildLlama, WildLlama’s confusion ma-
trix is depicted in Figure 3, which shows how many WLT
and normal posts on the test set was correctly and incorrectly
predicted. Out of 26 WLT examples, 20 examples were cor-
rectly predicted, and out of 255 normal examples, 254 exam-
ples were correctly predicted. This result confirmed that our
model almost perfectly predicted true normal posts and did
reasonably well for true WLT posts. The most impressive
part is low false positive rate (0.35%), indicating the model
rarely predicted true normal posts as WLT class. It means

that the model will significantly help identify new WLT ex-
amples with less error in the future, even though it may miss
some other WLT posts, reducing human efforts to increase
the positive examples to build better models and understand
the trend of wildlife trafficking on social media.

6.3 Hyperparameter Tuning

In the previous subsection, our proposed models outper-
formed all baselines. In this subsection, we present our hy-
perparameter tuning process—that is, how different hyper-
parameter values affected the performance of our models.

Figure 4 shows how a learning rate and a batch size affect
the performance of WildLlama and WildQwen on the vali-
dation set. In the learning rate figure, WildLlama’s MCC in-
creased with higher learning rates, peaking at 0.00008. Sim-
ilarly, WildQwen’s performance also improved with slight
fluctuations and reached its highest MCC at a learning rate
of 0.0001. In the batch size figure, WildLlama achieved the
highest MCC at a batch size of 16, while WildQwen reached
its best MCC at a batch size of 8.

Additionally, Figure 5 illustrates how WildQwen’s perfor-
mance evolved as the number of training epochs increased.
The training MCC steadily improved over time, eventually
reaching a perfect score. To prevent overfitting, we selected
the optimal number of epochs based on validation perfor-
mance. The figure highlights the end of the 6th epoch, where
our model achieved the highest MCC on the validation set,
which also corresponded to the best test performance.

7 Analysis

In this section, we further analyze our data augmentation
approaches, conduct hashtag analysis of original/real WLT
posts and generated WLT posts to understand how they are
similar or dissimilar, and then show a case study of cor-
rectly predicted examples by our models (i.e., WildLlama
and WildQwen) but failed by two baselines (i.e., ROBERTa
and BERT).

7.1 Augmented WLT Examples

We initially considered three prompting approaches to
generate synthetic/augmented WLT posts: (1) Zero-shot
prompting with a basic prompt; (2) Zero-shot prompting
with a contextualized prompt; and (3) Few-shot prompting
with the contextualized prompt. The detailed prompts are
described in Appendix B.1.

Table 5 presents two WLT post examples generated by
each prompting approach based on the single-model aug-
mentation method (Llama). Interestingly, examples gen-
erated by the zero-shot prompting with a basic prompt
contained explicit hashtags (e.g., #wildlifetraffic, #wildlife-
trade). Even if WLT traders are interested in discussing
wildlife products and buying or selling them, they would not
explicitly add these hashtags. It means these generated syn-
thetic posts are not realistic and may eventually degrade the
capability of the finetuned LLM. Therefore, we revised the
prompt with more detailed generation guidelines, known as
zero-shot prompting, using a contextualized prompt. Gen-
erated WLT post examples using this prompting approach



WLT Data Augmenta-
tion Strategy

Example 1

Example 2

Zero-shot Prompting with
a basic prompt

Just scored a deal on a vintage mammoth ivory
pendant at a local auction house! Can’t wait to
wear it with my new leather jacket #ivoryjew-
elry #wildlifetraffic #mammothivory

Auction alert! Rare ivory piano keys up for grabs on
Heritage Auctions. Link in bio #ivorypiano #auction
#wildlifetrade

Zero-shot prompting with
a Contextualized Prompt

Upcoming auction: rare, freshly poached ele-
phant ivory statue. Starting bid A£500. No re-
serve. DM for details. #ivorystatue #elephan-
tivory #auction #rare #luxury #collectorsitem

My grandmother’s estate sale features a beautiful
carved ivory box. Anyone interested?

Discover the beauty of mammoth ivory with
this stunning sculpture, hand-carved by a mas-
ter artisan. A true work of art! #ivorysculpture

Few-shot prompting with
a contextualized prompt

Just listed new stock of mammoth ivory carvings,
including intricately carved handles. DM for pricing.

Table 5: Synthetic WLT post examples generated via the single-model augmentation approach.

LLMs used for data
augmentation

Example 1

Example 2

Phi-3.5-mini-Instruct Limited edition Mammoth Ivory Statue arriving
soon. Exclusive for our VIP members. Join now

to secure your piece! #mammothivory

Exquisite carved ivory elephant tusk necklace on sale —
authentic, handcrafted, and legal.

Llama 3.1-8B-Instruct Discover the beauty of mammoth ivory with this
stunning sculpture, hand-carved by a master arti-

san. A true work of art! #ivorysculpture

Just listed new stock of mammoth ivory carvings, includ-
ing intricately carved handles. DM for pricing.

Qwen2.5-1.5B-Instruct | Just got my hands on a brand new, uncut elephant
ivory pendant! Comes with a leather pouch, per-

fect for keeping it safe. #ivory #jewelry

Exclusive opportunity to own a newly minted ivory carv-
ing of a polar bear. Intricate detailing, limited edition.

Table 6: Synthetic WLT post examples generated using the multi-model augmentation approach with few-shot prompting.
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Figure 6: Top 50 hashtags extracted from WLT examples in
augmented data via zero-shot prompting.

looked better than those from the first approach. They some-
times include less explicit WLT hashtags or include several
hashtags as shown in example 1. A couple of generated ex-
amples by this approach still included explicit WLT hash-
tags. In the end, we designed a few-shot prompting that gen-
erated more natural WLT posts without the explicit hashtag
issue. In this approach, we provided 20 WLT posts and 20
normal posts as demonstrations in the prompt. Therefore,
in our framework, we utilized the few-shot prompting ap-
proach as part of the data augmentation method.

Table 6 shows two WLT post examples generated by the
multi-model augmentation approach under the few-shot set-
ting. The generated examples across three different LLMs
are diverse and high quality. This diversity further improved

Figure 7: Top 50 hashtags extracted from WLT examples in
augmented data via few-shot prompting.

our models, achieving the best results against the baselines
as we reported in Table 3.

7.2 Hashtag Analysis

As we saw from the three different data augmentation
prompting approaches, hashtags are critical, and generating
synthetic WLT posts with natural hashtags is challenging.
Therefore, in this section, we provide in-depth hashtag anal-
ysis for the generated WLT posts from the zero-shot with a
basic prompt and few-shot prompting.

Figures 6 and 7 show the top 50 hashtags and their corre-
sponding frequencies using a word/hashtag cloud visualiza-
tion.

As we mentioned before, Figure 6 shows that the syn-



Tweet BERT | RoBERTa | WildLlama | WildQwen
“Are you wondering why we say mammoth ivory is different from elephant ivory?” X X v v
“#letstrove Vintage French Ivory Dining Set all original pieces available” X v v v
“18th century #1ivory crucifix from # TheMet, illustrated in the 1925 catalogue” X v v v
“RT: New arrival. Fine Ivory Chess Set from 19th century. DM for details.” v X v v
“Lovely Vintage Cutwork and Embroidered Tablecloth — Genuine Ivory shade” X X v v

Table 7: Case study of misclassifications across BERT, RoBERTa, WildLlama and WildQwen. A checkmark (v") indicates

correct classification, while a cross (x) indicates misclassification.
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Figure 8: Top 50 hashtags extracted from the real WLT ex-
amples.

thetic posts frequently contained unnatural and overly ex-
plicit hashtags such as #wildlifetrafficking, #illegaltrade,
and #illegalivory. Specifically, the hashtag #wildlifetraffick-
ing was used 39 times when we performed zero-shot aug-
mentation. While hashtags are important in real social media
contexts, these specific terms are highly unlikely to be used
in genuine illicit trafficking posts, since traffickers generally
avoid direct markers that could expose their activities.

Figure 7 shows hashtags generated from our improved
few-shot prompting, which not only produced more natu-
ral WLT posts but also yielded more realistic hashtags. We
can compare the hashtag cloud with another hashtag cloud
created from real WLT posts, as shown in Figure 8. Both
figures contain hashtags such as #art, #vintage, #antiques,
and #auction, which are general or cover hashtags that traf-
fickers might plausibly use to camouflage illicit sales within
broader cultural or commercial categories.

This in-depth analysis further confirms the high quality
of augmented WLT posts. Because of this, our WildLlama
and WildQwen achieved much better performance com-
pared with the baselines.

7.3 Case Study of Correctly Predicted Examples

To better understand our models’ prediction behavior, we
analyzed test examples, which were correctly predicted by
both WildLlama and WildQwen but incorrectly predicted
by both or one of BERT and RoBERTa classifiers. Table 7
present five examples on the test set.

Both BERT and RoBERTa-based classifiers frequently
misclassified benign “mammoth ivory” or “antique ivory”
as WLT class. Sometimes, one of them misclassified some
test examples. For instance, tweets describing “18th century
ivory crucifix from TheMet” or “Fine ivory chess set from

19th century” were predicted as WLT class, despite being
non-commercial or educational mentions. This reflects the
models’ over-reliance on the keyword ivory, without ade-
quately considering transactional context.

Our models showed markedly fewer false positives of this
type. By training on augmented data with more natural hash-
tags, the model better distinguished between neutral descrip-
tive mentions and disguised trade intent. For example, posts
offering “DM for details, $1500 OBO” were correctly iden-
tified as WLT post, while museum or art-related descriptions
were predicted as normal posts.

This analysis demonstrates that the baselines (BERT,
RoBERT?2) tend to overfit on surface level lexical cues like
a term ivory. In contrast, our augmentation and finetuning
guide LLMs to attend to transactional language cues (e.g.,
for sale, DM for details, and price indicators). This shift en-
ables stronger generalization to real world disguised traffick-
ing posts.

8 Conclusion, Limitation, and Future Work

In this paper, we have proposed a novel framework,
WildLLM, to combat illegal wildlife trade online. In partic-
ular, we have focused on building a model that automatically
identifies whether a post is wildlife trafficking related or not.
Our approach incorporated LL.M-based data augmentation
with carefully crafted prompts, parameter-efficient finetun-
ing of the LLM, and in-context learning. Our experiment
results confirmed that the framework worked well on both
Llama and Qwen models, showing robustness and achiev-
ing up to 21% MCC and 8.7% Macro F1 improvements
against the best baseline. Our qualitative analysis has also re-
vealed the effectiveness of our data augmentation approach
and prompt engineering. The case study confirmed the effec-
tiveness of our model, which correctly predicted examples
that were misclassified by the baselines.

Our findings highlight the potential of an LLM-based
approach to enhance conservation efforts, offering auto-
mated capabilities that can scale with the global extent of
wildlife trafficking networks while maintaining the preci-
sion required for effective intervention. The significant per-
formance improvements demonstrated in this study suggest
that continued investment in Al-driven conservation tech-
nology can provide substantial benefits in the fight against
illegal wildlife trafficking.

In this work, we focused exclusively on the textual con-
tent of social media posts to maximize their utility. As a re-
sult, we did not fully leverage other relevant information,
such as associated images, the poster’s profile, or their social



network. In future work, we plan to explore the possibility
of incorporating multi-modal information and expanding the
scope to include other illegally traded products and endan-
gered species.
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tomatically detect wildlife trafficking-related posts for
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(e) Did you address potential biases or limitations in your
theoretical framework? NA

(f) Have you related your theoretical results to the existing
literature in social science? NA

(g) Did you discuss the implications of your theoretical
results for policy, practice, or further research in the
social science domain? NA

3. Additionally, if you are including theoretical proofs...

(a) Did you state the full set of assumptions of all theoret-
ical results? NA

(b) Did you include complete proofs of all theoretical re-
sults? NA

4. Additionally, if you ran machine learning experiments...

(a) Did you include the code, data, and instructions
needed to reproduce the main experimental results (ei-
ther in the supplemental material or as a URL)? Yes

(b) Did you specify all the training details (e.g., data splits,
hyperparameters, how they were chosen)? Yes

(c) Did you report error bars (e.g., with respect to the ran-

dom seed after running experiments multiple times)?
Yes

(d) Did you include the total amount of compute and the
type of resources used (e.g., type of GPUs, internal
cluster, or cloud provider)? Yes

(e) Do you justify how the proposed evaluation is suffi-
cient and appropriate to the claims made? Yes

(f) Do you discuss what is “the cost” of misclassifica-
tion and fault (in)tolerance? Yes. We provided several
metrics measuring and reflecting the misclassification
rates.

5. Additionally, if you are using existing assets (e.g., code,
data, models) or curating/releasing new assets, without
compromising anonymity...

(a) If your work uses existing assets, did you cite the cre-
ators? Yes. We properly cited research papers related
to the public dataset and baselines.

(b) Did you mention the license of the assets? NA

(c) Did you include any new assets in the supplemental
material or as a URL? Yes. We included a URL for
our code and data.

(d) Did you discuss whether and how consent was ob-
tained from people whose data you’re using/curating?
Yes, we used a publicly available dataset. In prior
work, researchers collected data from online social
networks using public API access for research pur-
poses. All models we used are permitted for research
use.

(e) Did you discuss whether the data you are using/curat-
ing contains personally identifiable information or of-
fensive content? Yes. The dataset does not contain any
personal information.

(f) If you are curating or releasing new datasets, did you
discuss how you intend to make your datasets FAIR
(see FORCEL11 (2020))? Yes

(g) If you are curating or releasing new datasets, did you
create a Datasheet for the Dataset (see Gebru et al.
(2021))? Yes. More details are shown in the code and
data repository.

6. Additionally, if you used crowdsourcing or conducted
research with human subjects, without compromising
anonymity...

(a) Did you include the full text of instructions given to
participants and screenshots? NA

(b) Did you describe any potential participant risks, with
mentions of Institutional Review Board (IRB) ap-
provals? NA



(c) Did you include the estimated hourly wage paid to
participants and the total amount spent on participant
compensation? NA

(d) Did you discuss how data is stored, shared, and dei-
dentified? NA

B Prompts
B.1 Prompts for Data Augmentation

This section shows a basic prompt in the zero-shot setting,
a contextualized prompt in the zero-shot setting, and a con-
textualized prompt in the few-shot setting. The contextual-
ized prompts in both zero-shot and few-shot settings are co-
shared. The only difference is the few-shot setting includes
additional prompt to provide 20 WLT and 20 normal posts
as demonstrations. Therefore, we only show the additional
prompt in the few-shot setting.

A basic prompt in the zero-shot setting for data

augmentation

Classify the mentions of wildlife trafficking, ille-
gal wildlife trade, or activities related to protected
animal products in the provided tweets. Focus on
keywords such as ’ivory, “mammoth ivory,” ’carved
ivory, ’antique ivory, and ’ivory figurine, which
may indicate the sale or trade of restricted wildlife
items. Look for any patterns of sales, descriptions
of ivory products, historical artifacts involving ani-
mal parts, or any references to sales or auctions that
could signal illegal wildlife trade activities. High-
light any URLs, mentions, or hashtags associated
with these products.

Generate exactly 5 synthetic tweet samples with la-
bel=1 (wildlife trafficking content).

Requirements: - Create realistic tweets that would
be classified as wildlife trafficking content - Focus
on keywords like ’ivory,” *mammoth ivory,” ’carved
ivory,” ’antique ivory, and ’ivory figurine’ - Include
patterns of sales, product descriptions, or auction
references - Make tweets sound natural and authen-
tic - Include relevant hashtags, mentions, or URLs
where appropriate

Use this exact format for each sample:

SAMPLE 1: tweet text_cleaned: [your generated
tweet content here] user_description_cleaned: [user
bio/description here] source: [choose from: 1-hop,
2-hop, seed_user, follower_chain, network _neighbor,
connected_seller] label: 1

SAMPLE 2: tweet_text_cleaned: [your generated
tweet content here] user_description_cleaned: [user
bio/description here] source: [choose from: 1-hop,
2-hop, seed_user, follower_chain, network _neighbor,
connected_seller] label: 1

SAMPLE 3: tweet_text_cleaned: [your generated
tweet content here] user_description_cleaned: [user
bio/description here] source: [choose from: 1-hop,
2-hop, seed_user, follower_chain, network_neighbor,

connected_seller] label: 1

SAMPLE 4: tweet_text_cleaned: [your generated
tweet content here] user_description_cleaned: [user
bio/description here] source: [choose from: 1-hop,
2-hop, seed_user, follower_chain, network _neighbor,
connected_seller] label: 1

SAMPLE 5: tweet_text_cleaned: [your generated
tweet content here] user_description_cleaned: [user
bio/description here] source: [choose from: 1-hop,
2-hop, seed_user, follower_chain, network_neighbor,
connected_seller] label: 1

Generate realistic, varied content without any addi-
tional explanations.

A contexturalized prompt in both zero-shot and
few-shot settings for data augmentation

Synthetic Data Generation Prompt for Tweet Classi-
fication Dataset

Task Overview

Generate synthetic tweet data to balance a classifica-
tion dataset for Wildlife Product Trading (WLT)
detection. The goal is to create realistic wildlife
trafficking-related tweet examples (label = 1) that
maintain the characteristics of the minority class
while introducing sufficient variation to improve
model generalization.

Wildlife Product Trading Definition
A WLT post (label = 1) must contain BOTH of these
components:

* Discussion around ILLEGAL wildlife prod-
ucts (ivory from elephants/rhinos, rhino horn,
elephant tusks, etc.)

* Discussion around selling/buying these prod-
ucts (commercial intent, pricing, availability,
transactions)

CRITICAL: Ivory Context Disambiguation

ONLY generate content about ivory related to IL-
LEGAL wildlife trafficking, NOT:

EEINT3

x Ivory as a color (“ivory dress”, “ivory paint”)

x Geographic references (“Ivory Coast”, “Ivory
Tower”)

Legal antique ivory with proper documentation
Synthetic/fake ivory alternatives
Educational content about ivory conservation

X X X X

Anti wildlife trafficking campaigns

FOCUS ON: Illegal ivory trafficking involving:
* Elephant ivory

* Undocumented ivory products being sold

* Recently carved ivory items




¢ Ivory products without legal provenance
* Modern ivory trade circumventing regulations

IMPORTANT: Hashtag Guidelines

Hashtags should be DIVERSE and NATURAL,
NOT always related to wildlife trafficking:

GOOD Hashtag Practices:

e Mix WLT and non-WLT hashtags: Include
normal, everyday hashtags alongside any
trafficking-related ones

» Use general topics: #art, #collection, #antiques,
#handmade, #rare, #vintage, #luxury, #invest-
ment

¢ Geographic hashtags: #L.ondon, #NYC, #Asia,
#Europe (normal location tags)

* General selling hashtags: #forsale, #collector,
#auction, #deal, #offer, #seriousbuyers

* Hobby/interest hashtags: #collecting, #artlover,
#history, #culture, #craftsmanship

* Social hashtags: #followme, #like4like, #insta-
good, #photooftheday

x STRICTLY AVOID These Hashtag Patterns:

* Obvious trafficking tags: #ivorytrafficking, #il-
legalivory, #poaching, #blackmarket, #wildlife-
trade, #wildlifecrime, #ivorytrade, #smuggling

¢ Too many WLT-specific hashtags: Don’t make
it obvious through hashtags alone

* Repetitive patterns: Don’t use the same hashtag
combinations across samples

* Over-tagging: Use 1-4 hashtags maximum per
tweet

Examples of Good Hashtag Usage:
» Tweet about ivory item: “Beautiful piece avail-
able #art #collector #London”
* Tweet about rhino horn: “Rare find for serious
buyers #antiques #investment #PM”
» Tweet about elephant tusk: “Exclusive collection
now #vintage #forsale #culture”

Key Principle: Hashtags should make the tweet
look NORMAL and blend into regular social media,
not advertise illegal activity.

Data Format Requirements
Generate data in the following format:

* tweet_text_cleaned: The main tweet content
* user_description_cleaned: User bio/description

» source: Network connection indicator (repre-
senting follower/following chain relationships -

LLINT? LLINT3

use values like “I-hop”, ‘“2-hop”, “seed_user”,

LEINY3

“follower_chain”, “network_neighbor”)

e label: Classification label (use “1” for
WLT/wildlife trafficking posts)

## Note: No training examples available - using
zero-shot generation.

Content Generation Guidelines
Tweet Text Requirements

* Keep tweets under 280 characters (Twitter/X
limit)

» Use ONLY English language - no other lan-
guages, symbols, or non-English characters

e For URLs (when included), use placeholder:
{{URL}} (do not generate real URLSs)

* For mentions (when included), use placeholder:
{{MENTION}} (do not generate real user-
names)

* URLs and mentions are OPTIONAL - not every
tweet needs them

» Use hashtags strategically: Follow the hashtag
guidelines above - mix normal and relevant hash-
tags

* Maintain natural tweet language patterns includ-
ing:

Informal tone and conversational style
Common abbreviations (but, ur, etc.)

Natural use of hashtags (#topic) - but keep
them realistic and diverse

Emojis where appropriate (but not excessive)
Varying sentence structures and lengths

User Description Guidelines
* Create realistic user bios (50-160 characters typ-
ical)
* Include diverse backgrounds, interests, and de-
mographics
* Use common bio patterns like:
Professional titles/roles
Location information (City, State/Country)
Interests and hobbies
Personal characteristics
Contact information placeholders

Wildlife Product Trading Content Guidelines

* Focus on ILLEGAL ivory trafficking specifi-
cally from elephants, rhinos, walruses, etc.

* Include commercial/selling intent in every gen-
erated tweet:
— Pricing information (e.g., “£1500-20007,

“$800”, “best offer”)

— Availability statements (‘“for sale”, “available

LI RT3

now”, “in stock™)




— Product descriptions with selling language

(“superb”, “rare”, “authentic’)
— Contact/transaction prompts (“PM for details”,
“serious buyers only”)
« Illegal wildlife product vocabulary:

— ILLEGAL ivory products: carved elephant
ivory, rhino horn carvings, walrus ivory fig-
urines

— Trafficking indicators: “fresh”, “new arrival”,
“direct from source”, “no papers needed”

— Product descriptors: authentic, hand-carved,
genuine, recently acquired

— Avoid obvious trafficking terms - use coded
language like “white gold”, “special material”

* Illegal selling behaviors:

— Circumventing regulations (“no documenta-
tion required”, “private transaction”)
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— Auction-style language (“estimate”, “starting
bid”)
— Claims of authenticity without legal proof

LEIT3

(“guaranteed genuine”, “real thing”)

LT3

— Urgency/secrecy tactics (“limited time”, “must
sell quickly”, “discreet sale”)

— Underground market language (“exclusive col-
lection”, “rare find”)

Source Network Indicators Include realistic net-
work connection values:
e “1-hop” (direct follower/following)
* “2-hop” (second-degree connection)
» “seed_user” (original trafficking user)
» “follower_chain” (connected through followers)
* “network_neighbor” (within trafficking network)
¢ “connected_seller” (linked to other sellers)

Generation Instructions

IMPORTANT: Generate ONLY wildlife traffick-
ing posts (label = 1). Follow the patterns shown in
the positive examples above.

Generate 5 new synthetic samples that:

1. Follow the same style and patterns as the positive
examples

2. Include similar vocabulary and phrasing patterns

3. Maintain the same level of coded/discrete lan-
guage

4. Include commercial intent and wildlife product
references

5. Use realistic user descriptions and sources

6. Use diverse, natural hashtags as per the hash-
tag guidelines

Example Generation Pattern
For each synthetic sample, provide:

SAMPLE 1:

tweet_text_cleaned: [Generated
WLT-related tweet with
commercial intent and natural
hashtags]
user_description_cleaned:
[Realistic user bio that might
engage in wildlife trading]
source: [One of the network
connection indicators]

label: 1

SAMPLE 2:

tweet_text_cleaned: [Generated
WLT-related tweet with
commercial intent and natural
hashtags]
user_description._cleaned:
[Realistic user bio that might
engage in wildlife trading]
source: [One of the network
connection indicators]

label: 1

Continue this pattern for all 5 samples.

Final Validation Checklist
Before finalizing each generated sample, verify:

0 Tweet is under 280 characters
O Only English language used

O URL placeholder {{URL}} used correctly (if
URLS are included)

O Mention placeholder {{MENTION}} used cor-
rectly (if mentions are included)

[1 Hashtags are diverse and natural (mix of nor-
mal and relevant tags)

L1 Content represents ILLEGAL wildlife trafficking
(not color, geography, or legal items)

[0 Tweet involves recently trafficked wildlife prod-
ucts

U Includes underground/black market selling char-
acteristics

L] Avoids legitimate ivory contexts (antiques with
documentation, color references, etc.)

[0 User description is realistic and diverse

00 Source represents network connection (not plat-
form source)

O Opverall quality matches the training example pat-
terns shown above

0] Label is set to 1 for all generated samples




Additional prompt to provide examples in the
few-shot setting for data augmentation

Example Patterns from Training Data

Here are real examples from the dataset showing the
patterns you should follow:

Wildlife Trafficking Examples (Label = 1): Ex-
ample 1:

e tweet_text_cleaned: [Generated WLT-
related tweet with commercial intent and natural
hashtags]

e user_description_cleaned: [Realistic
user bio that might engage in wildlife trading]

e source: [One of the network connection indi-
cators]

e label: 1
Example 2:
e tweet_text_cleaned: [Generated WLT-

related tweet with commercial intent and natural
hashtags]

* user_description_cleaned: [Realistic
user bio that might engage in wildlife trading]

e source: [One of the network connection indi-
cators]

e label: 1
[Continue pattern for Examples 3-6...]
Non-Trafficking Examples (Label = 0) - DO NOT
GENERATE THESE: Counter-Example 1:

* tweet_text_cleaned: [Non-trafficking con-
tent example]

* user_description_cleaned:
user bio]

[Regular

e source: [Network connection indicator]
e label: 0
Counter-Example 2:

* tweet_text_cleaned: [Non-trafficking con-
tent example]

* user_description_cleaned:
user bio]

[Regular

¢ source: [Network connection indicator]
e label: 0

B.2 Prompt for fine-tuning our models (i.e.,
WildLlama and WildQwen)

A prompt for fine-tuning

Classify if this tweet indicates wildlife trafficking
or illegal ivory trade. Positive: selling, buying, pric-
ing, auctioning, or trading ivory or protected animal
products. Negative: conservation news, history, or

ivory as color reference.

B.3 Prompts for Inference

This section presents prompts in zero-shot and few-shot set-
tings for the inference, as well as a prompt for our model’s
inference.

A prompt in zero-shot setting for the inference

””You are given a tweet containing information
about various items, including possible references
to wildlife-related products. Please determine if the
tweet is related to wildlife trafficking or illegal
wildlife trade. Focus on keywords such as ivory,”
“mammoth ivory,” ’carved ivory,” “antique ivory,”
“ivory figurine,” and related terms which may indi-
cate the sale or trade of protected animal products.
Classification Criteria: Wildlife Trafficking Related:
The tweet contains references to ivory, mammoth
ivory, carved ivory, or other animal-derived prod-
ucts, and mentions sales, auctions, or products that
could be associated with illegal wildlife trade. This
includes descriptions of ivory items that may suggest
they are being sold or traded, or any reference to pro-
tected animal products like “’ivory figurines,” ”mam-
moth ivory carvings,” and similar terms. Tweets with
URLSs, mentions of auctions, or sales offers related
to such products are also considered trafficking-
related.

Non-Wildlife Trafficking Related: The tweet does
not mention wildlife products or does not reference
any items related to endangered or protected animal
species. It could mention ivory in a non-trading con-
text (e.g., discussing historical artifacts, legal sales,
or legal antiquities)

Tweet: “tweet_text”

Classification:

A prompt in few-shot setting for the inference

””You are given a tweet containing information
about various items, including possible references
to wildlife-related products. Please determine if the
tweet is related to wildlife trafficking or illegal
wildlife trade. Focus on keywords such as "ivory,”
”mammoth ivory,” ”carved ivory,” “antique ivory,”
“ivory figurine,” and related terms which may indi-
cate the sale or trade of protected animal products.

Classification Criteria: Wildlife Trafficking Related:
The tweet contains references to ivory, mammoth
ivory, carved ivory, or other animal-derived prod-
ucts, and mentions sales, auctions, or products that
could be associated with illegal wildlife trade. This
includes descriptions of ivory items that may suggest
they are being sold or traded, or any reference to pro-
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tected animal products like “’ivory figurines,” ”mam-




moth ivory carvings,” and similar terms. Tweets with
URLSs, mentions of auctions, or sales offers related
to such products are also considered trafficking-
related.

Non-Wildlife Trafficking Related: The tweet does
not mention wildlife products or does not reference
any items related to endangered or protected animal
species. It could mention ivory in a non-trading con-
text (e.g., discussing historical artifacts, legal sales,
or legal antiquities)

Here are some examples:

Tweet: ”[Example tweet text 1]” Classification: [Ex-
ample label 1]

Tweet: ”[Example tweet text 2]” Classification: [Ex-
ample label 2]

Tweet: ”[Example tweet text N]” Classification:
[Example label N]

Tweet: “tweet_text”

Classification:

A prompt for our model’s inference

Classify if this tweet indicates wildlife trafficking
or illegal ivory trade. Positive: selling, buying, pric-
ing, auctioning, or trading ivory or protected animal
products. Negative: conservation news, history, or
ivory as color reference.




