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Abstract

Whenpadet filtering is usedas a securitymedanism,
differentroutersmayneedto coopeate to enfoice the de-
siredsecuritypolicy. It is difficultto ensue thatthey will do
socorrectly

We introducea simple languagefor expressingglobal
network accesscontmol policies of a kind that filtering
routersare capableof enfocing. We thenintroducean al-
gorithmthat, giventhenetworktopology will computea set
of filters for theindividual routers;thesefilters are guaran-
teedto enforce the policy correctly. Sincethesefilters may
not provideoptimal servicea humanmustsometimeslter
them.A secondalgorithmcompaesa resultingsetof filters
to the global networkaccessontiol policy to determineall
policy violations,or to reportthat noneexist.

A prototypeimplementatiordemonstatesthat the algo-
rithms are efficient enoughto give quick answergo ques-
tionsof realisticscale

1 Intr oduction

Onenetworksecurityproblem—oubf mary—is aprob-
lem of accesgontrol: namelyto ensurehatif apacketsuch
asan |p datagrantravelsfrom oneportion of a networkto
anotherthenit hassomelegitimate businesghere. For in-
stancejf the packetcomesfrom anareathatis considered
untrustwortly andreachesnotherareathatis consideredn
needof protection thenthepacketshouldprovide adesired
serviceandaservicethatwill notdamageherecipient.

Differentmechanismsnay be usedto solve this access
control problem, possiblyin combinationwith eachother
but filtering routersarelikely to play amajorroleif it is im-
plementedht the networklayer. In this paperwe introduce
a framework for statingthesenetworkaccessontrol poli-
ciesandfor implementinghemreliablyviafiltering routers.

*Work supportedy the NationalSecurityAgencyunderUnited States
Army CECOM contractDAAB 07-96-C-E601. This paperappearsn the
Proceedings1997IEEE Symposiunon Securityand Privacy.

While we usethevocahulary of TcP/IP, theideasandmeth-
odswe introducearealsoapplicableto otherprotocols.

Thecrucialissuewewill considerarisesecausaereral
routersareofteninvolved. Whenseveral differentnetworks
areinvolved, or whenthe securitypolicy imposedifferent
constraintaasa packettraversesa successiownf areasthen
severalrouterswill have to cooperateo enforcethe policy.
A networkadministratormust configuretheserouters—or
perhapsiegotiatewith the networkadministratoat another
organizationin somecases—sahat their compositeeffect
is to enforcethe desiredaccessontrols. It is difficult to
determineéby handwhatdivision of laboramongtherouters
will ensurethatthe constraintawill be enforcedno matter
whatpaththroughthe networka packetmight take. Thisis
aproblemof localization.

This paper makestwo contritutions. The first is a
straightforwardway to definea securitypolicy for a net-
work, asa globalpolicy aboutwhatpacketsangetwhere,
regardlessf path. The seconds a methodfor solvingthe
localizationproblem to determinghefiltering decisionf
individualrouters.Thesedecisioncanbebasednly onlo-
cal information: namely what interfacethe packetarrived
at; whatinterfacethe packetwill beroutedoutthrough;and
whattheheadersay An adwantageof thisapproaclhis that
it can be madefully rigorous[9], yielding an automated
verificationmethodfor this particularsecurityproblem. A
prototypeimplementatiorhelpedus refinethe methodand
establishits feasibility.

Becausewve will consideronly a logical descriptionof
thefiltering to bedoneat eachrouterinterface we will coin
a new phrase. A “filtering posture”will meanan assign-
mentof filter functionalbehaior to eachrouterinterfacein
a network. It doesnot specifythe routerconfiguratiorfiles
that will implementthis functional behaior; it stipulates
only thelogical effectsthatthoseconfiguratiorfiles should
achieve. We will notdiscusshow to encodea filter config-
urationfile thatwill correctlyenforcethosechoiceson the
equipmengctuallyavailable.

In Section2 wewill introduceanexampleof thenetwork
accesscontrol localizationproblem. Section3 describes
how we formalize security policies, and it introducesthe
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Figure 1. Example Corporate Network

networkmodelwithin whichwe will work. Sectiord intro-

ducesa simplelanguagehat canbe usedto represennet-
worksandpolicies. We encodeour motivatingexamplein

thelanguage Section5 turnsto policy enforcementit de-
scribeshow to solvethelocalizationproblem.A conclusion
(Section6) summarizeandmentionssomefuture work.

2 A Motivating Example

Supposethat a corporationhas a network containing
a peripheralsubnet—ascreenedsubneton which its fire-
wall is implemented—togetheavith two groupsof subnets,
oneservingits financialdepartmentandthe otherserving

its engineeringdepartments. The corporationcooperates

closelywith anallied organizationwhich needsspecialac-
cesdo thecorporations engineeringnetworks.

The situationis displayedin Figurel. We will saythat
a host(or singlephysicalnet) is internal if it lies eitherin
theengineeringreaor in thefinancialarea;it is corporate
if eitherit is internalor elseit liesin theperipheryarea.

Usersrely on the networkfor servicesmplementedoy
application protocols such as smTp for electronic mail,
FTP, HTTP, and TELNET, andalsodatabaseueriesto the
databasesener shavn in the engineeringarea. Database
gueriesuseremoteprocedurecalls via ubpP packetgo port
1025(let ussay)on thatsener. FTP, HTTP, andTELNET to
theexternalareaareproxiedusinganapplicationlevel fire-
wall on the proxy hostshawn in the peripheryarea. Thus,
connectiondor theseprotocolsinvolve either an internal
host (the client) and the proxy host or else alternatvely
the proxy hostand an external host (the sener). smMTP
is not proxied; however, connectionsare permittedonly
with the mail senersin theengineeringandfinancialareas.
Databasejueriesfrom the externalareaarenot permitted.

Hostsin the allied areaare permittedunproxiedfFTP,
HTTP, and TELNET to the engineeringarea(but not to the
financial area). In addition, they are permittedto submit
databasejueries. We shallwantto be surethat theseser
vicestravel directly betweertheallied areaandtheinternal
networks;if they wereto travel throughthe external area,
they could be spoofedor hijacked. Corversely all pack-

etsenteringthe internalnetworksfrom the allied networks
shouldreally originatein the allied area,asthey have by-
passedhe controlsimplementedn the peripherynetwork
andits proxy host.

Theremay also be constraintson connectionsdetween
engineerin@ndfinance.ForinstancefFTp, HTTP, andTEL--
NET may be permittedonly if theseneris in theengineer
ing arearatherthanthefinancearea.Possiblythe engineers
will attemptto discover their supervisorssalariespr to in-
creaseheirown. Cobb[8] pointsout thatinternal

firewalls can notably reducethe threatof inter-
nalhacking. ., aproblemwhichconsistentlyout-
ranksexternalhackingin all thesuneys.

3 Formalizing the Security Goals

How canwe formalizethesesecuritygoals? Two types
of ingredientappeato berelevant:

1. Whichareasasthe packetraversedfor instancewas
it oncein the externalarea,andhasit now reachedhe
engineeringrea?

2. What doesthe packetsay? This in turn involvespri-
marily four ingredientsalthoughothers(e.g.syn and
ack bits) arerelevantatanimplementatiorevel:

e Theip sourcefield of thepacket;
e Thelp destinatiorfield of the packet;

e TheservicethatthepacketsupportsThisis gen-
erally disclosedby eitherthe sourceport or the
destinationport, containedin the TCP or uDP
segmentin the packet;

¢ Whetherthe packets traveling from theclientto
the sener or from the sener to the client. Con-
ceptually this may be inferredfrom whetherthe
recognizablesener port appearsas the source
portor thedestinatiorport, althoughrouterhard-
waremay usethe syn andack bits instead,in
the caseof the crucial packetghatsetup a Tcp
connection.

Ingredientl concernghe actualpathof the packetasit tra-
versesthe network, regardlessof whatit claims. Ingredi-
ent 2 concernsonly what the packetclaims, not whereit
hasreally passed.Thesetwo kinds of informationdiverge
when routerssend packetsthrough unexpectedpaths, or
whenpacketsare spoofedor whenpacketsareintercepted
beforereachingheir nominaldestinationsA usefulnotion
of securitypolicy mustconsidetbothkindsof information.



3.1 Policy Statementsand Policies

We adopta simplenotion of networkaccesgontrolpol-
icy that balancesactualtrajectoryand headercontents. A
policy statementoncerngwo distinct areasoccurringin
the actualpathof the packet,oneearliernetworkareaand
onelater networkarea. If ¢ is somepredicateof packets,
andp rangesover packetsthen

If p waspreviously in a; and later reachesas,
thené(p)

is apolicy statementvhena; # as. It requiresthata, be
protectedagainstnon-¢ packetsif they have ever beenin
a;. Forinstance,

If p waseverin theexternalareaandlaterreaches
the engineeringarea,thenp shouldbe an smTP
packetwith its destinatiorthe mail host

would bea policy statementelevantto the corporateexam-
ple.

It would alsobe possibleto considemmorecomplicated
policy statementsinvolving e.g.threeareas.As an exam-
ple, we mightrequirea packetthatcamefrom the external
areavia theallied areaandeventuallyreachedheengineer
ing areato have:

e anexternaladdresssits IP sourcefield;
e aninternaladdresssits I1P destinatiorfield;

e asourceor destinatiorport of 25, indicatingthatit is
ansMTP packet.

Otherpacketscouldnot passhroughtheallied area.
However, realistic securitygoalsappearto be express-

ible usingtwo-areapolicy statements.In the caseof our

example,we could replacethis three-aregolicy statement

with a(slightly stronger)pair of two-aregpolicy statements.

Thefirst would requirethatif a packetp thatwasin the ex-
ternalareareachesheallied areaandif p hasa destination
addresd$n theinternalareasthenp’s sourceaddresshould
bein theexternalareaandp’s serviceshouldbe smTp. The
secondwould requirethatif a packetp thatwasin the al-
lied areareacheghe engineeringareathenp’s destination
addresshouldbe in oneof the internalareas.If this pair
of two-areastatementsire satisfied thenthe three-areae-
quirementwill alsobe satisfied.The extra strengthof these
two-areastatementsvasprobablydesiredaryway: namely
thatthe corporations internalnetworksshouldnot be used
asapass-througfrom theallied organization.

Anotheradwantageof usingonly two-areapolicy state-
mentsis that efficient graphalgorithmscansolve thelocal-
izationproblem.

Therefore a policy statementvill henceforthbe a two-
areastatementassertinghatary packetp thatwasin one

Source Destination | Service
1. external proxyhost | ftp,http,tel net
(from sener)
2. external mail seners | smt p (to/fromsener)
3. allied mail seners | smt p (to/fromsener)
4. proxyhost | internal ftp, http,
t el net (from sener)

Table 1. Packet Constraints for Inbound Traf-
fic

areaand later arrivesin a differentareameetssomecon-
straintg(p).

A policy will meana setof policy statementspne for
eachpair of distinctareasa;, a». The constraintmay be
vacuouslytrue, allowing everythingto passhetweenthem;
or elseat the other extreme, unsatisfiable requiring that
nothingpass.

3.2 Policy for the Corporate Example

Tablel illustratesthe propertiesof packetheadersele-
vantfor packetdraveling from the externalareaor the pe-
ripheryto theinternalcorporatenetworks.

o If apacketp traveledfrom the externalareato the pe-
riphery area,thenone of the first threeconstraintan
Tablel holdsof p.

o If apacketp traveledfrom the externalareato theen-
gineeringor financial area,then constraint2 or con-
straint3 in Tablel holdsof p.

o If a packetp traveled from the peripheryareato the
engineeringor financial area,then constraint2, con-
straint3, or constrain# in Table1 holdsof p.

No otherpacketsshouldbe permittedto enterary internal

area,if they have ever previously beenin the external or

peripheryareasAll of thesecuritygoalswe have described
canbecodifiedin this way.

3.3 Network Model

We regard a network as a bipartite graph. The nodes
of the graphconsistof the areaswe wish to separate—
finance,engineeringperiphery external,andallied, in our
example—togethewith the routers(or dual-homecdhosts)
that connectthe areasand move packetsbetweenthem.
Thereis an (undirectededgebetweerarouterandanarea
if therouterhasaninterfaceon thatarea.

Intuitivenotionssuchasa paththroughthe networkmay
be formalized by natural mathematicakoncepts[9]. A



paththroughthenetworkis asequencef immediatelycon-
nectednodeson the associatedipartite graph. Thus, we
ignoreissuesof routing, so that our conclusionswill hold
evenontheconserativeassumptiotthatroutingtablesmay
changeunpredictably

Formalizinga real-worldnetworktakessomecare. We
canexpressaccesgontrol policieson the networkonly if
they involve flow of packetsfrom one areato a different
area;we cannotexpressrequirement®n packetdraveling
within a singlearea. Nor could we enforcetheserequire-
ments. Thus,our securitygoalsmustdeterminethe granu-
larity of themodel.

In addition, we mustensurethat all of the real-world
connectvity betweerdistinctareasn our networksis rep-
resented. We cannotenforceaccesscontrolson the traf-
fic betweerareasf we do not know whatrouters(or dual-
homedhosts)may move packet§rom oneareato another
Ontheotherhandtheareagnayrepresentargecollections
of physicalnetworksthat have mary routerswithin them.
Thoseinternalroutersareof no interestfor ouranalysis.

3.4 Abstract Addressesnd Abstract Packets

We do not carewhethera packetis destinedfor one
desktopmachineor another We needonly distinguishad-
dresse# they lie in differentareasopr if they representis-
tinguishedhostssuchasa proxy hostor a mail host.

This leadsto the notion of an abstract address An ab-
stractaddresdss the nameof a distinguishedhost or the
nameof anarea. An areanamewill representhe address
of ary of the ordinary undistinguishechostsof that area,
while a distinguishedhost namerepresentshe addresof
that host. We will regard an abstractaddressas a single
itemin our mathematicainodel,eventhoughit mayrepre-
sentmary real, concretel p addressesWe simply do not
careto differentiatethosei p addressedjecauseur secu-
rity goalstreatthemuniformly. In our corporateexample,
thereare just nine abstractaddresses—ye areasand four
distinguishedhosts—despitehe fact that the corporation
andits allied organizationmay usehundredor eventhou-
sandof i p addresses.

We defineanabstiact padketp to consistof:

e An abstractddressalledthesourceof p;
e An abstractddressalledthedestinatiorof p;
e A service;

e Anorientationwhichis oneof thevalues o_ser ver
andf romser ver.

The serviceof at cp or udp packetmaybeinferredfrom
its destinatiorport or its sourceport, dependingvhetherits
orientationist o_ser ver orfromserver. Theservice

of ani cnp messagenaybeinferredfromitsi cnp header
t ype andcode fields. However, nothingin the analysis
describedelov depend®n how the servicesaremodeled,
soothernotionsof servicecanbeincorporatedin addition,
otherpacketattributescanbeaddedbeyondtheorientation
attribute;for instanceanattribute couldbe usedto indicate
whetherthe heademwasauthenticatedpr whetherthe body
is atunneledencryptedracketl, 2].

Weregardanabstracpacketasasingleitemin ourmath-
ematicaimodel,eventhoughit representmary concrete p
packets.Thesei p packetsaresimply indiscernible asfar
aswe are concernedso our theoryidentifiestheminto a
singleabstracpacket.

Sincethe policy in our corporateexample concernssix
differentprotocols(countingthe FTP controlanddatacon-
nectionsseparately)thereare9 x 9 x 6 x 2 = 972 differ-
entabstractpackets.Thus,a reasonabljcomplex network
reducedo a very modestnumberof significantlydifferent
cases Our methodsarepractical,however, evenin specifi-
cationswherethe numberof abstractpacketss far larger.
Neitherthe usersuppliedspecificationsior our algorithms
needto enumeraténdividualabstracpacketssincetheno-
tion of arectangle(Sectiord.2) allows usto treatlarge col-
lectionsof abstracpacketauniformly.

Giventhenotionof anabstracpacketwe mayformalize
the constraintsusedin expressingpolicy: a constrainty is
simply a setof abstracpackets.

3.5 Filtering Postures

Ourgoalis to implementetworksthatcanfaithfully en-
forcepoliciesof thekind we have justintroducedpy means
of assignindfilters to routerinterfaces.We represena fil-
ter by a constraintp; it representshefilter thatwill passa
packetp justin casep € ¢.

We will in fact associatéwo filters with eachrouterin-
terface. One examinespacketsasthey comeinboundover
theinterfaceinto the router;the otherexaminespacketsas
they go outboundover theinterfaceout of theroutet

This roughly correspondswith the filtering facilities
of commercially available routers, for instance, Cisco
routers[6]. Somerouters suchasNetworkSystemsCorpo-
rationrouters[11], provide somevhatmoreflexibility than
this, while some(for instanceplder Ciscorouters)provide
somevhatless.

A filtering postureis an assignmenof inboundandout-
boundfiltering constraintso eachinterface. Sincean in-
terfaceis determinedby a choiceof anareaanda routet
we formalize a filtering postureas a pair of functions
(i nb, out b). Eachof thesefunctions,whengiven asar
gumentsan areaa anda routerr, deliversa constraintg
asits value. We interpret¢ asthe setof abstractpackets
permittedto passthefilter at thatinterfacein the direction



(areas

;o nane di stinguished hosts
(external)

(peri phery pr oxy- host)

(engi neering eng-mai | -server db-server)
(financial financial-mail-server)
(allied))

(connectivity
;; router name
(per/ext-router
(per/eng/ fin-router

ar eas
peri phery external)
peri phery engi neering
financi al)

engi neering allied)
allied external))

(eng/al li ed-router
(allied/ext-router

(services

(tel net tcp 23)

(ftp tcp 21)
(ftpdata tcp 20) ...)

Table 2. Specifying the Corporate Network

indicated.

4 A SpecificationLanguage

We now describea notationin which networkspecifica-
tions, servicesandpoliciescanbe presentedOur notation
hasa Lisp-like syntax,becausehatis particularly simple
for programs—especiallyisp programs—tamanipulate.

4.1 Networksand Services

A networkspecificatiorusestwo forms,oneanar eas
expression,which gives the namesof the areasand of
the distinguishechostslocatedwithin eacharea,while the
other a connecti vi t y expression givesthe namesof
the routers,togetherwith the areason which eachrouter
hasinterfacesTheformsfor ourexamplearein Table2. A
commentstretchegrom a semicolonto theendof theline.
Servicesareintroducedy protocolandsener portnumber

4.2 Setsof Hostsand Setsof Services

In thissubsectionvewill introducethelinguisticsupport
we needo expresolicy constraint®f thekindsillustrated
in Tablel. In orderto dosoin aform thatwe will beableto
processfficiently, we wantsimplewaysto expresspolicy
constraintghatconcernarge collectionsof packets.

Our choiceis to userectanglesof packets. A rectan-
gleis determinedy two setsof hosts representingespec-
tively the possiblesourceaddresseand the possibledes-
tinationaddressesanda “coloring” for the rectanglerep-

(defined-host-sets ; define sonme host sets
(internal ;' new nane
((areas engineering ; two areas
financial)))
(corporate
((areas periphery ; three areas
engi neering financial)))
(mai | - hosts
((with ; two disting. hosts
eng-mai | -server financial-mil-server))))

Table 3. Host Sets for the Corporate Example

resentingthe set of orientedservicespermittedfor pack-
etswith sourcesand destinationdn the rectangle. A col-
lection of rectangleswill represenarule. To avoid issues
aboutblendingcolors,we alwaysmaintainrulesin a form
in whichall of their rectanglegredisjoint.

Any setof abstracaddressnaybedefinedas:

All thehostswithin zeroor moreareas,
omitting zeroor moredistinguishedosts,and
includingzeroor moredistinguishechosts.

We presenta hostsetin the form:

((areas ananel anamen)
(wi t hout dhnanel dhnanem
(with dhnanemtl ... dhnanek))

whereary of the keywordsar eas, wi t hout , andwi t h
may be omitted if it introducesno names. They may
be combinedusing booleanoperationssuch as uni on,
di f f er ence, andsoon.

Our notationincludesadef i ned- host - set s decla-
ration thatintroducesan identifier abbreviating a hostset.
The hostsetdeclarationdor the corporateprotectionprob-
lem arepresente@sanexamplein Table3.

Oriented services are presented in the form
(service-name orientation). A set of ori-
entedserviceds currentlypresentedby thesymbolal | or
by a possiblyemptyparenthesizelist of orientedservices.

4.3 Rectanglesand Rules

A rectanglemaybe specifiedby giving:

e asourcehostsetsrc;

¢ adestinatiorhostsetdst

¢ alist osvcoof the orientedservicepermitted.

A rectangle = (src, dst svc$ appliesto anabstracpacket
p if p’ssourceis in src andp’s destinationis in dst If p



appliesto p and p’s serviceand orientationare in osvcs
thenp allowsp. If p appliesto p but doesnotallow p, then
p prohibitsp. We mayvisualizep asbeingdeterminedy an
interval src on the z-axis,aninterval dston the y-axis,and
acoloring. Thecoloringis thesetosvcof orientedservices
allowedfor packetgo which p applies. Two rectanglegy
andp; aredisjointif thereis nop suchthatboth p, andp;
applyto p; hencethey aredisjointif their sourcehostssets
aredisjoint or their destinatiorhostsetsaredisjoint.
Wewill representonstraint®n packetsasrules A rule
is a setof mutuallydisjoint rectanglesBecauséherectan-
glesthatmakeuparule arealwaysdisjoint, thereis noques-
tion abouttheorderin whichthey areapplied.In fact,rules
in our sensearelogical (declaratve). Whenrulesarecom-
binedto introducemorecomple rules,anexplicit operator
suchasdi sj oi n or conj oi n makesthe logical role of
thecomponentulesclear The declaratie semantic®f our
rulesis the main contrastwith the languagesisedfor cur
rentrouterconfiguratiorfiles, which areorderdependent.
Operatorson rulesinclude di sj oi n andconj oi n,
conpl erent ,andr ef | ect . Ther ef | ect operatoiin-
terchangeshe sourcehostsetandthe destinationhost set
of eachrectangldn arule,andit reverseghe orientationof
eachorientedservice. If a rule describenedirection of
eachof severalkindsof conversationthenitsr ef | ect ion
representtheotherdirectionof thesamecorversationsFor
adetailedpresentatiomf rectanglesndrules,see[9].

4.4 Policy for the Corporate Example

To illustratethe workingsof the specificatiorlanguage,
we will now presentpart of a formalizationof the secu-
rity policy for the corporateexample of Section2. We
startin Table 4 by introducing some notation, using a
def i ned-rul es form to give namesto useful rules.
Theseclausesiefinethreerules. Eachrule consistf a sin-
glerectangle Thefirst rule containsarectanglahatapplies
to packetswith sourcesn al | i ed or ext er nal andary
destination.Therectanglds coloredto allow ary oriented
service. The rectanglein the secondrule appliesto pack-
etswith ary source solong asthe destinatioris the single
distinguishecdhostpr oxy- host . Again, the rectangleis
coloredto allow ary orientedservice.Finally, thethird rule
containsarectanglghatappliesto packetswith ary source,
solong asthe destinationis one of the two mail hosts;the
coloringallowssmt p with eitherorientation.

Turningto the corporatesecuritypolicy, we requirethat
if p hasbeenin the ext er nal areaand arrivesin the
peri phery area,thenp’s sourceaddressnustlie either
in theext er nal areaorin theal | i ed area.Moreover,
p’sdestinatiormustbe eitherthe proxy host(locatedin the
peri phery area)or elseoneof the mail hosts(locatedin
theengi neeri ng andfi nanci al areas).If its desti-

(defined-rul e-sets

(source-non-corporate ; rule name
((((areas allied external)) ; sources
al | ; dests

all))) ; services
(dest - proxy
((all ; sources
((with proxy-host)) ; dests
all))) ; services
(dest-nmail-hosts
((all ; sources
mai | - hosts ; dests
((sntp to_server) ; services

(smtp fromserver))))))

Table 4. Auxiliary Rules for the Corporate Pol-
icy

(defined-rul e-sets
(ext ernal -t o- peri phery
(conjoin
sour ce- non- cor por ate
(disjoin dest-proxy dest-mail-hosts))))

(policy
powas in reachi ng rul e
(external peri phery external-to-periphery)
(periphery external (reflect

ext ernal -t o- peri phery)))

Table 5. Rules for the Periphery and External
Areas

nationis one of the mail hosts,thenit mustbe ansnt p
packetalthoughits orientationmay be eithert o_ser ver
orfromserver.

Corversely if p waseverin theperi phery area,and
laterreachesheext er nal areathenp shouldsatisfythe
reflection(Sectiond.3) of thisrule.

The policy statementsfor the external and
peri phery areasare formalized in Table 5. The
remaindeof the specificatioris equallystraightforward.

The input specificationanguagealso permitsa userto
specifyfiltering rulesfor particularrouter interfaces. We
assigna filter by giving the nameof the router, the direc-
tion, the areain which the interfacelies, anda rule speci-
fication. For instance,n the corporateexample,we could
specifyoneof thefilters for therouterbetweerext er nal
andper i phery asshavn in Table6. The prototypeuses
thesamenotationfor outputwhenit generatetocalizedfil-
teringrules. Hencein practice,it is not necessaryo write
router interfacefiltering specificationdirectly; the proto-



(interface-filtering-specs
(per/ext-router outbound ; to

peri phery

(disjoin dest-proxy dest-nmail-hosts)))

Table 6. Sample Filtering Rule: Out to Periph-
ery

type generates collection,and we may tailor their func-
tionality by editingthem.

5 Reasoningabout Policiesand Postures

Theideasintroducedn Sections3—4suggesalgorithms
that exploit the booleanoperationson constraintsn com-
binationwith the graphstructureof the underlyingnetwork
specification Thesealgorithmsmaybe usedto checka pu-
tative filtering posture(Section5.1), or to generate filter-
ing posturethatwill enforcea givenpolicy (Section5.2).

Bothof thesealgorithmsdependnthenotionof thefea-
sibility setof apath.Givenafiltering posturegi nb, out b},
thefeasibility setof a pathe is the setof all abstracipack-
etsthat survive all of the filters traversedalong the path.
Thatis, if o traversesrouterr, enteringit from areaa;,
thenanabstracpacketp is in the feasibility setof o only if
p € inb(ay,r). If o entersareaa, fromr, thenp isin the
feasibility setof o only if p € out b(as, r).

We cancomputethe feasibility setof a pathiteratively
by startingwith the setof all packets;aswe traversethe
inboundstepfrom a; to r, we take an intersectionwith
i Nb(ay, r); aswe traversethe outboundstepfrom r to as,
we take an intersectionwith out b(as, 7). The rectangle
representatiointroducedin Section4.3 allows usto carry
outsuchcomputationgeasonablfficiently.

We usethisideain bothof thefollowing sections.

5.1 Checkinga Posture

To checkthata postureenforcesapolicy P, we examine
eachpathbetweerareago ensurghatthefeasibility setfor
thatpathis includedin the policy statemenfor the areast
connects.If ¢ is a pathstartingat areaa, andterminating
at areaa;, we mustcheckthat the feasibility setfor o is
includedin P(ag, a;), i.e., the setof abstractpacketsthat
canactuallytraversethepathis asubsebf thesetof abstract
packetgpermittedto travel from a, to a;.

Algorithmically, it is enoughto checkthis propertyfor
nongyclic paths,asthe feasibility setfor a cyclic patho;
must be a subsetof the feasibility setfor ary nongyclic
sub-pathsy. The setof nongyclic pathsis fairly smallfor
reasonablexamples;in the caseof the corporateexample,

Violations found in passing
from external

to: engi neeri ng
al ong path through:
Vi ol ati ons:

<al |l i ed>

((((areas allied)) ; Srcs
((with db-server)) ; dsts
((db-query to_server)))

(((areas allied)) ; Srcs
((with eng-mail -server)) dsts

((snmp fromserver) (sntp to_server)))

)

Table 7. Error Report:
Source

Spoofing an Allied

20 nongyclic pathsbegin and end at areas(ratherthan at
routers).

We implementthe checkingalgorithm by a depth-first
graphtraversal.

Posture Checking: Corporate Example. Using this
method,we learnthat we mustfilter packetgpassingfrom
theext er nal areatotheal | i ed areato enforcethecor-
poratepolicy. Onemight have thought—perhapgraively—
that no filtering would be neededat that router asthereis
no policy statementonstrainingraffic betweerthem.

However, the checkingalgorithm detecteda violation.
Output,presentedn partin Table 7, indicatesthat packets
maytravel from ext er nal toengi neeri ng by way of
al I i ed, contraryto policy, if:

¢ they purportto have theirsourcein al | i ed, and

¢ they selecta destinationand servicethat would have
beenpermissiblehad the packetreally originatedin
allied.

Since one wants these packetsto enterengi neeri ng
if they have originatedwithin al | i ed, one must pre-
vent these packets from ever entering al | i ed from
ext er nal . Therearetwo waysto do so. Onecouldre-
jectthembecausehey have destinatioraddressem other
areas(“no pass-through”),or becausetheir arrival from
ext er nal with sourceaddressem al | i ed isfishy (“no
spoofing”).

In the caseof a particularfirewall familiar to the author
thefirst approachwastaken. Therouterat the point of en-
try to theallied organizatiorrefusego passnboundpackets
with corporate p addresseastheir destination.Thisis im-
plementedn thedevice’s routingconfigurationyatherthan
in its filtering configuration.The configurationcontainsno-
route assertionswhich stipulatethat thereis no route to
corporatelp addresses.The no-routeassertionsare static



in thatthe device will not updateits routingtablesno mat-
ter what informationreachest via routing protocolssuch
asegp or ospf . The no-routeassertiondave an adwan-
tageover usingfiltering rulesfor this purpose namelythat
whenpacketdntendedfor the corporationreachtheroutet
ani cnp packetis returnedadvisingthe previous routerto
updateits routing tables. This is preferableto having the
traffic silently disappearwhich would happenif the filter-
ing configuratioreliminatedthe misguidedpackets.

5.2 Generatinga Posture

Creatinga postureis amoreopen-endegroblem.There
are essentiallydifferentsolutions,differentwaysto assign
filtering behaior, possiblyto differentroutersor to differ-
entinterfacesof a router suchthatthe netresultenforces
theglobalsecuritypolicy.

The choicebetweenno pass-throughand“no spoof-
ing” justmentioneds oneexample;othersareeasyto con-
struct.

Outbound Filtering. Various posture generationalgo-
rithms can be basedon the idea of “correcting” a pree-

isting filtering postureF” = (i nb, out b). Supposeahato

is apathfrom areaa, to a; thatenterss; from routerr, and
supposehatthefeasibility setfor o is ¢. If ¢ is notasub-
setof the policy constraintP(ag, a;), thenwe canupdate
F to anew filtering postureF’ = (i nb’, out b’) whereF’

differsfrom F' only in that

out b’(a;,r) = out b(a;,r)\ (¢ \ P(ao, a;))

wheres \ v is the setdifferenceof ¢ andy. F' tightens F'
to preventary policy violationsthatwould otherwiseoccur
on the last stepof ¢. This changecannotcauseary new
policy violations,becausét cannotincreaseary feasibility
set.It canonly reducethefeasibility setsof otherpathsthat
alsotraversethis edge.

Hence,if we startfrom anarbitraryfiltering postureFy
anditeratethis correctionprocesdor every cycle free path
o, wewill obtainafiltering posturethatsatisfieshe policy
P. We organizethis processasa depth-firstiraversalof the
graphstartingfrom eachareain turn. It performsthetight-
ening by side-efecting datastructureghat hold the filters
for theindividualrouterinterfacesHowever, this recipefor
generatinga posturedoesnot say how to usethe inbound
filters effectively.

Inbound Filtering. We usetheinboundfilters for protec-
tion againstspoofing,becausdhey know which interface
the packethasarrived through,which the outboundfilter

1F! tightens F if inb/(a,r) C inb(a,r) andoutb’(a,r) C
out b(a,r), forall « andr.

doesnot. Marny human-constructefirewalls useinbound
filtersfor this purpose.

As a heuristic, we assumethat packetsfrom one area
shouldnot takea detourthroughanotherareato reacha di-
rectly connectedouter Our expectationis that therewill
normally be good connectvity within ary one area,and
thata packetoriginatingarywherein anareawill easilybe
ableto reacharouterif therouterhasaninterfacearywhere
in thatarea. Althoughthis expectationmay not alwaysbe
met—forinstancavhenanarealike ext er nal inthecor
porateexample,consistof mostof thelnternet—asecurity
policy maychooséo requirethatpacketsarrive asexpected,
andactdefensiely otherwise.

We mayeasilyformalizethisheuristic. Suppose packet
p reachesa routerr throughits interfaceto areaa, but the
sourcefield of p assertghatit originatesin areaa’ where
a’ # a. If r alsohasaninterfaceon a’, thenwe wantto
discardp. For, if p hadreally originatedwhereit claims
to have originated,thenp shouldhave reachedr through
its interfaceon a’. We will referto theinboundfilters that
implementthisideaasi nbyg.

We applyour correctiontechniquestartingwith i nb, as
inboundfilters. As outboundfilters, we startfrom the fully
permissiefiltersi nbg, definedsothatout bg(a, r) always
permitsall abstracpacketdo pass.Thecorrectionprocess
constrainghe outboundiltersto enforcethe policy P.

In constructing nb, we have usedonly the structureof
thenetworkspecificationnotthe policy or ary pre-«isting
filtering posture. Theseingredientsmay be consultedto
producesomevhat morefinely tunedfiltering postures.

Filter Generation: Corporate Example. Thefilter gen-
eration algorithm just describedproducesa good filter-

ing posturein the corporateexample. The inbound fil-

tering detectsspoofedpacketsenteringthe al | i ed area,
so the error in the hand-codedversion (presentedorevi-

ously in Table7) is eliminatedfrom the start. The filter-

ing specificatiorfor packetsnboundfrom ext er nal into

al I i ed/ ext-router is givenin Table8. Outbound
filters are generatedduring a depth-firsttraversal of the
graph, by progressie tighteningto ensurethat the feasi-
bility setfor ary pathwill alwaysbe includedin the set
permittedby the policy. Thefilters for the routerbetween
engi neeri ng andal | i ed areshavn in Table9.

This filter generatioralgorithmis by no meanddealfor
all purposes A humanusercansometimesmprove its re-
sultsby editing the output, usingthe filter checkingalgo-
rithm to ensurethatthe new versionstill enforceghe secu-
rity policy. Variantsof the filter generatioralgorithmcan
alsoimprove thefiltering posturesomavhat.



(interface-filtering-specs
(allied/ext-router inbound
externa
((((areas allied))
any
()
(((areas financial engineering
peri phery external))
any

all))))

1

Table 8. Generated Inbound Filtering:

bound from External

(interface-filtering-specs
(eng/al lied-router
out bound pto
engi neering
((((areas allied)) ;
((areas
allied financial
peri phery external)
(wi t hout
financial-mail-server))
()

(((areas ;
financial periphery
external))

any ;
()

(((areas allied)) ;
((with db-server)) ;
((db-query to_server)))

(((areas allied)) ;
eng- unt rust ed ;
((http to_server)

(ftp_data to_server)
(ftp to_server)
(telnet to_server)))

(((areas allied)) ;
mai | - host s
((snmtp fromserver)

(sntp to_server)))

(((areas engi neering)) ;

any ;

all))))

Table 9. Generated Outbound Filtering:

Allied/Engineering Router

Srcs

dsts

Srcs

dsts

srcs
dsts

srcs
dsts

Srcs

dsts

srcs
dsts

from

srcs
dsts

Srcs

dsts

In-

The

| Example| Areas| SpecSz | Filter Sz | Time ]
Corporate 5 4538 11361| 0.63
2 Corps. 8 9009 22082 | 3.72
3 Corps. 11 14167 42975| 17.3

Table 10. Timings for Filter Generation

5.3 Prototype Implementation

The machineryof rectanglesandrulesleadsto an effi-
cientimplementation.A prototypehasbeenimplemented
usingthe T programmindanguagg10].

Although mary improvementsand optimizationremain
possible, run-times for these algorithms are negligible.
Timings given in Table 10 were madeon a HyperSparc
processqra 125MHz, 131 SPEC INTg92 machine. The ta-
ble displaysthe numberof areador eachexample,the size
of the input specificatiorfile in bytes,the size of the gen-
eratedfiltering posturein bytes,and the run time in sec-
onds. This is the time usedto generatdfilters using the
correctionapproach.We shav the corporateexampleand
two expansiongf it. In theseexpansionsiwo or threecor-
porations(respectiely) areconnectedo theal | i ed and
ext er nal areasasthe corporationis in the original ex-
ample.Eachcorporatiorhasits own peripheryengineering
and financial areas. Their policies are similar to the one
presentedWe suspecthatmary realisticexampleswill be
smallerthanthethree-corporatioexampleshavn here.

6 Conclusionand Futur e Work

We believe that this approactto specifyingandanalyz-
ing networkaccesgontrolpolicieshassubstantiabenefits.
It providesa compactunambiguoustatemenbf the secu-
rity goalsfor a particularnetwork.It providesamechanical
solutionto the localizationproblemfor deriing filter be-
havior thatwill enforcea securitypolicy. It providesa fully
mechanicatheckasto whetheraproposedocalizationsuc-
cessfullyenforcesa policy.

Severalareagemainfor futurework. First,in additionto
thelocalizationproblem thereis alsoamatterof implemen-
tation, namelyencodinga filter configurationfile that will
correctly enforcethosechoiceson the equipmentactually
available. Work in this directionis underway at MITRE.
Second,we have not concentratecn aspectof network
accesgontrol neededo protecttheroutersthemseles,as
opposedo usingtheroutersto protectthe hostson thevar
ious networkareas.Someextra machinerywould allow us
to modelthisin a naturalway. Third, currentinterestin au-
thenticatecheaderg3, 1] andin usingtunneled encrypted
packetgo supportvirtual privatenetworks[2] will call for



someextensiongo the methodslescribedhere.

Therearealsosomeextensionsof largerscopeunderde-
velopment,namelyspecification®f serviceandrouter se-
curity testing

A networkservicepolicyis dualto anetworkaccesgon-
trol policy. It characterizetheminimumlevel of servicebe-
tweenareaghatshouldbe assuredy thefiltering posture.
A methoddualto thatof Section5.1 allows usto compute
whethera given filtering policy respectsa servicepolicy.
The combinationof this servicecheckingmethodwith our
security methodsshouldallow a humanoperatorquickly
to converge on a reasonabldiltering postureif ary exists.
Alternatively, the minimal desiredlevel of servicemay be
incompatiblewith the maximalpermissibldevel of secure
accessln this casecompromisesnay have to be made,or
additionalrouterspurchasedo changethe graphstructure
of thenetwork.

Therealworld beingwhatit is, a developmentmethod,
no matterhow systematiccallsfor a methodfor testingthe
results. Onewould like to takeeachindividual router, one
atatime,to testwhichconcreteacketst transmitsA large
numberof packetaareneededo exerciseall aspectof the
configurationfile. For eachpacket,one needsto predict
whetherit shouldbe transmittedor discarded.Whensup-
plementedwith informationaboutip addresseandsubnet
maskdor thedistinguishedhostsandtheareaspurnetwork
modelshouldbe highly effective, becausebstracipackets
distinguishjust thoseingredientsthat should make a dif-
ference. Generatinga setof testcasedy translatingeach
abstractpacketto concretei p packets—possiblgeveral
packetausingdifferentaddresses the samearea—should
achieve substantiatoverageof therelevantcasesvith mod-
eratenumberof packets.

Thesemethodssystematicallyenforce global network
accesgontrolpoliciesby combiningthelocal effectsof fil-
teringrouters.
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