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Abstract

Strandspaceanalysis[13, 12] is a methodfor stating
andprovingcorrectnesspropertiesfor cryptographicproto-
cols. In thispaperweapplythesamemethodto therelated
problemof mixedprotocols,and showthat a protocol can
remaincorrectevenwhenusedin combinationwith a range
of otherprotocols.

We illustrate the method with the familiar Otway-
Rees[10, 1] protocol. We identifya simpleandeasilyver-
ified characteristicof protocols,andshowthat theOtway-
Reesprotocolremainscorrectevenwhenusedin combina-
tion with otherprotocolsthathavethischaracteristic.

We also illustrate this method on the Neuman-
Stubblebineprotocol [9]. This protocol hastwo parts, an
authenticationprotocol(I) in which a key distribution cen-
ter createsand distributesa Kerberos-like key, and a re-
authenticationprotocol (II) in which a client resubmitsa
ticket containingthatkey. There-authenticationprotocolII
is knownto be flawed[2]. We showthat in the presence
of protocol II, there are alsoattacksagainstprotocol I. We
thendefinea variant of protocol II, andprovean authenti-
cationpropertyof I thatholdsevenin combinationwith the
modifiedII.

1 Intr oduction

In [13, 12, 14], weproposedageneralmodelfor encryp-
tion protocolsandusedthis modelto studyspecificproto-
cols.In thoseinstances,weassumedthattheprotocolswere
beingrun in a “pure” environment:onein which theproto-
col is usedin isolation.In suchanenvironment,all activity
wouldeitherbepenetratoractivity or theactivity of a legit-
imateparticipantof thatprotocol.

�
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In practice,however, no environmentis “pure.” Many
differentprotocolsmay be in useat the sametime, by the
sameparties,usingthesamecommunicationchannels.As
notedin [5], thereareat leastthreereasonsthat different
protocolsmightusethesamesecretinformation:

� Certificationis costly, souserswill wantto useasfew
certifiedkeysaspossible;

� Widespreaduse of cryptographicAPIs will lead to
multiple usesof key formats, and perhapsthe keys
themselves;and

� Smartcardshave limited capacities,so cardsthat are
usedfor multipleprotocolsmightusethesamekey ma-
terial for morethanoneprotocol.

Re-useof key material is also a considerationin proto-
cols with multiple parts,suchasthe Kerberos[6] andthe
Neuman-Stubblebine[9] protocols.Onesub-protocolmay
be usedto retrieve a ticket from a key distribution center,
while a secondsub-protocolis usedto re-presentthatsame
ticket to a security-awareserver. In suchascase,thesame
secretkey is usedin two differentways.

In thispaperwestudythecaseof mixedprotocols,where
principalsusesecretmaterialin morethanoneprotocol.In
suchcasesthetwo protocolscanpotentiallyinteract,form-
ing vulerabilitiesnot presentin eitherprotocolalone. We
apply thestrandspacemodelto suchcases,andshow that
the sameconceptsand techniquesas usedto analyzethe
pureenvironmentstill applyin thatof themixed.

Therehave beenpreviousattemptsto reasonrigorously
about protocol interactions. For instance,Meadows [8]
studiesthe InternetKey Exchangeprotocol, emphasizing
the potentialinteractionsamongits specificsub-protocols.
GongandSyverson[3] definea (fairly restrictive) classof
protocolssuchthatany membersof thisclassmaybefreely
mixedwithoutsecurityfailures.

However, ourapproachis somewhatdifferent.We study
agivenprotocol,whichwereferto astheprimaryprotocol,
and identify someloosely syntacticconditions. We then
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show thatany secondaryprotocolthatmeetsthesesyntactic
conditionsmay thenfreely mix with the primary protocol
withoutunderminingits secrecy andauthenticationproper-
ties.As weshallsee,thissortof resultis quitenaturalgiven
thestrandspaceproof methods.Theseresultsfall out from
a carefulexaminationof theproofsthat theprimaryproto-
col meetsits securitygoalsin isolation.

In the remainderof this paper, we start (Section2) by
providing a resuḿe of thestrandspacetheory. We thenex-
pandthetheoryto accomodatethecaseof mixedprotocols
(Section3). We then(Section4) revisit to a familiar exam-
ple,theOtway-Reesprotocol,whichwefirststudiedin [12].
We reproducesomeresultsfrom [12] in thenew context of
a mixedenvironment,andobtaina generalcontraintwhich
mustbe metby the otherprotocolsin theenvironmentfor
Otway-Reesto maintainits correctnessproperties.

In Section5, we turn to theNeuman-Stubblebineproto-
col [9], intendedasanexampleof a protocolwith multiple
parts. The first part of the Neuman-Stubblebineprotocol,
calledthe authenticationpart, distributesa secretkey and
a Keberos-like ticket to a client. In the secondpart of the
protocol, called the re-authenticationpart, the client uses
thatkey andticket to authenticateitself to a security-aware
server.

We performthesameanalysisasin Section4 on theau-
thenticationpartof theNeuman-Stubblebineprotocol,and
againobtaina generalconstrainton otherprotocolsin the
environment. We show that the re-authenticationdoesnot
meetthisconstraint,anddemonstrateonevulnerabilitythat
results.Wethenmodify there-authenticationpartandshow
that it meetsthe generalconstraint,and so maintainsthe
securityof theauthenticationpart.

We endwith abrief discussion(Section6).

2 Strand Spaces

The following is a brief overview of the strandspace
modelasdevelopedin [13], [12], and[14]. Althoughsome
theoremsand conceptsfrom thosetwo papersare repro-
ducedhere,the proofsandproof techniquesarenot. The
readeris referredto thosetwo documentsfor a morecom-
pleteandformalexposition.Thosealreadyfamiliarwith the
strandspacemethodmaysafelyskip thissection.

In brief, we introducea structurecalleda strand, which
representsboth theabilitiesof thepenetratorandthe local
experienceof a legitimateprincipal.Wethendefineastruc-
tureonstrands,calledabundle, combinestheselocalviews
to form a global view. We thendefinethe penetrator, and
show that theabilitiesof thepenetratorobey strict bounds.
We endwith a few wordsonhow theseboundscanbeused
to provecorrectnessconditions.

More formally:

Definition 2.1 Let � bethesetof messagesthatcanbesent
betweenprincipals.We will call elementsof � terms.

A strandis a sequenceof message transmissionsandre-
ceptions,where transmissionof a term � is representedas� � andreceptionof term � is representedas �	� . We will
oftenwrite a strandas 
��
�������
������������������� .

A nodeis anyis anyparticular transmissionor reception
on a particular strand. We oftenwrite 
����� !� for the first
nodeona strand � , 
"���$#�� for thesecond,andsoon.

In the caseof a legitimateparticipant,the strandrepre-
sentsthosemessagesthat theparticipantwould sendor re-
ceiveaspartof oneparticularrunof theprotocol.In thecase
of the penetrator, the strandsrepresentatomicdeductions
from whichmorecomplex actionscanbeformed.Notethat
principalsarerepresentedonly what they sayandhear;the
penetrator, however, can“say” anythingthatit candeduce.

Becausestrandsareorderedsequencesof messagetrans-
missionsor receptions,it is meaningfulto speakof when
somethingis first said:

Definition 2.2 Let % bea setof terms.Thena node& is an
entrypoint to % if

1. thesignof & is positive(i.e. a message transmission),

2. thetermof & is in % , and

3. thetermof nopreviousnodeonthestrandis in % .
In otherwords,entry pointsare thosenodeswherethe

strand“enters” the set, i.e. transmitssomethingin the set
withouthavingpreviouslytransmittedor receivinganything
in theset.Entrypointsareusefulfor discussingtheorigins
of messages.

Weuseasimilarconceptto discussthefirst timeapartic-
ular valueis sentout aspartof a largermessage.To do so,
assumethatthesubtermrelationis definedon � : ' �
( ' � if
' � is a subtermof ' � .
Definition 2.3 A term originateson a node & iff & is an
entrypoint to theset %*),+!'.-0/1' ( '.-32 .

Weimposeuponstrandsagraphstructurewith two types
of edges:4 and 5 . Thefirst arrow representsimmediate
precedenceonastrand:

Definition 2.4 If &76 and &7698 � are consecutivenodeson an
strand,wewrite &76:4;&7698 � .

Theotheredgerepresentsinter-strandcommunicationby
transmissionof terms.Whenonestrandstransmitsa term,
weallow anotherstrandto receivethatsameterm:

Definition 2.5 If a node& � ) � � andnode& � )<�	� , then
wewrite & � 5=& � .
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Figure 1. A Bundle

A strand space, which is any collectionof strands,can
be thoughtof as an orderedgraphon the nodesof those
strands(M ) formedby the edges5 and 4 . A bundle is a
meaningfulfinite subgraphof 
NM,��O�5QPR4TSU� . By “mean-
ingful,” wemeanthatit respectsthelawsof causality:
� Time flows in only one direction (the arrows of the

bundlecontainno loops),and

� Causalprecedenceis preserved. In otherwords,if an
event occurs,thenall othereventsnecessaryfor that
occurrencehave also occurred. (Bundlesare closed
backwardalongarrows).

Definition 2.6 Let VXW,O�5YPZ4TS bea setof edges,andlet
M\[ bethesetof nodesincidentwith anyedge in V . V is a
bundleif:

1. V is finite.

2. If & �?] M^[ and termO_& � S is negative, thenthere is a
unique& �
] V such that & � 5;& � .

3. If & �A] M\[ and & � 4;& � then & � 4;& �A] V .

4. V is acyclic.

(For simplicy, we will oftenspeakof a nodebeingin V
whenit is in M^[ .) Figure1 illustratesanexamplebundle.

Theconceptof a bundleis an importantone: all possi-
ble runsof a protocolcanbe representedasbundles,and
almostall correctnesspropertiescanbestatedasproperties
of bundles.

Bundlesalsohavea veryusefulproperty:

Lemma 2.7 Let V bea setof edges,andlet ` [ bethetran-
sitive, reflexiveclosure of V . If V is a bundlethen ` [ is a
partial order, i.e. a reflexive, transitive, antisymmetricre-
lation. Thenevery non-emptyset of the nodesof V have
`a[ -minimalelements.

This is also importantto our model. Almost all of our
reasoningwill use the conceptof `a[ -minimal elements:
bothentrypointsandoriginationpointsare ` [ -minimalel-
ementsfor setsof certainforms.Beforeweprogressfurther,
however, weaddmorestructureto � anddevelopourmodel
of thepenetrator.

Thesetof terms� is assumedtobefreelygeneratedfrom
two sets:

�cbed � , which containstexts (the atomicmessages),
and

�gfhd � , whichcontainskeys (andis disjoint from b ),

By two operations:

��i1j�k�l / fhm �c5;� , whichrepresentsencryption,and

�on�p�qrj /s� m �R5t� , which representsconcatenationof
terms.

Wealsodefineinjectiveunaryoperatorinv / f 5 f , which
mapseachmemberof apublic/privatekey pair to theother,
anda symmetrickey to itself. We will follow customand
write inv O3uvS as u�w � , i1j�k�l O3uX�Ux?S as +�xy2!z , andn�p�qrj O"�{� @ S
as � @ . If | is a setof keys, |1w � denotesthesetof inverses
of elementsof | .

The freenessassumptionis strongerthanstrictly neces-
sary; we assumeit hereto simply exposition. In [12] we
develop the model with weaker freenessassumptions,al-
lowing suchrelationsasassociativity of n�p�qrj .

We definethesubtermrelationship( sothatfor u ] f ,
u ( + L 2 z only if u ( L

already. Defining the sub-
term relationshipin this way reflectsan assumptionabout
thepenetrator’scapabilities:thatkeyscanbeobtainedfrom
ciphertext only if they areembeddedin thetext thatwasen-
crypted.Thismightnotalwaysbethecase—if,for instance,
a dictionaryattackis possible—but it is theassumptionwe
will makehere.

Thepowersthatareavailableto thepenetratorarechar-
acterizedby two ingredients:a setof keys known initially
to thepenetrator, anda setof penetratorstrandsthatallow
thepenetratorto generatenew messages.

A penetrator setconsistsof a setof keys f~} whichcon-
tainsthe keys initially known to the penetrator. Typically
it would contain: all public keys; all privatekeys held by
the penetratoror his accomplices;andall symmetrickeys
u*������u\��� initially sharedbetweenthepenetratorandprin-
cipals playing by the protocol rules. It may also contain
“lost keys” thatbecameknown to thepenetratorpreviously.

The atomic actionsavailable to the penetratorare en-
codedin a setof penetrator strands. They summarizehis
ability to discardmessages,generatewell known messages,
piecemessagestogether, and apply cryptographicopera-
tionsusingkeys thatbecomeavailableto him. A protocol
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attacktypically requiresseveralof theseatomicactionsto
beusedin combination.

Definition 2.8 A penetratorstrandis oneof thefollowing:

M. Text message: 
 � 'U� where ' ] b
F. Flushing: 
.� L �
T. Tee: 
U� L � �KL � �KL �
C. Concatenation:
U� L �0�K�:� �KL �{�
S. Separation into components:
.� L �7� �KL � � �{�
K. Key: 
 � uy� where u ] f�} .
E. Encryption: 
.�	uG�0�K�:� � +��72!zA� .
D. Decryption: 
U�	uhw � �7�A+��72!z�� � �{� .
Strandsthatarenotpenetrator strandsare regularstrands.

(This setof penetratorstrandsgivesthe penetratorpowers
similarto thosein otherapproaches,e.g.[7, 11].) By explic-
itly listing theabilitiesof thepenetrator, wegainanimpor-
tantability ourselves. Becausetheactionsavailableto the
penetratorare independentof any particularprotocol, we
canprove boundson the penetratorthat arealsoprotocol-
independent.In particular, weoftenshow thatasetof terms
is honest:

Definition 2.9 A set % d�� is honestrelativeto a bundle V
if andonlyif whenevera penetratornode� is anentrypoint
for % , � is anM nodeor a K node.

In otherwords,asetis honestif elementsof thatsetcan-
notbesynthesizedby thepenetrator. They canbeguessed—
by way of a lucky M nodeor K node—but the penetrator
cannotdeducethemvia a sequenceof decryptions,encryp-
tions,concatenations,or separations.

In applications,honestsetsareusuallytaken to be sets
of aparticularform, calledideals:

Definition 2.10 If | d�f , a | -ideal of � is anyset %vW��
such that for all � ] % , L ] � and u ] |

1. � L � L � ] % .
2. +��72 z<] % .

Thesmallest| -ideal containing � is denoted%��!� ��� . If � d
� , %��!� ��� is thesmallest| -idealcontaining� .

Ourmaintheoreminterrelatesthestructureof idealswith
thepropertyof honesty:

Theorem2.11 SupposeV is a bundleover � ; � dRb P f ;
| d,f ; and fhd �oPG|�w � . Then%���� ��� is honest.

Intuitively, the set � usuallycontainssomenumberof
secrets.The set | usuallycontainskeys which shouldbe
consideredinsecure.Hence,theideal % � � �~� wouldrepresent
all termswherea secretoccursin avulnerableposition,i.e.
encryptedonly with insecurekeys. In thiscase,thetheorem
statesthatundercertainweakconditionsthepenetratorwill
beunableto synthesizeelementsof the ideal. Hence,if le-
gitimateprincipalsneverutteranelementof theideal,then
thepenetratoris unableto synthesizethem:

Corollary 2.12 SupposeV is a bundle, f )��XP�|1w � and
�?� f } ),� . If no regular node& ] V is an entrypoint for
% � � ��� , thennonodein V is in % � � ��� .

Contrapositively, if the penetratorcan deducean ele-
mentof theideal,thensomelegitimateprincipalmusthave
slippedandlet anelementloose:

Corollary 2.13 SupposeV is a bundle, f )��XP�|1w � and
�o� f } )�� . If there existsa nodex ] V such that x is in
% � � ��� , thenthere existsa regular node & ] V such that & is
anentrypoint for % � � �~� .

(Note that theseare factsabouthonestsetsin general
appliedto idealsin particular.)

Supposea key canbe provensecretby the above theo-
rem. Thenthepenetratoris alsounableto createany terms
thatareencryptedwith thatkey:

Theorem2.14 SupposeV is a bundle; f )��GPZ|1w � ; �G�f } )�� ; and no regular node ] V is an entry point for
% � � ��� . Thenanytermof theform + L 2!z for u ] � doesnot
originateona penetrator strand.

Theseboundsare usually usedin the following way:
Supposethat onewishesto prove a correctnesscondition
abouta protocol.First,oneformsa bundlethatreflectsthe
assumptionsof the condition in question. Thenthe pene-
trator boundscanbe usedto prove that someotherprop-
erty about the bundle—theconclusionof the correctness
condition—mustfollow.

For example,authenticationconditionsusuallystatethat
if a principalengagesin onesideof a protocol,thensome
otherprincipal musthave engagedin the othersideof the
protocol. In our model, local views of a protocolrun are
representedby regular strands,andglobal views of a pro-
tocol run are representedby bundles. The authentication
conditionthenstatesthatif abundlecontainsoneparticular
regularstrand,thenit mustcontainanotherregularstrandof
acertainform.

Secrecy conditionsaremoresubtle. Becausethe pene-
trator is ableto sayanything that it candeduce,secrecy of
a termis shown by proving thatit is “unsayable.” In partic-
ular, it is shown thatno regularstrandcontainsentrypoints
to anhonestsetthatcontainsthesecret.Becausethesetis
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honest,no penetratorstrandcancontainan entry point ei-
ther. Hence,no strandin thebundleis anentrypoint to the
honestset,andthereforeno nodeis in thesetat all. Hence,
theset—andin particular, thesecret—cannotbesaid.

3 Multi-Pr otocolStrand Spaces

We useexactly thesamenotionof strandspace[13, 12,
14]. In thecaseof mixedprotocolenvironments,however,
the regular strandsmay be thoseof more thanoneproto-
col. We identify one particularprotocol for analysisand
distinguishthestrandsof thatprotocolfrom all otherregu-
lar strands:

Definition 3.1 A mixedstrand spaceis a strand spacein
which a subsetof the regular strandsis distinguished.We
referto elementsin thissetasprimarystrands. Theregular
strandswhich arenotprimarystrandsarecalledsecondary
strands. A nodeis a primaryor a secondarynodeiff it is on
a primaryor a secondarystrand.

Theintendedinterpretationof secondarystrandsis thatthey
correspondto runsof otherprotocols.

Whena strandspacemixesprotocols,it is typically cru-
cial to correctnessto ensurethatno secondarystrandorigi-
natesvaluesof someparticularform.

Definition 3.2 A set % d � is unservedin a strandspace�
if noentrypoint for % is ona secondarystrandin � .

A set % d � is stronglyunserved in a strand space�
if, for every ' ] % , ' doesnot originateon any secondary
strandin � .

In otherwords, if a set is unserved, thenno “original”
instancesof a set will occur on secondarystrands. They
may hearoneelementof the unserved setandthenspeak
anotherelement,but they maynot utterany elementof the
setwithouthearinganelementfirst.

Thestronglyunservedconditionis thesamein form as
the unserved condition, but is strengthenedfrom the set
level to thetermlevel. Whereassecondarystrandscanonly
speakanelementof anunservedsetafterhearingany other
element,they canspeakavaluein astronglyunservedset—
even asa subtermof a larger message—onlyafter receiv-
ing thatsameexactvalueasa componentof someprevious
message.

4 Mixing Otway-Rees

In this section,we review theOtway-ReesProtocolde-
scribedandanalyzedin [12], of whichanormalrun is sum-
marizedin Figure2. As in [12], assumethefollowing:

� A set b name
d�b of names.

� � �� � � > �

�E
FF � � > �

�E
FF
C �h� �E

FF

�E

FFFFFFFFFFFFFFFF
C �h� �E

FF

� � ) � �X� +!�*� � �G� 2 z��� 
� �K) � �X� +!� � � �G� 2!z ��  +!�¢¡ � �X� 2!z¤£  
� � ) � +�� � u¦¥0§a2�z ��  +��¢¡�u\¥0§a2!z¤£  
� � ) � +��¢�¨u ¥0§ 2 z��� 

Figure 2. Message Exchang e in Otway-Rees

� A mappingu=/ b name 5 f . Thisis intendedtodenote
themappingwhichassociatesto eachprincipalthekey
it shareswith theserver. In the literatureon this pro-
tocol this mappingis usuallywritten usingsubscripts
ucO � S©)gu¦¥7ª .
We assumethe mapping �¬«5­u ¥7ª is injective. We
also assumeu ¥7ª )�u w �¥7ª , i.e. that the protocol is
usingsymmetriccryptography.

Let ® bethesetof long-termkeys, i.e. therangeof u .

We will adoptsomeconventionson variablesfor the re-
mainderof thissection:

� Variables� � � ��¯
�U° rangeover b name;

� VariablesuG�$uX- rangeover f ;

� Variables �?� � (or the sameletters decoratedwith
subscripts)rangeover bZ±²b name, i.e. thosetexts that
arenotnames.

Other letterssuchas ³ and ´ rangeover all of � . We
would emphasizethat �*� is just a variable,having no reli-
ableconnectionto � , whereasu¦¥7ª is theresultof applying
thefunction u to theargument� . Thus,thelatterreliably
refersto thelong-termkey sharedbetween� and � .

4.1 Otway-ReesFormalized

Theprimarystrandsfor anOtway-Reesstrandspacemay
bereadoff Figure2. Thereareonly two fine points. First,
we assumethattherespondentneverpicksa nonce�*¡ that
happensto bethesameastheinitiator’snonce�¢� . There-
spondentcannotenforcethis directly, because�¢� occurs
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encryptedwith the initiator’s long term key; instead,we
assumethata probabilisticmechanismenforcesit (cf. [12,
Section5]). Second,we assumethat theserver alwaysse-
lectsa sessionkey with threeproperties:it is a symmetric
key; it is unknown to thepenetrator;andit is differentfrom
any long-termkey. Theserver presumablyrelieson proba-
bilistic mechanismsto ensurethatthelasttwo of thesecon-
ditionsaremet.

Definition 4.1 Let � bea strandspace.

1. Init � � � � ���?� � ��u?� is thesetof strands � ] � whose
traceis


 � � �G� +!� � �G� 2 z���  �µ� � +!�<u�2 z���  �
� init is theunionof therangeof Init.

2. Resp� � � � ���?� � ��uX��´?�$´G-¶� is definedwhen�¸·( ´ ;
its valuethenis thesetof strandsin � whosetraceis


¹� � �G� ´?�� � �G� ´º+!� � �G� 2 z £   �
� � ´ - +��»u�2 z £   �� � ´ - �

� respis theunionof therangeof Resp.

3. Serv� � � � ��� � ���*¡¼� � ��u?� is definedif u½·] f:¾ , ut·]
+!u¦¥7ªX/ � ] b name2 and u=)»u�w � ; its valuethenis
thesetof strandsin � whosetraceis:


0� � �G� +!� � � �G� 2�z ��  +��¢¡ � �G� 2!z�£   �� � +��¢�¨uh2 z¤�¿  +!� ¡ uh2 z £   �
� serv is theunionof therangeof Serv.

Note that the sets � serv��� init ��� resp are pairwisedisjoint
(cf [12], Lemma5.2).

For therestof thisexample,wewill assumethatthepri-
marystrandsaretheelementsof � serv Py� init Pv� respand
that thesecondarystrandsarestrandsof other, unspecified
protocols.

Definition 4.2 Let ®�À d ® .
�cbÁq k | i�Â OU®�À�S©) thesetof all termsof theform +!�,uy-_2�z

for � ] bG±Áb name, uX- ] f , and u ] ®�À .
�gÃ{i�Ä�Å!i�Æ.Â O.® À S¸) the set of all terms of the form
+!� � �G� 2 z for �G� � ] by±Áb name,

� � � ] b name,
and u ] ® À .

� %ÇOU®�À!S�)R% � �N®�À¼� , where |²)�O f^± ®�À!S .
An Otway-Reesstrandspace� respectsa set È of princi-
palsif, letting ® À )�ucO�ÈÉS betheimageof È underthe“k ey
of” mappingu :

1. ® À � f ¾ )�� ;
2. %{O.®�À!S is unservedin � ;

3. bÁq k | i¼Â O.®�À�S and Ã{i�Ä�Å!i�Æ.Â O.®�À�S are stronglyunservedin
� .

Otway-Reesremainscorrectin a mixed protocolenvi-
ronment� , for a collectionof usersÈ , if � respectsÈ . In
thispaperwewill concentrateonasingleaspectof thecor-
rectnessof Otway-Rees,namelytheauthenticationguaran-
teethatOtway-Reesprovidesto its initiator. However, the
secrecy propertyof Otway-Rees[12, Section6] andtheau-
thenticationguaranteesit offersto theotherparticipants[12,
Section7.2] maybemodifiedin anequallystraightforward
wayusingthesameassumptionson � .

4.2 Mixed Otway-Rees:Authentication

In thissubsectionwe will provetheauthenticationguar-
anteethatOtway-Reesprovidesto its initiator. Theproofs
areminormodificationsof theproofsgivenin [12].

4.2.1 Preliminaries

We first needa pair of small lemmas.The first is specific
to thecaseof mixedprotocols;thesecondmatchesa result
givenin [12].

Proposition4.3 Considera bundle V in � . Suppose® À d
® is such that ® À �Zu ¾ )Ê� and %{O.® À S is unservedin � .
Thenno termof the form + L 2 z for u ] ® À canoriginate
ona penetrator nodein V .

PROOF. To applyCorollary2.14,with �Z)<®�À and |²) f\±
®�À , we mustcheckthatno regularnode & is anentrypoint
for % � � ���7)»%ÇOU®�À!S . By hypothesis,& cannotbea secondary
node. & is thusa primarynode. However, if & is primary,
no long-termkey canoccurasasubtermof termO_&:S , unless
it occurswithin the ´ -term of a responderstrand. But in
thiscase& is notanentrypoint for %{O.® À S . Ë

We alsoneedacaseanalysisfor thelocationsatwhicha
termin bÁq k | i�Â OU® À S or Ã{i�Ä�Å�i�Æ.Â OU® À S canoriginate,assuming
that they are originating on a primary strand. The proof
matchesthatof [12, Proposition7.2andCorollary7.3].

Proposition4.4 Let � bea primarystrandof � .

1. Suppose ' ) +��»u�2 z©Ì7  originates on
� . Then ' and u originate on 
"���$#�� , and
either � ] Serv� � �U°G�$�?���X-3� � ��u?� or
� ] Serv� °G� � ��� - �$�?� � �$u?� for some� � � ��� - � � .

2. Suppose'Z)Í+!� � �X� 2!z �¿  originateson � , and
with � ·) � . Then ' and � originateon 
����� !� , and
� ] Init � � � � ���G� � ��uG� for someu .
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3. Suppose'?)Î+�� � �G� 2 z £   originateson � , with� ·) � . Then ' and � originate on 
�����#�� , and � ]
Resp� � � � ���?� � ��uX��´?�$´G-¶� , for someu , ´ , and ´X- .

4.2.2 Initiator’ sGuarantee

The following theoremassertsthat if a bundlecontainsa
strand� ] � init , thenundertheexpectedassumptions,there
areprimarystrands� resp ] � respand � serv ] � serv which
agreeon theinitiator, responder, and � values.

Theorem4.5 Suppose� respectsÈ and � � � ] È . Sup-
poseV is a bundlein � ; � ·) � ; and � � is uniquelyorigi-
natingin V .

If � ] Init � � � � �$� � � � ��u?� has V -height 2, then for
some� ¡Ï] b thereareprimarystrands:

� � serv ] Serv� � � � ���*�¿��� ¡ � � ��u?� of V -height2;

� � resp ] Resp� � � � ��� ¡ � � ��uX��´?�$´G-¶� of V -height at
least2, for someu , ´ , and ´G- .

PROOF. Theproofof thisis similarto theproofof theinitia-
tor’s guaranteefor theunmixedOtway-Reesprotocol.The
novelty in thiscaseis thatweneedto establishthatacertain
termoriginateson a primarynode,whereasin theunmixed
caseit wassufficient to prove thetermoriginatedon a reg-
ular node. We will prove this by a sequenceof steps.For
theremainderof thissection,fix � , È , V and � suchthatthe
assumptionshold. In particular, by the last assumptionof
thetheorem,


 � � �G� +��¢� � �G� 2 z��¿  �
� � +!�*�:u�2 z���  �

is the V -traceof a strand� .
Step1 There is an � serv ] � serv with V -height2; � serv is
eitherof theformServ� � ��°G��� � �$�¢¡�� � ����uG� or of theform
Serv� °G� � ��� ¡ ���*��� � � ��u?� .
PROOF. We will apply Proposition 4.3 with ®�ÀÐ)
ucO�ÈDS , using Definition 4.2, Clauses1 and 2; it follows
+!� � uh2�z ��  doesnot originateon a penetratornodein V .
Because+��¢�¨uh2 z¤�¿ c] bÁq k | i�Â O.® À S and � respectsÈ , by
Definition 4.2, Clause3, it must originateon a primary
strand;thenodeat which it originatesis in V . By Proposi-
tion 4.4Clause1, thisnodeis 
�� serv�$#�� where� servsatisfies
oneof theconditions:

1. � serv ] Serv� � ��°G��� � ���¢¡�� � �!��uG� , or

2. � serv ] Serv� °G� � ���*¡¼�$� � � � �!��uG� . Ë
Fix � serv ] � serv, ° , and � � satisfying the conditions
givenin Step1.

Step2 � serv ] Serv� � ��°G���*����� ¡ � � � ��uG� .
PROOF. Suppose—inorderto derive a contradiction—that
� serv ] Serv� °X� � �$� ¡ ���¢�¿� � � �$u?� holds instead. Then
+!�*� � � ° � 2 z���  is a subtermof termOU
�� serv�� !��S .

By Proposition4.3 with ® À )�ucO�ÈDS again,usingDef-
inition 4.2, Clauses1 and2, +��¢� � � � °�2 z���  originates
onaregularstrand� � .

Using Clause3 +��¢� � � ° � 2 z���  originateson a pri-
mary strand � � , andby Proposition4.4, �*� originateson
thesamestrand� � .

But �¢� alsooriginateson thestrandwebeganwith, � ]
Init � � � � ���¢�¿� � ��uG� . Because�*� originatesuniquely, �
)
� � . Henceby Proposition4.4, °¸) � ) � , contradicting
anassumption.Ë
Step3 °Ñ) � and � � ) � .

PROOF. Since � serv ] Serv� � ��°G��� � ���*¡¼� � �!��uG� ,+!�*� � � � °h2 z¤�¿ v( termO�
"� serv�� ��US . By Proposition4.3
with ® À )½uTO�ÈÉS again,using Definition 4.2, Clause1,
+!�*� � � � °h2 z¤�¿  originateson a regular strand � � . Us-
ing Definition 4.2, Clause3, � � is a primary strand. By
Proposition4.4, �¢� originateson thesamestrand� � .

But �¢� also originateson � . Because�*� originates
uniquely, �<)Ò� � . Thus � � ) � and ° ) � , and
� serv ] Serv� � � � ���*�¿��� ¡ � � ��u?� . Ë
Step4 For someu , ´ , and ´X- , there is a strand � resp ]
Resp� � � � ��� ¡ � � ��uG�$´?��´X-¶� of V -heightat least2.

PROOF. We againuseProposition4.3 andDefinition 4.2,
Clause3 to infer that +��¢¡ � �G� 2!z�£   originateson a pri-
marynodein V . By Proposition4.4,thisnodeis thesecond
on a strand� resp ] Resp� � � � ��� ¡ � � ��uG�$´?��´X-Ó� for some
u , ´ , and ´G- . Since 
�� resp��#�� ] V , it follows � resp has
V -heightat least2. Ë

5 Neuman-Stubblebine

An importantkind of multiple-protocolenvironmentare
single protocols that contain multiple parts. Examples
of such protocols—suchas Kerberos[6], for example—
are currently in widespreaduse. In this paper, we will
demonstratetheanalysisof suchprotocolson theNeuman-
Stubblebineprotocol[9].

The generalstructuralelementsneededto describethe
protocolareverysimilar to thoseof Otway-Rees.In partic-
ular, we assumegivenan injective mappingu½/ b name 5f whichassociatesto eachnameasymmetriclongtermkey
sharedwith a centralserver, andtheset ® of all long term
keysdefinedto betherangeof u . For u ] ® , uhw � )gu .
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Figure 3. Message Exchang e in Neuman-
Stubb lebine

5.1 The Neuman-StubblebineProtocol,Part I

The Neuman-Stubblebineprotocolstartswith an initial
authenticationprotocol,summarizedin Figure3.

In thisprotocol, u is a uniquekey generatedby theKey
Distribution Center � , and 'U¡ is an expiration time for the
ticket + � u,'U¡�2�z�£   . (Wedonotconsidertheissuesof time
andtimestampsin ouranalysis.)

First,we definetheprimarystrandsto correspondto the
threerolesof theprotocol:

Definition 5.1 Let � bea strandspace.

1. Init � � � � ���¢�¿�$� ¡ �U' ¡ ��uX��´o� is thesetof strands� ] �
of theform:


 � � �*�¿�
�T+ � �¢�¨u<' ¡ 2 z���  ´<� ¡ �� ´Z+��¢¡�2�zÉ�

� init is theunionof therangeof Init.

2. Resp� � � � ��� � ���¢¡��U'U¡���uG� is thesetof strandsin � of
theform:


7� � � � �� � + � � � 'U¡¼2!z�£   �¢¡��
�c+ � u»' ¡ 2 z £   +!� ¡ 2 z �

� respis theunionof therangeof Resp.

3. Serv� � � � �$�¢�¿��� ¡ ��' ¡ �$u?� is definedif uÔ·] f ¾ P�®
and uÕ)Ru�w � ; its valuethenis thesetof strandsin �
of theform:


0� � + � �*�7' ¡ 2 z £   � ¡ �� + � �¢��u,' ¡ 2 z���  + � u,' ¡ 2 z £   � ¡ �
� serv is theunionof therangeof Serv.

A NS spaceis a strandspacein which theprimary strands
are thosein � init, � resp, or � serv.

We will not show that this protocol is correctin all re-
spects.We usetheNeuman-Stubblebineprotocolasan il-
lustrative exampleonly, and so will insteadfocus on just
oneproperty:theauthenticationof initiator to responder.

The securityof theNeuman-Stubblebineauthentication
protocoldependsuponthreetypesof terms:

1. Tickets, which are terms of the form + � u,'U¡�2!z�£   .
Ticketsarehow thesecretkey is distributedto there-
sponder.

2. Distributions, or termsof the form + � �*�¨u,' ¡ 2 z��¿  .
Thesecretkey is distributedto theinitiator in termsof
this form.

3. Confirmations, or termsof the form +!� ¡ 2 z . The ini-
tiator finishesthe protocolby sendinga confirmation
to theresponder.

We focuson thetickets,distributions,andconfirmations
built usingactuallongtermkeysandsessionkeys;sincewe
do not in generalknow what valuestheseare,they appear
in thedefinitionastheparameters® À and Ö À . As weusethis
definition, | À ),® À P×Ö À .
Definition 5.2 Let | À W f , ® À W»® and Ö À W f^± ® :

1. bÁq k | i¼Â O.® À SØ) the set of all terms of the form
+�°<u,' � 2 zaÙ for ° ] b name, uy- ] ® À , u ] f , and
' �Ú] bX±Áb name.

2. Û q Æ.Â�l3qrÜ¿Å�Â.i OU®�À���Ö�À!S×) the setof all termsof the form
+�°<�,u,'.��2�zaÙ for ° ] b name, �?�U'.� ] bT±
b name,uX- ] ®�À , and u ] Ö�À .

3. Ý psj!Þ0l"ß O�Ö À S	) thesetof all termsof theform +!�h2 z
for � ] bX±Áb name, and u ] Ö À .

4. %{Oà| À S©)R%��!�r| À � , where |K)�O fo± | À S��
5. Ö f O�ÈÉS©) thesetof u such that in �

á � � � ] È�� Serv� � � � � � � � � � �$u?�~·)g�

8



Clauses1 though3 formalizethetermsof interest.Clause4
is simply a notationalconvenience.Clause5, on theother
hand,allowsusto defineaparticularsetof keys. If wewish
to provea correctnessconditionaboutsomearbitraryset È
of principals,we not only needto considertheir long term
keys but alsothesecretkeys Ö f O�ÈÉS distributedto any two
principalsin È , asdefinedin clause5.

Definition 5.3 AnNSstrandspace� respectsa setof prin-
cipals È , if, letting ® À )RuTO�ÈÉS and Ö À )�Ö f O�ÈÉS :

1. O.®�À¤P×Ö�À�S0� f:¾ )�� ;
2. %ÇOU®�À¤P×Ö�À�S is unservedin � ;

3. bÁq k | i�Â OU® À SyPâÛ q Æ.Â�l3qrÜ¿Å�Â.i OU® À ��Ö À SyPÑÝ psj!Þ0l"ß O�Ö À S is
stronglyunservedin � .

Intuitively, a strandspacerespectsa setof principalsif
it doesnot interferewith theway theNeuman-Stubblebine
protocoluseslong term keys, sessionkeys, tickets,distri-
butionsandconfirmationsamongmembersof thatset.The
longtermkeysandsessionkeysfor thoseprincipalsmustbe
uncompromised(Clause1). Secondarystrandscannotplace
any of the above keys in vulnerablepositions(Clause2).
Lastly, thetickets,distributions,andconfirmationsrelevant
to the principalsof interestcannotcomefrom secondary
strands(Clause3). We do not prohibit secondarystrands
from makingtermsof thosethreeforms,only from making
term of thoseforms with valuesthat might interferewith
thoseof theseprincipals. For instance,termsof the same
forms could safely be constructedusing a disjoint set of
long termkeys.

Beforewe examinetheauthenticationpropertyof inter-
est,we applyTheorems2.12and2.14to show two prelim-
inary lemmas: secrecy of keys, and non-synthesisof en-
cryptedterms.

Fix a setof principals È , a NS space� , anda bundle V .
Let ® À )RuTO�ÈÉS and Ö À )gÖ f O�ÈÉS .
Lemma 5.4 Suppose� � � ] È , � respectsÈ , and u is
uniquelyoriginating. Let � serv ] Serv� � � � � � � � � � �$u?� be
in V . For everynodex ] V , xâ·] %{Oà+!uX��u ¥7ª ��u §~ª 2�S .
PROOF. Let | À )½+�uG�$u ¥7ª �$u §�ª 2 . By Corollary 2.12
with �º)Ê| À and |×) fy± | À , it is sufficient to show that
no regular nodeis an entry point to %ÇO.| À S . Because%{Oà| À S
is unserved,any regularnodewhich is anentrypoint to the
idealmustbea primarynode.

By inspection,no term containinga key originateson
any strandin � init or � resp. However, if �!- ] � serv then
a key originateson node 
"�!-��$#�� . So supposethat 
"�!-"�$#�� is
anentrypoint to %{Oà|�À�S . Then u ( 
"�!-��$#�� , andsince u\¥7ª ,
u¦§�ªy·( 
"�!-"�$#�� , u originateson �!- .

Sinceu isuniquelyoriginating,andit originateson � serv
aswell as ��- , �!-K)Ê� serv. Moreover, u doesnot occur in


"���$#�� unencryptedor encryptedwith anything but u ¥7ª or
u §~ª . Hence�!- doesnot containanentrypoint into %{Oà| À S ,
andsonoprimarystrandis anentrypoint to %ÇO.|�À�S . Ë
Lemma 5.5 Suppose� respectsÈ . Thenno term of the
form + L 2 z for u ] ® À canoriginateon a penetrator node
in V .

PROOF. (Similar to that of Proposition4.3) Apply Corol-
lary 2.14with ��)�®�À and |
) f×± ®�À , andconfirmthatno
regularnodeis anentrypoint for %{O.®�À!S : Let & bea regular
entrypoint for %{O.®�À�S . Since%{O.®�À!SaWT%{O.®�À{PAÖ�À�S is unserved
in � , & is not a secondarynode.By observation, & is not a
primarynode.Ë

We can now prove the authenticationcondition under
consideration:

Theorem5.6 Suppose� respectsÈ ; � � � ] È ; and u
is uniquelyoriginating. SupposeV is a bundle in � , and
� �²] Resp� � � � �$�¢�¿�$� ¡ �U' ¡ ��u?� has V -height3.

Thensome� � ] Init � � � � � � ���¢¡¼�U'U¡���uG� has V -height3.

We provethis propertyby a seriesof intermediatesteps.
For thosewhoareuninterestedin thedetails,thestatements
of eachstepprovidea sketchof theproof.

Step1 There is an � �ã] Serv� � � � � � � � �U' ¡ �$u?� with V -
height2.

PROOF. + � u,'U¡�2!z�£  ä( 
"���1��å¿� . By Proposition5.5,
+ � u,'U¡¼2!z¤£   originateson a regular nodein V . Because
+ � u,'U¡¼2!z¤£  Õ] bÏq k | i¼Â O.®�À�S , that regular node is a pri-
mary node & . By inspection, &ä)æ
��!����#�� where �!� ]
Serv� � � � � � � � �U'U¡��$u?� .
Step2 There is an � � ] Init � °X��ç¤����è���� ¡ ��'.é���u?� with V -
height3.

PROOF. By Step1, u ] Ö À . By Proposition5.4 and
Corollary 2.14, no term of the form + L 2!z originateson
a penetratorstrand. Hence, +!�*¡�2!z , which is a subterm
of 
"�����$å�� , originateson a regular node &7- ] V . Because
+!�*¡�2!z ] Ý psj!Þ0l"ß O�Ö�À�S , &7- is a primarynode. By inspec-
tion, &7-¹)ê
"� � �$å�� where � � ] Init � °X��ç¤��� è ���*¡¼��' é ��u?� for
some°G�$ç��$��èD��'.é .
Step3 There is an � � ] Serv� °G��ç¤� � ��� ¡ �U'.é��$u?� with V -
height2.

PROOF. Letting '?)Î+�çh�¢¡su�' é 2�z Ì7  , we seethat ' (

"�!�1��#�� . If u è ª�·] ®�À , then ' ] %ÇOU®�ÀAPcÖ�À�S , contradict-
ing Proposition5.4. By Proposition5.5, ' originateson a
regular node &7- - ; because' ] Û q ÆUÂ�l_qrÜ¿Å�Â.i O.®�À��$Ö�À�S , &7- - is a
primarynode.

Inspectingtheprimarystrands,weseethat &7- -¹)º
"� � ��#��
where� � ] Serv� °G�$ç�� � ��� ¡ ��'.é���u?� .
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Step4 � � )�� �
PROOF. u is uniquelyoriginating,andoriginateson both
� � and � � .
Step5 � � ] Init � � � � � � ���*¡¼��'U¡¼�$u?� and � � has V -height3.

PROOF. Since � ��] Serv� � � � � � �$� ¡ �U' ¡ ��uG� , °;) � , çê)� , and '.éÚ)�' ¡ . In thatcase,� � ) Init � � � � � � �$� ¡ �U' ¡ ��uG� ,
andit is alreadyestablishedthat � � hasV -height3.Ë

In otherwords,if the responder� finishesa run of the
protocolapparentlywith � , thenundertheconditionsgiven,� will havefinishedarunwith � .

5.2 Part II (Re-Authentication)

Like Kerberos,this protocolis designedto secureother
protocolsin which the responder� —which typically pro-
videssomenetworkedservice—respondsto requestsfrom� but keepsnostateitself. In suchacase,� mayneedto is-
sueseveralrequeststo � andsomustre-authenticateitself
eachtime. To that end the Neuman-Stubblebineprotocol
hasa re-authenticationpart, in which � reusesthe ticket
issuedto it in theinitial protocol:

II � � 5 � /²�X- � + � u,'U¡�2!z�£  
II � � 5 � /D+��G-ë��2 z �X- ¡
II � � 5 � /D+��G- ¡ 2 z

Thisre-authenticationprotocolis known to beflawedon
its own [4]. However, it alsointroducesa potentialattack
on the initial authenticationprotocolas well. If � keeps
no state—morespecifically, if � doesnot tracksuccessful
runsof theauthenticationpartof theprotocol—thenthefol-
lowing attackcanbeaccomplishedby startinga run of the
re-authenticationprotocolwith � beforetheinitial protocol
hasfinished:

1. ìDO � S©5 � / � �¢�
2. � 5â�T/ � + � �¢�:' ¡ 2 z £   � ¡
3. �v5�ìDO � SÏ/�+ � �¢��u,' ¡ 2 z¤�¿  + � u,' ¡ 2 z £   � ¡

II � ì�O � S©5 � /²�¢¡0+ � u,'U¡¼2!z¤£  
II � � 5Yì�O � SÁ/D+!�*¡�2�zX�G-ë¡
4. ìDO � S©5 � /�+ � u,' ¡ 2 z £   +!� ¡ 2 z

The attack is possible becausea term in Ý psj!Þ0l�ß O"Ö À S
can now originate on a secondarystrand (from the re-
authenticationpart of the protocol). This attackdoesnot
seemto be known in the literature. However, it is a pure
authenticationattack;no sessionkeys (for instance)aredi-
vulged.

A variantof there-authenticationpart,however, satisfies
theconditionsof Lemmas5.4,5.5,andTheorem5.6.

II - � � 5 � /²�G-9��+ � u»' ¡ 2 z £  
II -� � 5 � /D+!�G- � �G-9¡¼2!z
II -� � 5 � /D+ � �G- ¡ 2 z

To formalizeII - , we adda “phantom”startingmessage
in which the initiator receivesa copy of message3 from a
runof protocolI. Thisservesmerelyto representthestatein
whichaprincipalstorestheresultsof a runof I, until ready
to begin a runof II - .
Definition 5.7 Let � bea strandspace.

1. ReInit� � � � �$�G-í�¿���G- ¡ ��' ¡ �$uG�$³Ú��´o� is the set of
strandsin � of theform:


0��+ � � � u,'U¡�2!z �¿  ³Z´?�� � - � ³Ú�
��+!� - ��� - ¡ 2 z �� + � � - ¡ 2 z �

where �¢� ] b and ³Ú��´ ] � . � reinit is theunionof
therangeof ReInit.

2. ReResp� � � � �$� - � ��� - ¡��U'U¡���u?� is thesetof strandsin
� of theform:


¹�î+ � u,' ¡ 2 z £   � - �¿�� +!� - ��� - ¡ 2 z �
�î+ � � - ¡ 2 z �

� rerespis theunionof therangeof ReResp.

A NS+ spaceis an infiltratedstrandspacein which all the
regular strandsare in � init , � resp, � serv, � reinit, or � reresp.

Observe that no nodeon thesestrandsis anentry point
to %ÇOU® À Po| À S . Likewise, bÁq k | i¼Â O.® À S0PGÛ q Æ.Â�l3qrÜ¿Å�Â.i O.® À ��Ö À S{P
Ý p�j�Þ0l�ß O"Ö À S is stronglyunservedby thesestrands.Hence,
we may infer that the modifiedre-authenticationprotocol
doesnot interferewith theauthenticationpropertygivenin
Theorem5.6. Setting È to be thesetcontaining� � � , for
instance,yields:

Theorem5.8 SupposeV is a bundlein a NS+space, and

� � �²] Resp� � � � ���¢�¿�$� ¡ �U' ¡ ��uG� has V -height3;

� u¦¥7ª , u¦§~ª and u�·]?ï ¾ ; and

� u is uniquelyoriginating.

ThenV contains� � ] Init � � � � � � ��� ¡ ��' ¡ �$u?� with V -height
2.
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6 Discussion

Cryptographicprotocolsareintendedto accomplishvery
specificgoalssuchasauthenticationor exchangeof keys.
Analysis of theseprotocolshas usually centeredaround
understandinghow well the protocolsachieve thesestated
goalswhenexecutedin isolation.

But in fact cryptographicprotocolsarenever executed
in isolation. Key exchangeis useful only if the keys are
thenusedfor somefurtherpurpose,suchasexchangingdata
confidentially. Authenticationis meaningfulonly if some
particularactionscanbe performedby the principals,that
would not have beenpermittedhadthey not beenauthen-
ticated. Thesefurther activities will typically involve the
keys or secretsestablishedby the protocol, so there is a
risk thattheselateractivitieswill interferewith thecorrect-
nessof thebaseprotocol. In many cases,theconstraintsof
practicalusemeanthatan“expensive” protocolis bestcom-
binedwith a“cheaper”protocol,asKerberosandNeumann-
Stubblebinecombineoneprotocolthatrequiresuseof aKey
Distribution Centerwith a cheaperre-authenticationproto-
col. Thus,reallife is necessarilya caseof mixedprotocols,
evenapartfrom themixing of independentlydesignedpro-
tocolsthatmaybeusedfor unrelatedpurposes.

In this paperwe have developedthe simplemachinery
necessaryto reasonabout this problemwithin the strand
spaceframework.
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