Mixed Strand Spaces$

F. Javier THAYER Fabregya

JonatharC. HERzOG

JoshudD. GUTTMAN

TheMITRE Corporation

{it, jherzog,

Abstract

Strandspaceanalysis[13, 12] is a methodfor stating
andproving correctnesgropertiesfor cryptagraphicproto-
cols. In this paperwe applythe samemethodo therelated
problemof mixedprotocols,and showthat a protocol can
remaincorrectevenwhenusedin combinatiorwith arange
of otherprotocols.

We illustrate the method with the familiar Otway-
Reeq10, 1] protocol. We identify a simpleand easilyver
ified characteristicof protocols,and showthat the Otway-
Reegrotocolremainscorrectevenwhenusedin combina-
tion with other protocolsthat havethis characteristic.

We also illustrate this method on the Neuman-
Stubblebingorotocol [9]. This protocol hastwo parts, an
authenticatiorprotocol (1) in which a key distribution cen-
ter createsand distributesa Kerbeios-like key, and a re-
authenticationprotocol (II) in which a client resubmitsa
ticket containingthat key. There-authenticationprotocolll
is knownto be flawed[2]. We showthat in the presence
of protocolll, there are also attadks againstprotocol . We
thendefinea variant of protocolIl, and prove an authenti-
cationpropertyof | thatholdsevenin combinationwith the
modifiedil.

1 Intr oduction

In [13, 12, 14], we proposed generaimodelfor encryp-
tion protocolsandusedthis modelto studyspecificproto-
cols.In thoseinstanceswe assumedhattheprotocolswere
beingrunin a“pure” ervironment:onein which the proto-
colis usedin isolation. In suchanernvironment,all activity
would eitherbe penetratoactivity or theactwity of alegit-
imateparticipantof thatprotocol.
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In practice,however, no ervironmentis “pure’ Many
differentprotocolsmay bein useat the sametime, by the
sameparties,usingthe samecommunicatiorchannels.As
notedin [5], thereare at leastthreereasonghat different
protocolsmight usethe samesecreinformation:

e Certificationis costly, souserswill wantto useasfew
certifiedkeys aspossible;

e Widespreaduse of cryptographicAPIs will lead to
multiple usesof key formats, and perhapsthe keys
themseles;and

e Smartcardshave limited capacitiesso cardsthatare
usedfor multiple protocolsmightusethesamekey ma-
terial for morethanoneprotocol.

Re-useof key materialis also a considerationin proto-
cols with multiple parts,suchasthe Kerberog6] andthe
Neuman-Stubblebing®] protocols. Onesub-protocomay
be usedto retrieve a ticket from a key distribution center
while a secondsub-protocols usedto re-presenthatsame
ticketto a security-avaresener. In suchascase the same
secretkey is usedin two differentways.

In this papemwe studythecaseof mixedprotocolswhere
principalsusesecretmaterialin morethanoneprotocol.In
suchcaseghetwo protocolscanpotentiallyinteract,form-
ing vulerabilitiesnot presentin eitherprotocolalone. We
apply the strandspacemodelto suchcasesandshav that
the sameconceptsand techniquesas usedto analyzethe
pureervironmentstill applyin thatof the mixed.

Therehave beenprevious attemptgo reasorrigorously
about protocol interactions. For instance,Meadavs [8]
studiesthe InternetKey Exchangeprotocol, emphasizing
the potentialinteractionsamongits specificsub-protocols.
Gongand Sywerson[3] definea (fairly restrictve) classof
protocolssuchthatany memberof this classmaybefreely
mixedwithout securityfailures.

However, our approachs someavhatdifferent. We study
agivenprotocol,whichwe referto asthe primary protocol,
and identify someloosely syntacticconditions. We then



shaw thatarny secondaryprotocolthatmeetshesesyntactic
conditionsmay thenfreely mix with the primary protocol
withoutunderminingts secreg andauthenticatiorproper

ties. Aswe shallsee this sortof resultis quitenaturalgiven
the strandspaceproof methods.Theseresultsfall outfrom

a carefulexaminationof the proofsthatthe primary proto-
col meetsts securitygoalsin isolation.

In the remainderof this paper we start (Section2) by
providing a resung of the strandspacetheory We thenex-
pandthetheoryto accomodatéhe caseof mixed protocols
(Section3). We then(Sectiond) revisit to a familiar exam-
ple,theOtway-Reegprotocol,whichwefirst studiedn [12].
We reproducesomeresultsfrom [12] in thenew context of
amixedenvironment,andobtaina generalkcontraintwhich
mustbe metby the otherprotocolsin the ervironmentfor
Otway-Reego maintainits correctnesgroperties.

In Section5, we turn to the Neuman-Stubblebingroto-
col [9], intendedasan exampleof a protocolwith multiple
parts. The first part of the Neuman-Stubblebinprotocol,
calledthe authenticatiorpart, distributesa secretkey and
a Keberos-lile ticket to a client. In the secondpart of the
protocol, called the re-authenticatiorpart, the client uses
thatkey andticketto authenticatétself to a security-avare
sener.

We performthe sameanalysisasin Section4 ontheau-
thenticationpart of the Neuman-Stubblebingrotocol,and
againobtaina generalconstrainton otherprotocolsin the
ervironment. We show thatthe re-authenticatiomloesnot
meetthis constraintanddemonstratenevulnerabilitythat
results.We thenmodify there-authenticatiopartandshow
that it meetsthe generalconstraint,and so maintainsthe
securityof theauthenticatiorpart.

We endwith a brief discussior(Section6).

2 Strand Spaces

The following is a brief overview of the strandspace
modelasdevelopedin [13], [12], and[14]. Althoughsome
theoremsand conceptsfrom thosetwo papersare repro-
ducedhere,the proofsand proof techniquesarenot. The
readeris referredto thosetwo documentgor a morecom-
pleteandformalexposition. Thosealreadyfamiliarwith the
strandspacemethodmay safelyskip this section.

In brief, we introducea structurecalleda strand, which
representdoth the abilities of the penetratorandthe local
experienceof alegitimateprincipal. We thendefinea struc-
tureonstrandscalleda bundle combinegheseocal views
to form a global view. We thendefinethe penetratarand
shaw thatthe abilities of the penetratoobey strict bounds.
We endwith a few wordson how theseboundscanbeused
to prove correctnessonditions.

More formally:

Definition 2.1 LetA bethesetof messgesthatcanbesent
betweerprincipals. We will call element®f A terms

A strandis a sequencef messge transmissionsindre-
ceptions,whete transmissiorof a terma is representedas
+a andreceptionof terma is representedas —a. e will
oftenwrite a strandas(+a;, +as, ... £ a,).

A nodeis anyis anyparticular transmissioror reception
on a particular strand. We oftenwrite (s,1) for the first
nodeonastrands, (s, 2) for thesecondandsoon.

In the caseof a legitimate participant,the strandrepre-
sentsthosemessagethatthe participantwould sendor re-
ceiveaspartof oneparticularunof theprotocol.In thecase
of the penetratarthe strandsrepresentitomic deductions
fromwhichmorecomplex actionscanbeformed.Notethat
principalsarerepresentednly whatthey sayandhear;the
penetratgrhowever, can“say” arythingthatit candeduce.

Becausestrandsareorderedsequencesf messagérans-
missionsor receptionsjt is meaningfulto speakof when
somethings first said:

Definition 2.2 LetI bea setof terms.Thena noden is an
entrypointto I if

1. thesignof n is positive(i.e. a messge transmission),
2. thetermofn isin I, and

3. thetermof no previousnodeonthestrandis in 1.

In otherwords, entry points arethosenodeswherethe
strand“enters” the set,i.e. transmitssomethingin the set
withouthaving previouslytransmittedr receving anything
in the set. Entry pointsareusefulfor discussinghe origins
of messages.

We useasimilarconcepto discusghefirsttime apartic-
ularvalueis sentout aspartof alargermessageTo do so,
assumehatthe subternrelationis definedon A: ¢, C ¢ if
t1 is asubtermof ¢,.

Definition 2.3 A term originateson a noden iff n is an
entrypointtotheset! = {¢' : t C t'}.

Weimposeuponstrandsagraphstructurewith two types
of edges:= and—. Thefirst arrav representéimmediate
precedencenastrand:

Definition 2.4 If n; andn;; are consecutivenodeson an
strand,wewrite n; = n;41.

Theotheredgerepresentmter-strandcommunicatiorby
transmissiorof terms. Whenonestrandsransmitsa term,
we allow anotherstrandto receve thatsameterm:

Definition 2.5 If anoden; = +a andnodens = —a, then
wewrite ny — na.
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Figure 1. A Bundle

A strand space which is ary collectionof strandscan
be thoughtof as an orderedgraphon the nodesof those
strands{) formedby the edges— and=-. A bundleis a
meaningfulfinite subgraptof (N, (— U =)). By “mean-
ingful,” we meanthatit respectshelaws of causality:

e Time flows in only one direction (the arraws of the
bundlecontainno loops),and

e Causalprecedenceés presered. In otherwords,if an
event occurs,thenall other eventsnecessaryor that
occurrencehave also occurred. (Bundlesare closed
backwardalongarrows).

Definition 2.6 LetC C (— U =) beasetof edges,andlet
Nc bethesetof nodesincidentwith anyedgein C. C is a
bundleif:

1. Cisfinite.

2. If no € N¢ andterm(n,) is negative thenthereis a
uniquen; € C sudthatn; — nas.

3. If ny € Ne andny = ny thenn; = ny € C.
4. Cisacyclic.

(For simplicy, we will often speakof a nodebeingin C
whenit is in M¢.) Figurel illustratesanexamplebundle.

The conceptof a bundleis animportantone: all possi-
ble runsof a protocolcan be representeds bundles,and
almostall correctnesgpropertiescanbe statedasproperties
of bundles.

Bundlesalsohave a very usefulproperty:

Lemma2.7 LetC beasetof edges,andlet <. bethetran-
sitive reflexiveclosue of C. If C is a bundlethen<. isa
partial order, i.e. a reflexive transitive antisymmetriae-
lation. Thenevery non-emptysetof the nodesof C have
<c¢-minimalelements.

This is alsoimportantto our model. Almost all of our
reasoningwill usethe conceptof <c-minimal elements:
bothentrypointsandoriginationpointsare<.-minimal el-
ementdor setsof certainforms. Beforewe progresgurther,
however, we addmorestructurego A anddevelopourmodel
of the penetratar

Thesetof termsA is assumedb befreelygeneratedrom
two sets:

e T C A, which containstexts (the atomic messages),
and

e K C A, which containskeys (andis disjointfrom T),

By two operations:
e encr: K x A = A, whichrepresentencryptionand

e join : A x A — A, which representsoncatenatiof
terms.

We alsodefineinjective unaryoperatoiinv : K — K, which
mapseachmemberof apublic/privatekey pairto theother,
anda symmetrickey to itself. We will follow customand
write inv(K) asK ~!, encr(K, m) as{m}x, andjoin(a, )
asab. If k is asetof keys, k—! denoteghe setof inverses
of elementf k.

The freenessassumptionis strongerthanstrictly neces-
sary; we assumat hereto simply exposition. In [12] we
develop the model with wealer freenessassumptionsal-
lowing suchrelationsasassociatiity of join.

We definethe subternrelationshipC sothatfor K € K,
K C {9}k only if K C g already Defining the sub-
termrelationshipin this way reflectsan assumptiorabout
thepenetratos capabilitiesthatkeys canbeobtainedrom
ciphertext only if they areembeddedh thetext thatwasen-
crypted.Thismightnotalwaysbethecase—if for instance,
adictionaryattackis possible—lt it is the assumptiorwe
will make here.

The powersthatareavailableto the penetratoarechar
acterizedby two ingredients:a setof keys known initially
to the penetratgranda setof penetratostrandsthat allow
the penetratoto generatenen messages.

A penetator setconsistf a setof keys Kp which con-
tainsthe keys initially known to the penetratar Typically
it would contain: all public keys; all private keys held by
the penetratoror his accomplicesandall symmetrickeys
K,;, K,, initially sharedbetweerthe penetratoandprin-
cipals playing by the protocolrules. It may also contain
“lost keys” thatbecamenown to the penetratopreviously.

The atomic actionsavailable to the penetratorare en-
codedin a setof penetator strands They summarizehis
ability to discardmessagegeneratevell known messages,
piece messagesogethey and apply cryptographicopera-
tions usingkeys thatbecomeavailableto him. A protocol



attacktypically requiresseveral of theseatomicactionsto
beusedin combination.

Definition 2.8 A penetratostrandis oneof thefollowing:
. Text messge: (+t) wheet € T
. Flushing: (—g)

. Tee:{(—g, +g, +9)

. Sepaationinto components{—g h, +g, +h)
. Key: (+K)whee K € Kp.

M
F
T
C. Concatenation{—g, —h, +gh)
S
K
E. Encryption:(—K, —h, +{h}k).
D

. Decryption:(—K~!, —{h}k, +h).
Strandsthat are not penetator strandsare regularstrands

(This setof penetratoistrandsgivesthe penetratopowers
similarto thosein otherapproaches.g.[7, 11].) By explic-
itly listing the abilities of the penetratarwe gainanimpor-
tantability oursehes. Becausdhe actionsavailableto the
penetratorare independenbf ary particularprotocol, we
canprove boundson the penetratotthat are also protocol-
independentln particulay we oftenshow thata setof terms
is honest

Definition 2.9 A set] C A is honestrelativeto a bundleC
if andonlyif wheneera penetator nodep is anentrypoint
for I, pisanM nodeor aK node

In otherwords,asetis honesif elementof thatsetcan-
notbesynthesizety thepenetratarThey canbeguessed—
by way of alucky M nodeor K node—lut the penetrator
cannotdeduceghemvia a sequencef decryptionsencryp-
tions,concatenation®r separations.

In applicationshonestsetsare usuallytaken to be sets
of aparticularform, calledideals

Definition 2.10 If k C K, a k-idealof A isanysetl C A
sudthatforallh € I,g € AandK € k

1. hg,ghel.
2. {h}K el.

Thesmallestk-ideal containingh is denotedl[h]. If S C
A, I,[S] is thesmallesk-ideal containingsS.

Ourmaintheoremninterrelateshestructureof idealswith
thepropertyof honesty:

Theorem2.11 Suppos€ is abundleoverA; S C TUK;
k C K; andK C SUk!. ThenI,[S] is honest.

Intuitively, the setS usually containssomenumberof
secrets. The setk usually containskeys which shouldbe
considerednsecureHence theideal I, [S] wouldrepresent
all termswherea secreccursin avulnerableposition,i.e.
encryptednly with insecurekeys. In thiscasethetheorem
stateghatundercertainweakconditionsthe penetratowill
be unableto synthesizeelementof theideal. Hence,|if le-
gitimateprincipalsnever utteranelemenif theideal, then
thepenetratois unableto synthesizéhem:

Corollary 2.12 Suppos€ is a bundlg K = SuU k=t and
S NKp = 0. If noregular noden € C is an entrypointfor
I [S], thennonodein C isin Ii[S].

Contrapositrely, if the penetratorcan deducean ele-
mentof theideal,thensomelegitimateprincipalmusthave
slippedandlet anelementoose:

Corollary 2.13 Suppos€ is a bundlg K = S U k=! and
SN Kp = 0. If ther existsa nodem € C sud thatm is in
I[S], thenthere existsa regular noden € C sud thatn is
anentrypointfor I, [S].

(Note that theseare factsabouthonestsetsin general
appliedto idealsin particular)

Suppose key canbe provensecretby the above theo-
rem. Thenthe penetratois alsounableto createany terms
thatareencryptedvith thatkey:

Theorem2.14 Suppos€ is a bundle;K = SUk™!; Sn
Kp = 0; and no regular node e C is an entry point for
I[S]. Thenanytermoftheform {g} x for K € S doesnot
originateon a penetator strand.

Theseboundsare usually usedin the following way:
Supposehat one wishesto prove a correctnesgondition
abouta protocol. First, oneforms a bundlethatreflectsthe
assumption®f the conditionin question. Thenthe pene-
trator boundscan be usedto prove that someother prop-
erty aboutthe bundle—theconclusionof the correctness
condition—musfollow.

For example authenticatiortonditionsusuallystatethat
if a principalengagesn onesideof a protocol,thensome
otherprincipal musthave engagedn the otherside of the
protocol. In our model, local views of a protocolrun are
representedby regular strands and global views of a pro-
tocol run are representedby bundles. The authentication
conditionthenstateghatif abundlecontainsoneparticular
regularstrand thenit mustcontainanotherregularstrandof
acertainform.

Secreg conditionsare more subtle. Becausehe pene-
tratoris ableto sayarything thatit candeduce secreg of
atermis shavn by proving thatit is “unsayablé. In partic-
ular, it is showvn thatno regularstrandcontainsentry points
to an honestsetthat containsthe secret.Becauseahe setis



honest,no penetratoistrandcan containan entry point ei-
ther Hence ho strandin thebundleis anentrypointto the
honestset,andthereforeno nodeis in the setatall. Hence,
theset—andn particular the secret—canndte said.

3 Multi-Pr otocol Strand Spaces

We useexactly the samenotion of strandspacg13, 12,
14]. In the caseof mixed protocolervironments however,
the regular strandsmay be thoseof more than one proto-
col. We identify one particularprotocol for analysisand
distinguishthe strandsof that protocolfrom all otherregu-
lar strands:

Definition 3.1 A mixedstrand spaceis a strand spacein
which a subsef the regular strandsis distinguished.\We
referto elementsn this setas primarystrands Theregular

strandswhich are not primary strandsare called secondary

strands A nodeis a primaryor a secondaryodeiff it is on
a primary or a secondanstrand.

Theintendednterpretatiorof secondargtrandss thatthey
correspondo runsof otherprotocols.

Whena strandspacemixesprotocolsiit is typically cru-
cial to correctnesso ensurehatno secondarystrandorigi-
natesvaluesof someparticularform.

Definition 3.2 Asetl C A isunsenedin a strandspaceX:
if noentrypointfor I is ona secondanstrandin 3.

A setl C A is stronglyunsenedin a strand spaceXx.
if, for everyt € I, t doesnot originate on any secondary
strandin .

In otherwords, if a setis unsened, thenno “original”
instancesof a setwill occuron secondarystrands. They
may hearone elementof the unsened setandthenspeak
anotherelementbut they may not utterary elementof the
setwithout hearinganelemenffirst.

The stronglyunsened conditionis the samein form as
the unsened condition, but is strengthenedrom the set
level to thetermlevel. Whereasecondangtrandscanonly
speakanelemenbf anunsenedsetafterhearingary other
elementthey canspeakavaluein astronglyunseredset—
evenasa subtermof a larger message—onlwgfter recev-
ing thatsameexactvalueasa componenbf someprevious
message.

4 Mixing Otway-Rees

In this section,we review the Otway-ReedProtocolde-
scribedandanalyzedn [12], of whichanormalrunis sum-
marizedin Figure2. Asin [12], assumehefollowing:

o AsetTphameC T of names.

Ly

o «

Lo

® «— o

M, = MAB{N, M AB}x,.

My =MAB{N, M AB}x,. {Ns M AB}x,.
Mz =M {NoKap}r,s {Ns KaB}Kps

My =M{NyKap}k,s

Figure 2. Message Exchange in Otway-Rees

e AmappingK : Tname— K. Thisisintendedo denote
themappingwhichassociate® eachprincipalthekey
it shareswith the sener. In the literatureon this pro-
tocol this mappingis usuallywritten using subscripts
K(A) = Kgus.

We assumehe mapping4 — K 45 is injective. We
alsoassumek 45 = K2, i.e. thatthe protocolis
usingsymmetriccryptography

Let L bethesetof long-termkeys, i.e.therangeof K.

We will adoptsomecorventionson variablesfor the re-
mainderof this section:

e VariablesA, B, C, X rangeover Tnamse
e VariablesK, K' rangeoverK;

e VariablesN, M (or the sameletters decoratedwith
subscriptsyangeover T \ Thame i.€. thosetexts that
arenotnames.

Other letterssuchas G and H rangeover all of A. We
would emphasizéhat NV, is justavariable,having no reli-
ableconnectionto A, whereads 45 is theresultof applying
thefunction K to theargumentA. Thus,thelatterreliably
refersto thelong-termkey sharecbetweend andsS.

4.1 Otway-ReesFormalized

Theprimarystrandgor anOtway-Reestrandspacemay
bereadoff Figure2. Thereareonly two fine points. First,
we assumehattherespondentever picksa noncelN, that
happendo bethe sameastheinitiator's nonceN,. There-
spondentcannotenforcethis directly, becauseV, occurs



encryptedwith the initiator’s long term key; instead,we

assumehata probabilisticmechanisnenforcest (cf. [12,

Section5]). Secondwe assumehatthe sener always se-
lectsa sessiorkey with threeproperties:it is a symmetric
key; it is unknown to the penetratorandit is differentfrom

ary long-termkey. Thesener presumablyelieson proba-
bilistic mechanism#o ensureghatthelasttwo of thesecon-
ditionsaremet.

Definition 4.1 LetX. bea strandspace

1. Init[4, B, N, M, K] is the setof strandss € ¥ whose
traceis

(+MAB{NMAB}k,;, —M{NK}k,s)

Yinit IS theunionof therange of Init.

2. RespA,B,N, M, K, H, H'] is definedvhenN [ H;
its valuethenis the setof strandsin X whoseraceis
(- MABH,
+ MABH{NM AB}k,.,
— M H'{N K}kps,
+ M H')

Yrespis theunionof therange of Resp

3. SenjA, B, N,, Ny, M, K] is definedf K ¢ Kp, K ¢
{Kas : A € Thamg andK = K~1; its valuethenis
thesetof strandsin ¥ whosetraceis:

(- MAB{N,MAB}g,. {NyM AB}k,.,
+ M {No K}k s {No K}Kps)

YserviS theunionof therange of Serv

Note that the setsXsen, Zinit, Sresp are pairwise disjoint
(cf[12], Lemmab.2).

For therestof this example we will assumehatthe pri-
mary strandsarethe elementf XservU Zipit U Zrespand
thatthe secondarstrandsare strandsof other, unspecified
protocols.

Definition 4.2 Letly C L.

o Ticket(Lg) = thesetofall termsoftheform{N K'} i
fOI‘N € T \ Tname KI € K, andK € LO.

e Request(Lg) = the set of all terms of the form
{NMAB}gfor N,M € T\ Thame 4, B € Thame
andK € L.

° I(Lo) = Ik[l_o], wheek = (K \ Lo)

An Otway-Reestrand spaceX. respects setU of princi-
palsif, lettingLy, = K (U) betheimage of U underthe“k ey
of” mappingK':

1 LonKp =0;
2. I(Lp) isunservedn X;

3. Ticket(Ly) and Request(L,) are strongly unservedn
3.

Otway-Reesremainscorrectin a mixed protocol ernvi-
ronmentX, for a collectionof usersU, if X respectd/. In
this papemwe will concentrat®n a singleaspecbof the cor-
rectnes®f Otway-Reesnamelythe authenticatiomguaran-
teethat Otway-Reegrovidesto its initiator. However, the
secrey propertyof Otway-Reeg12, Section6] andtheau-
thenticatiorguarantees offersto theotherparticipant§12,
Section7.2] maybemodifiedin anequallystraightforvard
way usingthesameassumptionsn X.

4.2 Mixed Otway-Rees:Authentication

In this subsectiorwe will provetheauthenticatiorguar
anteethat Otway-Reegprovidesto its initiator. The proofs
areminor modificationsof the proofsgivenin [12].

4.2.1 Preliminaries

We first needa pair of smalllemmas. The first is specific
to the caseof mixed protocols;the secondmatchesa result
givenin [12].

Proposition4.3 Considera bundleC in ¥. Supposé, C
L is sudthatLo N Kp = @ and I(Lo) is unservedn X.
Thenno term of theform {g} x for K € L, canoriginate
on a penetator nodein C.

PrROOF. To applyCorollary2.14,with S = Ly andk = K '\
Lo, we mustcheckthatno regularnoden is anentry point
for Ik[S] = I(Lo). By hypothesisp cannotbeasecondary
node. n is thusa primary node. However, if n is primary;
nolong-termkey canoccurasasubtermof term(n), unless
it occurswithin the H-term of a respondesstrand. But in
this casen is notanentrypointfor I(Ly). B

We alsoneeda caseanalysidor thelocationsatwhich a
termin Ticket(Lo) or Request(Ly) canoriginate,assuming
that they are originating on a primary strand. The proof
matcheghatof [12, Proposition7.2andCorollary7.3].

Proposition4.4 Lets bea primary strandof X.

1. Suppose t = {N K}k, originates on
s. Then ¢ and K originate on {s,2), and
either s € SenfA, X, N,N',M,K] or
s € SenfX,B,N',N, M, K| for someA, B, N', M.

2. Suppose¢ = {N M A B}k, originateson s, and
with A # B. Thent and N originateon (s, 1), and
s € Init[A, B, N, M, K] for someK.



3. Suppose¢ = {N M A B}k, originateson s, with
A # B. Thent and N originateon (s, 2), and s €
RespA,B,N, M, K, H, H']|, for someK, H, and H'.

4.2.2 Initiator’ sGuarantee

The following theoremassertghat if a bundle containsa
strands € Yjnit, thenundertheexpectedassumptionghere
areprimary strandssresp € Xrespandssery € Xserv Which
agreeontheinitiator, responderand M values.

Theorem4.5 Supposé& respectd/ and A, B € U. Sup-
poseC is a bundlein ¥; A # B; and N, is uniquelyorigi-
natingin C.

If s € Init[4, B, N,, M, K] has C-height 2, then for
someN; € T there are primary strands:

e sserv€ SenfA, B, N, Ny, M, K] of C-height2;

e sresp € RespA, B, Ny, M, K, H, H'] of C-heightat
least2, for someK, H, and H'.

ProOF. Theproofof thisis similarto theproofof theinitia-
tor's guarantedor the unmixed Otway-Reegprotocol. The
noveltyin this casds thatwe needto establistthata certain
termoriginateson a primarynode,whereasn the unmixed
caseit wassufficientto prove thetermoriginatedon areg-
ular node. We will prove this by a sequencef steps.For
theremaindenof thissectionfix X, U, C ands suchthatthe
assumption$old. In particular by the last assumptiorof
thetheorem,

<—|— MAB{NGMAB}KAS,
- M{NaK}KAs)

is theC-traceof a strands.

Stepl Thek is an ssery € Ysery With C-height2; ssery is
eitheroftheformSenfA, X, N,, Ny, M1, K] or of theform
SenfX, A, Ny, N,, My, K].

ProoF. We will apply Proposition4.3 with L, =

K (U), using Definition 4.2, Clausesl and 2; it follows
{N, K}k, doesnot originateon a penetratomodein C.

Because{N, K}k ,, € Ticket(Lo) andX respectd/, by

Definition 4.2, Clause3, it must originate on a primary
strand;the nodeat which it originatesis in C. By Proposi-
tion 4.4 Clausel, thisnodeis (ssery, 2) Wheressery satisfies
oneof theconditions:

1. Sserve Sel’\{A,X, Na,Nb,Ml,K]y or
2. Sserv € Sel’\{X,A,Nb,Na,Ml,K]. |

FiX sserv € Yserw X, and M; satisfyingthe conditions
givenin Stepl.

Step2 sserv€ SenfA, X, N,, Ny, My, K].

PrROOF. Suppose—irorderto derive a contradiction—that
sserv € SenfX, A, Ny, N,, M;, K] holdsinstead. Then
{N, M; X A}k, isasubtermof term((ssery 1)).

By Propositiord.3with Ly = K (U) again,using Def-
inition 4.2, Clausesl and2, {N, M; A X}k, originates
onaregularstrands;.

Using Clause3 {N, M; X A}k, originateson a pri-
mary strands;, and by Proposition4.4, N, originateson
thesamestrands; .

But N, alsooriginateson the strandwe beganwith, s €
Init[4, B, N,, M, K. BecauseV, originatesuniquely s =
s1. Henceby Propositior4.4, X = A = B, contradicting
anassumptionll

Step3 X = BandM; = M.

PROOF.  Since ssery € SenjA, X, N,, Ny, My, K],
{No M1 AX}k,s C term({(ssers 1)). By Propositior4.3
with Ly = K (U) again, using Definition 4.2, Clausel,
{N, M1 AX}k,, originateson a regular strands;. Us-
ing Definition 4.2, Clause3, s; is a primary strand. By
Propositiord.4, N, originatesonthe samestrands; .

But N, also originateson s. BecauseN, originates
uniquely s = s;. ThusM; = M and X = B, and
Sserv € Ser\{A,B,Na,Nb,M, K] |

Step4 For someK, H, and H', thereis a strand sresp €
RespA, B, Ny, M, K, H, H'] of C-heightat least2.

PrROOF. We againuseProposition4.3 and Definition 4.2,

Clause3 to infer that{ N, M A B}k, . originateson a pri-

marynodein C. By Proposition4.4,this nodeis thesecond
onastrandsresp € RespA, B, Ny, M, K, H, H'] for some
K, H, andH'. Since(sresp2) € C, it follows sresp has
C-heightatleast2. &

5 Neuman-Stulblebine

An importantkind of multiple-protocolernvironmentare
single protocols that contain multiple parts. Examples
of such protocols—suchas Kerberos[6], for example—
are currently in widespreaduse. In this paper we will
demonstratéhe analysisof suchprotocolson the Neuman-
Stubblebingorotocol[9].

The generalstructuralelementsneededo describethe
protocolarevery similar to thoseof Otway-Reesln partic-
ular, we assumagivenaninjective mappingK : Tname —
K whichassociate® eachnamea symmetridongtermkey
sharedwith a centralsener, andthe setL of all long term
keys definedto betherangeof K. ForK € L, K~ ' = K.
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Figure 3. Message Exchange in Neuman-
Stubb lebine

5.1 The Neuman-Stulblebine Protocol, Part |

The Neuman-Stubblebinprotocol startswith aninitial
authenticatiomprotocol,summarizedn Figure3.

In this protocol, K is auniquekey generatedy the Key
Distribution CenterS, andt; is an expirationtime for the
ticket{A K tp} k.- (We donotconsidetheissuef time
andtimestampsn ouranalysis.)

First, we definethe primary strandgo correspondo the
threerolesof the protocol:

Definition 5.1 LetY. bea strandspace

1. Init[4, B, N,, Ny, ty, K, H| is thesetof strandss € &
of theform:

(+ AN,,
— {BNaKtb}KAS H Ny,
+ H{Np} k)

Yinit IS theunionof therange of Init.

2. RespA, B, N,, Ny, tp, K] is the setof strandsin ¥ of
theform:

(—AN,,
+ B {ANa tb}KBS Nb,
—{AKt}kps {Np}k)

Yrespis theunionof therange of Resp

3. SenjA, B, N,, Ny, tp, K] is definedif K ¢ Kp UL
andK = K1; its valuethenis the setof strandsin ¥
of theform:

< - B {ANa tb}KBS Nb’
+ {B N, Ktb}KAS {AKtb}KBS Nb)

YserviS theunionof therange of Serv

A NS spacsis a strand spacein which the primary strands
arethosein Zipjt, Xresp OF Lserv.

We will not shav thatthis protocolis correctin all re-
spects.We usethe Neuman-Stubblebinprotocolasanil-
lustrative exampleonly, and so will insteadfocus on just
oneproperty:theauthenticatiorof initiator to responder

The securityof the Neuman-Stubblebinauthentication
protocoldependsiponthreetypesof terms:

1. Tickets which aretermsof the form {A K ¢y} kps-
Ticketsarehow the secretkey is distributedto there-
sponder

2. Distributions or termsof theform { BN, K ty} k-
Thesecretkey is distributedto theinitiator in termsof
thisform.

3. Confirmationsor termsof theform { Ny} k. Theini-
tiator finishesthe protocolby sendinga confirmation
to theresponder

We focuson thetickets,distributions,andconfirmations
built usingactuallongtermkeys andsessiorkeys; sincewe
do not in generaknow whatvaluestheseare,they appear
in thedefinitionastheparameterg, andSy. As we usethis
definition,kg = Lo U Sg.

Definition 5.2 Letko C K, Lo C LandSy C K\ L:

1. Ticket(Ly) = the set of all terms of the form
{XKty}k for X € Thame K' € Lo, K € K, and
tz € T\ Tname

2. Distribute(Lg,So) = the setof all termsof the form
{XNKtw}KI for X S Tname N,tw S T \ Tname
K' € Lg,andK € S,.

3. Confirm(Sy) = thesetof all termsof theform { N} x
for N € T\ Thame andK € So.

4, I(k(]) = Ik[k()], wheek = (K \ k())
5. SK(U) = thesetof K sud thatin

JA,B €U .SenjA, B, *,%,x, K| # {)



Claused though3 formalizethetermsof interest.Clause4
is simply a notationalcorvenience.Clause5, on the other
hand,allows usto definea particularsetof keys. If wewish
to prove a correctnessonditionaboutsomearbitrarysetU
of principals,we not only needto considertheir long term
keys but alsothe secretkeys SK(U) distributedto any two
principalsin U, asdefinedin clauseb.

Definition 5.3 AnNSstrandspaceX: respectsa setof prin-
cipalsU, if, lettingLy = K(U) andSy = SK(U):

1. (Lo USo) NKp = 0;
2. I(Lo USyp) isunservedn ;

3. Ticket(Ly) U Distribute(Lg,Sg) U Confirm(Sy) is
stronglyunservedn .

Intuitively, a strandspacerespectsa setof principalsif

it doesnotinterferewith the way the Neuman-Stubblebine

protocoluseslong term keys, sessiorkeys, tickets, distri-
butionsandconfirmationsamongmemberf thatset. The
longtermkeysandsessiorkeysfor thoseprincipalsmustbe
uncompromisefClausel). Secondargtrandannoiplace
ary of the above keys in vulnerablepositions(Clause2).
Lastly, thetickets,distributions,andconfirmationgelevant
to the principalsof interestcannotcome from secondary
strands(Clause3). We do not prohibit secondarystrands
from makingtermsof thosethreeforms, only from making
term of thoseforms with valuesthat might interferewith
thoseof theseprincipals. For instance termsof the same
forms could safely be constructedusing a disjoint set of
longtermkeys.

Beforewe examinethe authenticatiorpropertyof inter-
est,we apply Theorem2.12and2.14to showv two prelim-
inary lemmas: secreg of keys, and non-synthesi®f en-
cryptedterms.

Fix a setof principalsU, a NS spaceX, andabundleC.
LetLy = K(U) andSy = SK(U).

Lemma5.4 Supposed, B € U, ¥ respectd/, and K is
uniquelyoriginating. Let ssery € SenjA, B, x, x, x, K] be
inC. Foreverynodem € C,m ¢ I({K, Kas,Kps}).

PrOOF. Letky = {K,Ks,Kps}. By Corollary2.12
with S = kg andk = K\ ko, it is sufficient to show that
no regular nodeis an entry pointto I(ke). Becausd (ko)
is unsened,ary regularnodewhichis anentrypointto the
idealmustbea primarynode.

By inspection,no term containinga key originateson
ary strandin it or Xresp However, if s' € Xgery then
akey originateson node(s’, 2). Sosupposehat(s’,2) is
anentrypointto I(kg). ThenK C (s',2), andsinceK 4,
Kps 7 (s',2), K originateson s'.

SinceK isuniquelyoriginating,andit originateson ssery
aswell ass’, s' = sser. Moreover, K doesnot occurin

(s, 2) unencryptedr encryptedwith anything but K 45 or
Kpgg. Hences' doesnot containanentry pointinto I(kg),
andsono primarystrandis anentrypointto I (ko). B

Lemma5.5 Supposer respectd/. Thenno term of the
form {g}x for K € Ly canoriginate on a penetator node
inC.

ProOF. (Similar to thatof Proposition4.3) Apply Corol-
lary 2.14with S = Lo andk = K\ Lo, andconfirmthatno
regularnodeis anentry pointfor I(Ly): Letn bearegular
entrypointfor I(Lg). Sincel(Lg) C I(LoUSyp) isunsened
in X, n is notasecondarynode.By obsenation,n is nota
primarynode.l

We can now prove the authenticationcondition under
consideration:

Theorem5.6 Supposex respectd/; A,B € U; and K

is uniquelyoriginating. Suppose is a bundlein X, and

s1 € RespA, B, N,, Ny, ty, K| hasC-height3.
Thensomess € Init[A4, B, x, N, ty, K] hasC-height3.

We prove this propertyby a seriesof intermediatesteps.
For thosewho areuninterestedh thedetails the statements
of eachstepprovide a sketchof the proof.

Stepl Ther is an so € SenfA, B, x,x*,ty, K| with C-
height2.

ProoF. {AKty}kss T {s1,3). By Proposition5.5,
{AK ty} Kk, Originateson a regularnodein C. Because
{AK t}kys € Ticket(Lg), that regular nodeis a pri-

mary noden. By inspection,n = (s2,2) wheres, €

SenfA, B, x, %, tp, K].

Step2 Theris anss € nit[X,Y, Nx, Ny, t,, K] with C-
height3.

PROOF. By Stepl, K € So. By Proposition5.4 and
Corollary 2.14, no term of the form {g}x originateson

a penetratorstrand. Hence, {Ny}x, which is a subterm
of (s1,3), originateson a regular noden’ € C. Because
{Np}k € Confirm(Sg), n’ is a primary node. By inspec-
tion, n’ = (s3,3) wheress € Init[X,Y, Nx, Ny, t,, K] for

someX,Y, Nx, t,.

Step3 Theeis an sy € SenX,Y, x, Ny, t,, K| with C-
height2.

PrROOF. Lettingt = {Y Ny K t,} ks, We seethatt C
(s2,2). If Kxs ¢ Lo, thent € I(Lo USq), contradict-
ing Proposition5.4. By Proposition5.5, ¢ originateson a
regular noden'’; because € Distribute(Lg, Sg), n" is a
primarynode.

Inspectinghe primarystrandswe seethatn' = {s4, 2)
wheres; € Sen XY, %, Ny, t,,, K.



Step4 89 = 84

PrROOF. K is uniquelyoriginating,andoriginateson both
89 and.94.

Step5 s3 € Init[A, B, *, Ny, t, K] and s3 hasC-height3.

PROOF. Sincess € SenjA, B, *, Ny, ty, K], X = A, Y =
B, andt, = t. Inthatcase,ss = Init[A, B, *, Ny, tp, K],
andit is alreadyestablishedhat sz hasC-height3. 1l

In otherwords,if the respondeiB finishesa run of the
protocolapparentlyith A, thenundertheconditionsgiven,
A will havefinishedarunwith B.

5.2 Part Il (Re-Authentication)

Like Kerberosthis protocolis designedo secureother
protocolsin which the respondeB—uwhich typically pro-
videssomenetworked service—respond® requestfrom
A butkeepsnostateitself. In suchacase, A mayneedtois-
suesereralrequestso B andso mustre-authenticatéself
eachtime. To that endthe Neuman-Stubblebinprotocol
hasa re-authenticatiorpart, in which A reusesthe ticket
issuedo it in theinitial protocol:

I, A—» B: Nla{AKtb}KBS
Il B— A: {N’a}KNIb
I3 A— B: {Nlb}K

Thisre-authenticatioprotocolis known to beflawedon
its own [4]. However, it alsointroducesa potentialattack
on the initial authenticatiomprotocolaswell. If B keeps
no state—morespecifically if B doesnot track successful
runsof theauthenticatiompartof the protocol—therthefol-
lowing attackcanbe accomplishedby startinga run of the
re-authenticatioprotocolwith B beforetheinitial protocol
hasfinished:

1. Z(A) - B: AN,

2.B—S: B{AN.ty}kps No

3.85—>Z(A): {BN,Kty}rns {AKty}kpsNo
Iy Z(A) > B: Ny{AK ty}kps

1PN B — Z(A): {Ny}k N'y

4. Z(A) > B: {AK ty}kps{No}tx

The attack is possible becausea term in Confirm(Sg)
can now originate on a secondarystrand (from the re-
authenticatiorpart of the protocol). This attackdoesnot
seemto be known in the literature. However, it is a pure
authenticatiorattack;no sessiorkeys (for instancearedi-
vulged.

A variantof there-authenticatiopart, however, satisfies
the conditionsof Lemmasb.4,5.5,andTheorenb.6.

Y A= B: N' . {AKt}kps
Ny, B—>A: {N',N'y}k
||I3 A— B: {ANI(,}K

To formalizell’, we add a “phantom” startingmessage
in which theinitiator recevvesa copy of message from a
runof protocoll. Thissenesmerelyto representhestatein
which a principal storegheresultsof arunof I, until ready
to beginarunof .

Definition 5.7 LetY. bea strandspace

1. RenifA, B,N',,N'y, tp, K,G, H|
strandsin ¥ of theform:

is the set of

(= {BN.,Kty}k,s GH,
+ N, G,

— {N'a N}k,

+ {AN"}k)

whee N, € TandG,H € A. Xreinit IS the union of
therange of Relnit

2. ReResp4, B, N',, N'y, ty, K] is the setof strandsin
¥ of theform:

< - {AKtb}KBs Nla;
+ {Nla Nlb}K;
- {AN"}}K)
Yrerespis theunionof therange of ReResp

A NS+ spacds an infiltratedstrand spacein which all the
regular strandsare in Zinjt, Lresp Xserw Lreinit: OF Sreresp

Obsenre that no nodeon thesestrandss an entry point
to I(Lo Uko). Likewise, Ticket(Lg) U Distribute(Lg, So) U
Confirm(Sy) is stronglyunsenred by thesestrands.Hence,
we may infer that the modified re-authenticatiorprotocol
doesnotinterferewith the authenticatiorpropertygivenin
Theoremb.6. SettingU to be the setcontainingA, B, for
instanceyields:

Theorem 5.8 Suppos€ is a bundlein a NS+ spacgand
e 51 € RespA, B, N,, Ny, ty, K| hasC-height3;
e Kug,KpsandK ¢ Kp; and
e K isuniquelyoriginating.

ThenC containsss € Init[A4, B, x, Ny, tp, K| with C-height
2.



6 Discussion

Cryptographigrotocolsareintendedo accomplishvery
specificgoalssuchasauthenticatioror exchangeof keys.
Analysis of theseprotocols has usually centeredaround
understandindnow well the protocolsachieve thesestated
goalswhenexecutedn isolation.

But in fact cryptographicprotocolsare never executed
in isolation. Key exchangeis usefulonly if the keys are
thenusedfor somefurtherpurposesuchasexchanginglata
confidentially Authenticationis meaningfulonly if some
particularactionscanbe performedby the principals,that
would not have beenpermittedhadthey not beenauthen-
ticated. Thesefurther activities will typically involve the
keys or secretsestablishedy the protocol, so thereis a
risk thattheseateractvities will interferewith thecorrect-
nessof the baseprotocol. In mary casesthe constraintof
practicalusemeanthatan“expensve” protocolis bestcom-
binedwith a“cheaper’protocol,asKkerberoandNeumann-
Stubblebineombineoneprotocolthatrequiresuseof aKey
Distribution Centerwith a cheapere-authenticatioproto-
col. Thus,reallife is necessarilya caseof mixed protocols,
evenapartfrom the mixing of independentlylesignegro-
tocolsthatmaybe usedfor unrelatedourposes.

In this paperwe have developedthe simple machinery
necessaryo reasonaboutthis problemwithin the strand
spaceramenork.
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