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ABSTRACT

This paper proposes a hybrid architecture for distributed
virtual environments, utilizing servers alongside peer-to-peer
components. Current research into peer-based systems seeks
to alleviate resource constraints, but it largely ignores a
number of difficult problems, from bootstrapping and persis-
tence to user authentication and system security (i.e., cheat
resistance). This work proposes a hybrid architecture that
turns the massive scale of the system from a problem into an
asset, while still providing the features essential to a distrib-
uted virtual environment. Peers work together to distribute
the workload, allowing redundant peer clusters to overcome
failures and detect unacceptable behavior. The goal is to
reduce cost and significantly increase the size of the concur-
rent user base while providing equivalent levels of robust-
ness, persistence, and security. Simulations show that the
hybrid architecture can handle massive populations.

Categories and Subject Descriptors

C.2.4 [Computer-Communication Networks]: Distrib-
uted Systems — Distributed applications; D.2.11 [Software
Engineering]: Software Architectures — Domain-specific
architectures; K.8.0 [Personal Computing]: General —
Games

General Terms

Design, Performance, Reliability

Keywords
MMO, Peer-to-Peer, Hybrid Architecture

1. INTRODUCTION

Today, many computer applications present spatial environ-
ments to their users, from virtual desktops to fully animated
worlds. As a familiar mental construct, spatiality serves as
an effective means for organizing, presenting, and accessing
computing resources. Currently, the entertainment industry
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produces the mostly widely used virtual environments in the
form of multiplayer online games. These games can range in
scale from small peer-to-peer strategy simulations and peer-
hosted shooting games to sprawling massively multiplayer
online (MMO) games. While a number of other virtual en-
vironments exist, we focus on MMO systems due to their
extreme scale and commercial impact, which respectively
provide interesting problems and a vested interest in solv-
ing them.

In the typical MMO game, players take on the role of a char-
acter in a virtual world, often in a fantasy, science-fiction, or
historical setting. They move through vast virtual spaces,
engaging in activities appropriate to each game, from slaying
dragons to planting fields. Most importantly, they can inter-
act with each other, communicating, collaborating, or com-
peting. Successful MMO games support user bases of tens or
hundreds of thousands, while the most popular (e.g., World
of Warcraft [3]) boast millions of players across the globe,
each paying monthly subscription fees to participate. Many
such games feature vast environments that can take game
characters hours to traverse. However, even when sparsely
populated, current MMO systems can only support a few
thousand concurrent players. Each group of players effec-
tively exists in separate copies of the game world, cut off
from the vast majority of the total user population.

1.1 MMO Requirements

We can frame the problems facing MMO architectures in
terms of the needs of MMO game players and game pub-
lishers. At any given time, a player will interact with a
small number of users located nearby in the virtual environ-
ment, engaging in conversation, item exchange, cooperative
action, or competition. This behavior is similar to that of
earlier online games, played by a handful of friends over the
Internet. Crowds of too many users can overwhelm an area,
making it visually confusing and reducing graphical perfor-
mance. However, while a player may only wish to interact
with a handful at a time, he expects to be able to meet
up with any of the users occupying the same virtual world.
Additionally, he would like the game to perform well, and
he needs a secure, persistent environment that will preserve
the time and effort he puts into the game. An enduring
game should also allow for the introduction of new content
to continually expand the playing experience.

Game publishers have related desires for MMO systems.
They share many of the players’ concerns, since they need



to maintain a satisfied customer base. Additionally, they
would like to accommodate as many players as possible,
maintaining acceptable performance at a low cost. They
need a secure system to allow paying customers a fair expe-
rience. The system should also resist failures that interrupt
system uptime. Finally, the publishers may wish to maintain
a certain level of control over the system for troubleshoot-
ing and updating of game software, with an eye toward new
content and the sale of game expansions.

1.2 Client-Server vs. Peer-to-Peer

Currently, the client-server architecture provides the key fea-
tures needed by today’s MMO systems but at great cost.
The advantages of a centralized server solution include a
high level of control over the system, which makes authenti-
cation, persistence, and security possible. Similarly, a clus-
ter of high-end commercial servers can bring a lot of com-
putational power to bear, while a data center can aggre-
gate a large amount of network traffic. Unfortunately, the
strongly centralized nature of the client-server architecture
results in a severe performance bottleneck. Despite the ex-
pense, the server cluster still has limits to its computational
power, and network traffic concentrates at the data center’s
routers. The increasing costs put strict limits to the archi-
tecture’s scalability, requiring the division of the MMO game
into separate instantiations. With a few servers expected to
handle so much work, a single failure can cripple the entire
system. Additionally, to achieve even this level of perfor-
mance, game publishers incur a heavy financial burden just
to maintain the system infrastructure.

On the other hand, small-scale games often employ peer-to-
peer architectures. The peer-to-peer framework exhibits a
number of useful properties that have attracted recent re-
search attention for MMO systems. Small-scale games will
often share the burden of simulating an environment. Peer-
to-peer systems allow new users to provide resources to sup-
port the additional load they place on the system, helping
it scale upward. If one host should fail, the remaining com-
puters can handle its duties, providing added robustness.
Network traffic flows according to interest, sharing the load
among the users involved. All of this comes at little to no
cost for the game publisher. Personal computers can already
handle low-latency shooter games of 32 or more players [18],
so they should have no trouble supporting small-group inter-
actions with the more modest requirements of MMO games.

Unfortunately, peer-to-peer architectures feature key draw-
backs that preclude them from mainstream use in MMO
systems. Most importantly, they have no mechanism to
guarantee persistence of game state. When users disconnect
from a peer-to-peer system, they take their resources with
them, including any data they may have managed. Since
users can come and go, new users also need some way of
finding their way into the system, but they cannot depend
on finding any specific participant. With no central author-
ity, publishers have difficulty securing the environment and
updating software. Finally, though peers can provide more
resources to the system, each machine has strict limits to
its computational power. Without a straightforward way
to share the load, a high concentration of activity can eas-
ily overwhelm any one peer’s resources. Table 1 compares
various strengths and weaknesses of the two architectures.

Despite many attractive properties, the limitations of peer-
to-peer architectures have left game publishers with client-
server architectures as the only alternative for their MMO
systems.

1.3 Hybrid Approach

We propose a system architecture that utilizes elements of
both client-server and peer-to-peer design to support a vir-
tual environment, providing greater scalability than existing
architectures at a lower cost to the publisher. User machines
will support common small-group interactions, but power-
ful servers will still handle certain crucial elements, such as
user authentication, game persistence, and high-density user
interaction. Peer-to-peer communication and peer services
cost the game publishers nothing. By distributing compu-
tation and, most importantly, network traffic amongst the
users, game publishers can support larger populations at
much lower cost, reducing the price of releasing and main-
taining an MMO game. If peers can provide the bulk of
MMO functionality, this can even significantly lower the fi-
nancial barrier to entry in MMO game development, result-
ing in a more diverse and dynamic market. With position
updates making up about 70% of MMO traffic [11] in some
current systems, even modest peer management of transient
data could have a major impact on MMO requirements.

Tying user machines more directly into the game system
requires solutions to a number of problems. First of all,
the system must integrate new peers with the existing par-
ticipants. The system will need to distribute the work-
load among the available peers, and they will need some
way to find appropriate sources and destinations for their
data. They must handle constant user turnover, redistrib-
uting work and avoiding data loss while resisting attempts
at cheating by unscrupulous users with unprecedented ac-
cess to game functionality. The hybrid architecture needs to
provide this functionality at a lower cost to the game pub-
lishers, and the game system may well have to provide some
sort of incentive to the users to make their system resources
available.

2. ARCHITECTURAL OVERVIEW

Our architecture moves the most common services to the
peer network, freeing up commercial servers to handle book-
keeping and focused computation, while also leveraging the
availability of peer resources. The architecture rests on a
partitioning of the virtual environment into regions small
enough for a typical peer to manage. A hash-based overlay
network divides responsibilities for these regions among the
peers, balancing the demands placed on each region manager
to limit the incidence of overloading, which requires server
attention. Additionally, the overlay allows peers to with-
draw gracefully from the system. We organize peers into
peer clusters that can handle unexpected disconnections and
discourage cheating within the MMO game by policing each
other’s behavior. Because the publisher’s game servers are
only involved in controlled services like account authenti-
cation, along with handling high-activity game regions, the
peer services can significantly extend the capabilities of the
server infrastructure. The architecture can also allow for
a heterogeneous set of peers, providing benefits with incre-
mental deployment.



“ Client-Server “ Peer-to-Peer

Cost expensive leasing
Total Computational Power limited, pricy
Local Computational Power powerful server cluster
Network Load concentrated, metered

customer-provided/free
highly scalable
limited, heterogeneous personal computers
distributed, customer-provided

Persistence powerful central databases
Robustness managed, central point of failure
Control/Maintenance centralized authority, staffed data center
Security centralized, securable infrastructure,

data logs; exposed client

unreliable storage, no guaranteed availability
unreliable but possibly isolated failures
little to none after release
limited; fully exposed

Table 1: Client-Server vs. Peer-to-Peer

2.1 Environment Partitioning

A user can log into the system in the standard manner,
contacting a central login server for authentication. The
user machine also receives a randomly generated identifier.
His machine uses this identifier to join a hash-based over-
lay that allows other peers to locate it. This identifier also
determines the requests managed by the new peer. The cur-
rent prototype uses a Pastry-based routing mechanism [15].
Pastry assigns 128-bit identifiers to each of the peers in its
overlay routing network. Each peer maintains a subset of
other peer addresses, chosen to maintain a geometric dis-
tribution of identifiers within the 128-bit identifier space.
Given a total of N peers, Pastry allows a peer to locate an-
other peer using O(logN) hops through the overlay network.
Each peer also maintains lists of n peers with identifiers nu-
merically nearest its own, one list containing n/2 increas-
ingly larger identifiers and one containing n/2 smaller ones.
These lists resist the concurrent failure of n/2 consecutive
peers within the overlay network, thus providing a robust
means of locating peers within the system without depend-
ing on a central authority. Since peers receive random iden-
tifiers, even localized network failures occur independently
in the identifier space. Large network problems will result in
scattered failures that the adjacency lists can patch, making
overlay failure less likely.

To complement the overlay network, the game partitions its
virtual environment into many smaller regions, each man-
ageable by a typical peer system. Each game region then re-
ceives a random identifier as well. Each peer manages those
regions that are numerically nearest its identifier. Requests
and queries intended for a given region can thus use the re-
gion’s identifier to route through the overlay network, find-
ing the peer responsible for managing the given area; we call
this peer the region manager. Note that the random assign-
ment of the regional identifiers dissociates peer management
from regional locality. That is, as the peer population in-
creases, it becomes extremely unlikely that a given peer will
manage geographically adjacent regions. This helps keep
flash crowds from overwhelming a given peer, since it will
not be managing nearby regions that are likely experiencing
crowding as well. This also distributes management respon-
sibilities throughout the virtual environment, acting as an
automatic division of labor. Similarly, the fixed nature of
the peer identifier means that the peer’s client component
can move a player’s game character from region to region
without affecting the management duties of the server com-
ponent.

2.2 Regional Initialization

When a user decides to connect to one of his game charac-
ters, the login server will provide his game client with the
identifier of the region where his character will appear. The
game client can then perform an overlay lookup to find the
region manager for the given game region. If the region
manager is not already servicing the region, this contact
will cause it to start loading the region and initializing its
neighbors. This helps hide the overlay lookups within the
standard startup delay of an MMO game.

The region manager for a newly activated region will load
the data associated with the region and will initialize the
neighboring regions. Regional loading may involve retriev-
ing game geometry, setting up computer agents within the
region (e.g., non-player characters or computer-controlled
enemies), etc. The region manager will also use the overlay
network to contact the region managers for adjacent regions.
It will store the network addresses of these peers, so they can
communicate directly and avoid the delay of future overlay
lookups.

The neighboring regions will enter an initialized state, load-
ing the same types of game data as an active region, in
preparation for the movement of characters into their re-
gions, as well as to display remote events (e.g., computer-
controlled agents visible in an adjacent region). However,
these neighbors will not become fully active until a charac-
ter actually enters their region. Only fully active regions will
perform overlay lookups and initialize their neighboring re-
gions, thus propagating the initialized state. Regions must
initialize their neighbors, since players will often be able to
perceive events in adjacent areas, but preemptive initializa-
tion also provides other benefits. Most importantly, it hides
the delay involved in making overlay lookups for neighboring
regions. The network addresses allow the peers to communi-
cate directly with one another, delivering events relevant to
their locale. The active region can also deliver the network
addresses of these peers to its clients, thus speeding up the
handoff process when a character moves from one region to
another. When the character moves to the new region, it
will also find a fully initialized area, ready to service any
client requests.

3. REDUNDANT PEER CLUSTERS

With an abundance of participants, the hybrid architec-
ture can allocate regional responsibilities to groups of peers,
which we call peer clusters. A region’s peer cluster consists
of its region manager and a small number of backup region



managers. These backups can prepare themselves to take
up management duties in case there are problems with the
region manager. As they process game data, they can also
verify the results generated by the region manager. Since
each peer can serve data to multiple clients, new partic-
ipants provide redundant resources that peer clusters can
harness to improve the robustness of the system.

3.1 Peer Withdrawal

During the game system’s regular operation, many peers will
eventually disconnect from the system, especially as players
decide to end a specific game session. By electing to log off
of the game system, the player’s peer can initiate a graceful
withdrawal. If it manages an initialized or active region,
it must pass its responsibilities on to another peer. At the
very least, a region manager should identify another peer
capable of handling its responsibilities and inform its clients
of the handoff. The nature of the Pastry routing scheme
provides us with a natural choice at this point. When the
current region manager leaves the system, clients entering
its old region will contact the peer with the numerically
closest identifier still left in the system. Logically, the old
region manager should pass its responsibilities to the peer
second closest to a region’s identifier. Fortunately, Pastry
peers maintain an adjacency list of exactly those peers that
are nearest in identifier, so one can easily determine the
appropriate recipient and contact it directly.

During the disconnection process, the exiting peer can trans-
fer all necessary data to the appropriate recipient, updating
clients and neighbors with the address of the new region
manager. Depending on the number of objects and events
the peer needs to transfer, this may take a few moments,
during which client service may suffer. Here we rely on peer
redundancy to smooth out the process. We can define the
peer cluster for a region to be the peers with identifiers near-
est that of the region; naturally, this includes the region
manager, but the other peers become backup region man-
agers. While the region manager maintains official control of
a given region, resolving timing issues, etc., a backup region
manager can maintain an identical simulation of the region’s
state, thus allowing eventual peer withdrawals to happen
transparently. While this utilizes another peer’s resources,
peer redundancy does not impact the game publisher’s data
centers at all, as new communication and computation all
occur on peer systems. Additionally, backups can process
events received from the region manager more lazily, aggre-
gating events and processing them as their systems have idle
time, since they are not directly responsible for client inter-
action. Already, peer-to-peer-based computer games have
successfully used redundant simulation to provide a number
of game features. For instance, the popular Age of Empires,
a real-time strategy game that engages up to eight online
opponents, runs its game simulation on every single peer in-
volved in a given game session [2]. In fact, redundant peer
clustering also increases system robustness and security.

3.2 Peer Failure

The establishment of one or more backup region managers
provides the system with robustness even to the unexpected
loss of a peer. If clients lose their connections to a given
region manager, they can immediately contact the backup
region manager, delivering events as usual. Similarly, if the

backup detects the failure of the region manager, it can di-
rectly contact the clients and neighboring regions. For most
purposes, the peers can depend on soft state messages from
a region manager to notice peer failure. Since the backup re-
tains all previous state and clients store their pending events,
the system can easily continue game processing, hiding peer
failure from the players.

A single backup can handle the failure of a region manager,
leaving only a vulnerable window equal to the time required
to establish a backup for the new manager. The central
game servers can also provide a last-ditch backup, giving a
coarse-grained consistency based on persistent data in the
game databases and the default state for a region. Fortu-
nately, game designers can tune the reliability of their sys-
tem by adjusting the size of peer clusters. Region managers
can simply multicast updates to a set of backups, instantly
providing multiple levels of redundancy for unexpected peer
failures. Of course, this comes at the cost of additional
processing on these backup peers. Fortunately, since play-
ers tend to form small, sparsely distributed groups, many
peers can take up redundant processing, depending on the
robustness and performance goals of the game designers.

3.3 Peer Overloading

When a region manager’s service begins to degrade due to
overpopulation, it can initiate a transfer of responsibilities,
this time to the central game servers. Since consumer ma-
chines have a limited amount of processing power available,
as well as restricted network capacity, they will only grace-
fully service a limited number of players. Older hardware
can handle latency-critical shooter games with 32 or more
players [18], suggesting that modern systems running MMO
games, with their significantly relaxed performance require-
ments, should manage many dozens of players without prob-
lems. Still, most MMO games allow hundreds of players
to congregate within a limited region, even if this happens
very rarely. As a region manager approaches overflow, it
can transfer its responsibilities to the game’s high-powered
commercial servers. This involves the same state transfer
that occurs during a graceful peer withdrawal. The region’s
neighbors can then forward new clients entering the overpop-
ulated region to the game servers, which can handle much
higher player densities. When the crowd disperses, the game
servers can transfer responsibility back to the designated re-
gion manager.

Additionally, certain social hubs, such as in-game starting
areas or city centers, may regularly entertain dense player
populations. The overflow system allows the game designers
to easily set up regions permanently maintained by the cen-
tral game servers, anticipating the heavy workload placed
on such regions. In fact, each region can presumably have a
tunable or adaptive threshold that would trigger an overflow
transition based on available peer resources, compartmental-
ization of the region, and other game-specific factors. Given
the right metrics, the designers can even take advantage of
improving trends in user hardware or adapt to heterogeneity
within the peer system.

3.4 Peer Review
The availability of backup managers concurrently running
the simulation provides an ideal security check for the re-



gion manager. Like the multiple simulations run in small-
scale games like Age of Empires [2], the redundant peers
can guarantee that the peer manager does not unfairly re-
ward or punish clients in its region, since each peer should
produce the same simulation results. The region manager
can only engage in minor protocol-level cheating, perhaps by
reordering or delaying the packets it receives, unless it can
collude with the backup managers. Since peer identifiers are
allocated randomly, opportunities for collusion would be ex-
tremely rare, especially as the number of backups increases.
In fact, if a client system runs a copy of the simulation, it
can also verify the region manager’s decisions. Peer clusters
essentially reproduce the small-scale peer-to-peer environ-
ment within the larger peer-to-peer system.

If clients remain anonymous, known only by their temporary
identifiers, unscrupulous peer managers would have even
less incentive to cheat, except to blindly punish all foreign
clients. To further discourage cheating, the system may
force peers to recuse themselves from managing a region
occupied by their own client. Peer review gives designers
a tunable means of providing security similar to that of a
client-server system, while still allowing the use of tradi-
tional security measures (e.g., logging of game statistics).

4. ANALYSIS AND EVALUATION
4.1 Robustness Through Peer Clustering

We can take a quick look at the impact of peer clustering
on the robustness of a peer-supported MMO system. Let
T be the average time to failure for a peer machine. Let
t be the time required to transfer region state to create a
new backup region manager in case of a failure. Therefore,
the probability of a failure occurring during a state transfer
is % Given a peer cluster with k£ backups, the probability
of all backups failing during a state transfer is (%)]C , and
we get % . (%)]C failures over time. Inverting, we see that

backups extend the average time to failure to 7'+ (£)".

Dynamic region state should consist of a limited amount of
data, such as the location of mobile agents and temporary
modifiers like decreases in their health, data that regularly
reaches players in fractions of a second. Let us pretend that
a particularly active region may take five seconds to transfer
its state, even though this would be unacceptable latency in
a real game. Given a somewhat stable user machine and a
reliable broadband connection, a peer might have an average
time to failure of eight hours. With only a single backup,
we have an average time to failure of over five years. Given
a horribly unreliable peer, say one with a connection that
completely fails every hour, a single backup gives an average
time to failure of about 30 days, leading to a coarse-grained
server recovery about once a month, but a second backup
jumps the average time to failure up to about 59 years, even
with a system full of poor network connections. Just a cou-
ple of backups can greatly increase the robustness of the
system.

4.2 Lower Bound on Overflow

Analysis can help guide the design of the system as well. For
a uniformly random distribution of players, we can equate
the system with the classic balls-into-bins problem. In this
well-studied scenario, one randomly tosses m balls into n

bins, possibly leaving some bins empty while others end up
containing multiple balls. In our case, we are distributing
m players into n regions. While player distribution in a real
MMO game may be far from uniformly random, such an
analysis provides a lower bound on the clustering one can
expect. In fact, even the random walk used in our simu-
lations leads to non-uniform distributions due to the finite
boundaries on our game world.

[14] presents a tight bound on the expected number of balls
(players) in the most occupied bin (region), depending on
how large or small m is compared to n. With m equal ton, a
population density of 1 client per region, the expected num-
ber of clients in the most occupied region grows very slowly,
at about 13:” At high population densities, the highest oc-
cupancy should remain very close to the population density
of 7 the region occupancies tend to even out. To see major
gains, a real implementation of the hybrid architecture must
keep player density below peer capacity. However, a great
deal of room exists between this lower bound and the worst
case of complete overflow, where the game servers must man-
age all the players; this worst case basically reduces to the
client-server scenario.

4.3 Simulation Results

For the baseline simulation, we use a 20-by-20 grid of hexag-
onal regions. Players spend a minimum of 30 seconds trav-
eling in each region. Players may spend up to another 180
seconds dealing with terrain or encounters in the area. They
have a 40% chance of remaining in their current region; oth-
erwise, they enter a randomly chosen neighboring region.
It would only take ten minutes for a determined and un-
hindered client to cross the entire grid, making the base
environment orders of magnitude smaller than the typical
game world. Given the modern population cap of about
2000 clients in each game instantiation, we randomly dis-
tribute all 2000 across the tiny world, presenting an extreme
population density of five clients per region. We give each
peer the capacity to manage up to 16 clients across all of
their assigned regions (a very conservative estimate) before
having to hand off regions to the central servers. As the sim-
ulation results will show, lower population densities, though
more realistic, simply do not stress the system at this level
of peer capacity. As a measure of system load not handled
by peer machines, we look at the number of clients that
overflow to the game servers. All data points arise from the
averaging of ten simulation runs, each lasting two hours of
simulated time.

Figure 1 shows the first experiments varying the speed of
the clients as they move through regions. While the basic
amount of time to traverse a region remains 30 seconds,
the experiment varies the maximum amount of additional
time spent from nothing to five minutes. Note that clients
spend a uniformly random amount of this additional time, so
clients will still sometimes move through a region completely
unhindered, even in the slowest case.

Figure 1 shows that variations in speed, and thus volatility
of the client distribution, have no discernible impact on the
average overflow population that the central servers must
handle. Of the 2000 clients, only about 30 to 40 end up
overflowing their regions’ managers at a time, showing that
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Figure 1: Speed variation

the peer systems can handle almost the entire load placed
by wandering clients, even at this exaggerated population
density.

The next set of simulations used the baseline simulation
model but varied the capacity of the peers from 4 clients to
40. Since high-end user machines can handle over 50 clients
in highly constrained, latency-intolerant shooter games, peer
systems should reasonably handle at least that amount for
the slower pace of a typical MMO environment.

Figure 2 depicts the average overflow population decreasing
exponentially as peer capacity increases. In fact, even when
peer capacity sits at 4 clients per peer, peers can handle
about one quarter (500) of the clients for the servers, when-
ever a few happen to spread out. The overflow population
drops rapidly as capacity approaches the expected maxi-
mum occupancy. Even in our high-density environment, a
conservative peer capacity handles most of the system load,
and less conservative estimates reduce overflow to nothing.

Given these encouraging results, our next experiments var-
ied the scale of the environment. The simulations main-

1600
1400 \
1200

1000

800 \

|

Average Overflow Population (clients)

400

Capacity (clients)

Figure 2: Peer capacity variation

Average Overflow Population (%)
H

Pl El 12 15 20 2% 2% 22 £ 40 44 a8 52 56 60

Grid Length (regions)
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tained the high population density of 5 clients per region but
expanded the grid size. The grid length varied from 4 to 60
hexagonal regions, resulting in 16 to 3600 regions in world
area. Figure 3 shows that the average overflow population
remains a nearly constant percentage of the total popula-
tion, even with 18,000 clients moving through the world, as
long as the total population density remains the same. On
average, there are only about 284 overflowed clients out of
18,000. Extrapolating this trend, even a high-density, low-
capacity environment would need over 125,000 simultaneous
users for the central servers to regularly handle 2000 clients
themselves.

Average Overflow Population (%)
.
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Figure 4: Player density

To investigate the effects of changing population density,
the next simulations maintained a constant world size while
varying total density from 1 to 20 clients per region, corre-
sponding to total populations of 400 to 8000 clients. Fig-
ure 4 shows that the average overflow population percentage
increases gradually until it approaches the peer capacity of
16 clients. At about 11 clients per region and higher, the
overflow population quickly becomes a large portion of the
total population. Clearly, peers cannot handle average loads
much higher than their capacities.
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Finally, most modern MMO systems allow players to form
groups or teams. This allows groups of friends to interact
with the virtual environment together. Such groups will
travel together through the environment, leading to coor-
dinated movement. Figure 5 shows simulations in which
clients can form groups that move together from region to
region. The simulations use a simple uniform distribution
of group sizes. That is, if the maximum group size is 2, then
about one half of the groups will be of size 1, and one half
will be of size 2. Note that many more clients will end up
in multi-client groups based on this distribution (e.g., two-
thirds of the population with a maximum group size of 2).
This should result in much coarser-grained behavior among
the clients, since each group’s move will have a greater im-
pact on region populations.

Figure 5 shows a nearly linear increase in the average over-
flow population as the maximum group size grows. Rather
than 2000 clients moving about individually, the “maximum
group size 5” simulation should see about 667 groups, di-
vided equally among 1, 2, 3, 4, and 5-client groups. While
a more realistic model would probably see many more in-
dividuals and small groups wandering the world, Figure 5
demonstrates that coordinated movement can have a signif-
icant effect on the overflow population. While the relation-
ship between peer capacity and total population density may
describe standard performance, willful clients can certainly
overflow peers if they work together.

5. RELATED WORK

Though client-server systems run modern MMO games, a
number of modern researchers have moved away from the
traditional architecture. Many have tried to give their sys-
tems some of the benefits offered by peer-to-peer systems.
Mirrored servers form a first step in this direction from the
basic client-server architecture [6]. Clients communicate
with nearby mirror servers as they would with traditional
servers. However, these mirror servers communicate with
each other across a low-latency, multicast-enabled private
network, using replication and peer-to-peer protocols. In
essence, mirrored servers are a distributed version of the
server clusters normally located in a single data center, now
designed to reduce latency and jitter over large distances,

though clearly at significant expense. In a similar vein, [16]
details the use of grid technology to allocate server resources
to various MMO games, creating more localized instances
as demand rises. [1] and [12] describe hardware-oriented
solutions that distribute network appliances, called booster
boxes and proxies, respectively, to receive, filter, and aggre-
gate client requests for a server. While not fully replicat-
ing servers as in a mirrored-server architecture, their servers
do delegate tasks to the network appliances, giving them
knowledge of game state, as well as arbitration authority.
In return, they hope to gain the benefits of lower latency
and reduced server load.

On the other hand, a lot of recent work uses large-scale peer-
to-peer networks to support virtual environments. In these
systems, networks of peers maintain the entire state of the
environment. These approaches break down into nearest-
neighbor networks and regional controllers. Unfortunately,
both approaches still experience all the problems common
to pure peer-to-peer schemes, such as lack of persistence.
Most researchers have deferred discussions of the problems
fundamental to peer-to-peer architectures, particularly se-
curity.

Nearest-neighbor approaches, like [9], [8], and [7], have each
peer keep track of the peers nearest them in virtual space.
[9)’s peers ensure that they remain within a convex hull
formed by their neighbors, and they use a greedy routing
algorithm for non-contiguous motion, such as when a new
client joins the system. [7] has a peer construct a Voronoi
diagram of its neighbors, thus obtaining enclosing sets of
neighbors and boundary sets that keep track of the peer’s
area of interest. Nearest-neighbor peer schemes require care-
ful maintenance of neighbor sets to maintain consistency,
and they suffer greatly in the presence of crowding. They
also have very localized observational horizons that impact
fundamental difficulties, like bootstrapping.

On the other hand, regional controller schemes elevate cer-
tain peers in responsibility. [17] designates certain peers as
coordinators, and these coordinators control local regions
defined by a Voronoi diagram over all coordinators. These
regions change in size and shape as the coordinators move
through the virtual environment, but peers can now simply
treat local coordinators as servers for arbitrating local inter-
actions. Local coordinators have direct reasons to cheat in
their own favor, while coordinator density and distribution
can still lead to problems.

Finally, a few researchers describe truly hybrid architec-
tures. [5] provides the earliest outline of a system using a
centralized server for user authentication and other sensitive
but low-computation activities. [10] provides a more peer-
focused approach, relegating its server to optional status
for sensitive, persistent user data, like payment information.
Like the architecture described here, [10] distributes respon-
sibilities by matching random identifiers to peer systems,
using Scribe [4] multicast (built on Pastry) for messaging.
However, they assign fixed identifiers to all game objects,
as well as game regions. One peer may arbitrate interac-
tions within a given region, but state changes will need to
be propagated to the many peers responsible for the region’s
objects. The peers must also replicate all of this distributed



game state to help handle occasional node failures. While
[10] uses a more peer-oriented, fine-grained approach, it has
many similarities with our hybrid architecture due to the
shared characteristic of randomized partitioning of respon-
sibility. Our hybrid approach and redundant peer clusters
can help address open problems facing their system, such as
cheat resistance and overlay latency.

6. DISCUSSION

System-scale research needs to have realistic avenues for in-
cremental deployment. For a hybrid system architecture
that expects users to contribute system resources, one must
clearly delineate the steps taken to encourage participation
and ensure a viable system. A publisher seeking to develop
a system using this hybrid architecture may have to scale
up to full deployment but should still see benefits in the
meantime.

6.1 Heterogeneous Peers

Client systems will likely vary greatly in their computational
capacity, and their network resources may even fluctuate.
The architecture predicates itself on the participation of
peers capable of supporting the interactions of at least a
few clients in a given region. While peers can abdicate re-
sponsibilities to the central game servers when they are over-
whelmed, it might be best to restrict management duties to
peers that can contribute some minimum level of resources
to the system. Peers unable to meet these minimum require-
ments can still participate as clients, but they will no longer
burden the system with frequent disconnections and state
transfers. The system can also adjust overflow thresholds
as peer systems improve. Fortunately, since a standard peer
should be able to support many clients, full participation by
even a small fraction of user systems can enable the entire
system.

6.2 Peering Incentives

Users may be reluctant to contribute system and network
resources to a commercial system, despite the inherent ben-
efits. The system may even want to encourage certain users
to opt out of participation, as in the case of the substandard
peers described above. To attract participants, the pub-
lishers may want to offer some form of incentive for users
to participate in peer management. Ideally, users would
contribute resources even when not actively using the sys-
tem, since their machines could always provide additional
resources and stability. While publishers could simply offer
users a fraction of the monetary savings provided by their
systems’ participation (e.g., reduced network traffic costs),
this would probably amount to negligible amounts when di-
vided across all participants, and it would cut into profitabil-
ity. They could more easily offer in-game incentives, which
cost them nothing to provide. Preferably, such incentives
should not overly impact gameplay. For example, rewarding
in-game wealth would encourage cheating and discourage
players with substandard machines. Prestige rewards, such
as unique decorative items, graphical embellishments, and
character titles, could suitably reward participants without
influencing gameplay. Such an incentive system could re-
ward users for just making their systems available, or it
could reward users for actual time spent managing a region
for other clients.

6.3 Console Platforms

A large number of deployment problems disappear if one
considers commercial game consoles as the deployment plat-
form. Modern game consoles, like Microsoft’s Xbox 360
[13], feature processing and networking capabilities com-
parable to the most advanced personal computers. They
provide a homogeneous working environment with identical
system resources, though network resources may still differ.
Their hardware features also provide a relatively secure com-
puting environment, much less prone to successful cheating
and featuring strong disincentives for doing so (e.g., lifetime
banning from the online service). Game consoles provide a
nearly ideal deployment scenario for the hybrid architecture.

7. CONCLUSION

Our hybrid architecture holds great promise for support-
ing truly massive distributed virtual environments. Using
this approach, existing servers can support more concurrent
users by converting players from system load into system
resources. However, as seen from the simulations involving
grouped players, coordinated movement can still adversely
impact server performance.

Future work should focus on more realistic movement mod-
els for the clients. While movement will differ greatly from
game to game (e.g., walking peasants vs. soldiers in fighter
jets), most environments will feature sparser areas with lo-
calized hotspots of activity. While current MMO environ-
ments feature extremely low-density populations scattered
over massive areas, it remains theoretically possible for all
clients to purposely converge upon a single region and over-
load it. Environmental constraints and gameplay pressures
must discourage them from doing so, but a real-world sys-
tem should expect the presence of occasional crowds.

The basic system for random region distribution does a
good job of balancing client load, but a real MMO game
might want explicit control over identifier assignment. For
instance, the game servers might assign identifiers to pur-
posely balance uneven distributions left by peer withdrawals.
Similarly, nearby regions should have very different identi-
fiers, making it less likely that crowding will affect peers in
the same peer clusters. We may also want to further investi-
gate system overhead, like state transfers resulting from peer
overloading. With the variety of features involved, a full im-
plementation has many algorithms from which to choose.

Both analysis and system simulation suggest that a hybrid
architecture can greatly improve the efficiency of a massively
scaled virtual environment. With incremental deployment
techniques to help maintain a stable peer system, the hybrid
architecture should provide access to the ever-expanding re-
sources of the system’s users, letting standard server clus-
ters handle vast numbers of simultaneous users at a lower
cost. The problematic large user base can now provide re-
dundancy that makes the hybrid MMO system more robust
and securable, while the server elements provide features
like environmental persistence and user accountability gen-
erally missing from purely peer-to-peer approaches. While
more study remains, the hybrid architecture serves as a vi-
able, realistic solution to the problems presented by modern
MMO systems.
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