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Abstract—Computer security has become vital for protecting patches are run.
users, applications and data, yet the field still faces severshort- Games are becoming a popular tool for education for many
ages in skilled professionals. Typical methods to teach sty subjects [3]. Games can engage and interest learners fgr lon

from textbooks and academic papers are not engaging and h . :
take considerable time. Our hypothesis is that a security gae periods of time and can both teach and test complicated

that closely emulates real-world systems can improve leaing CONcepts, such as computer security. Computer security is a
about computer security above and beyond just reading techinal  abstract, technical subject which seems well suited faniag
documents. Our security game, CounterMeasures, provides a via simulations and games.

game-type environment for learning and practicing securiy skills Online security game-type competitions feature two or more

through a series of guided objectives. CounterMeasures usea ¢ that impl t | diff t . d k th
real, interactive shell for input and targets a real server br €ams thal Impiement several diffierent services and keep

exploits to provide an environment resembling security syems ~ S€rvices running securely, all while trying to attack thbest
currently deployed. Evaluation with 20 test subjects illusrates teams’ computers. The teams are scored after each service

the merits and shows the potential of our approach. implementation deadline and each team receives a set number
of points for correctly implementing the service. Any team
that breaks into an opposing system is awarded a large

The increase in computer and network usage, with oveamber of points and the opposing team is given time to re-
146% growth in users since 2000, along with the overall laclecure their system. For a security novice, starting in such
of technical knowledge by the public, has made computan environment can be intimidating, and from our personal
security vital for protecting legitimate users and appl@as experiences, even a player skilled in computer science may
from harm [1]. As computer technology continues to spreade unable to assist without being skilled in computer séguri
so has the importance of security, leading to an inability dfhus, while there are a small number of games that teach
security specialists to keep up with new, increasingly &phsecurity or allow practicing of security-type conceptsithe
ticated attacks. U.S. federal officials have estimatedetlaee best of our knowledge, there are no games that teach a player
only about 1000 security specialists in the United Statesresh computer security, allow the player to practice what theyrie
between 10,000 to 30,000 are needed [2]. and then test the player on what they have learned.

Despite the importance of learning about security, it can beOur work presents a game callébunterMeasures that
difficult to begin acquiring the relevant skills. Many seityr teaches specific techniques used by security experts avdsall
resources require a significant background in programmirthe player to practice these techniques in a game envirotamen
networking, system administration, operating systems] a@ounterMeasures assumes no previous security knowledge,
even previous security knowledge. This high level of prereput does assume an introductory level knowledge of college
uisite knowledge makes current security resources gdyeralomputer science. CounterMeasures provides a singlenszsou
unsuitable as entry points for the beginner. Specific inBermfor security basics and includes a hands-on environment for
tion about security is scattered and difficult to find at bast] practicing security skills, all while making the contenigeg-
very technical and specific to a particular technique, atstvoring in a game-type environment. Experiments with Counter-
Adding to this problem is the lack of environments in which tdleasures allow us to test two hypotheses: 1) Participating i
practice computer security skills. Few texts or online vreses a training simulation that closely emulates real-worldtsys
provide a practical application of security techniquestéad is a better platform for learning security concepts tharmlireg
only teaching the theory behind the techniques. Practiciafpout security concepts in a technical document, and 2)
computer attacks or securing server defenses requiresugariLearning practical knowledge about computer security feom
exploits that are preferably executed in a legal, harmlegame is more engaging and less time consuming than learning
environment. Not only is it illegal to break into systemstthahe same material through textbooks and academic papers.
others own, but it can even be illegal to subvert softwaré tha In order to test these hypotheses, CounterMeasures teaches
was legally purchased. Practicing attacks or defensesatso players knowledge and skills using the tools and techniques
the risk of damaging the system on which the exploits @f security experts through a series of missions. Trainiig m
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sions assist the player in security fundamentals whilehisgc ~ There are about a dozen games that use computer security
and testing individual security skills. Live missions pig concepts as part of their gameplay mechanics. These games
less assistance on individual skills, but require apghicabf range from simulations that utilize real applications and e
the fundamentals through game-type objectives. For wgstiploits to puzzle games where hacking is the theme of the
three training missions teach scanning, buffer overflows, agame but is trivial to the core gameplay. A few notable games
format strings exploits and one live mission tests the ughef include: Sreet Hacker,! a single player game in which the
three previously learned skills, all within a flexible frawark player participates in a story through mission-based géayep
that can be extended with more missions. The interface is that of a fictional operating system with
CounterMeasures was developed using Flex/Flash runnsigilar functionality to many distributions of Linuxdacker
in an Adobe Air client. The client connects to a Java servesills? a browser-based hacking simulation with gameplay
sending commands to a virtual machine and receiving missiearying from actual exploits to logic puzzles utilizing Web
information from XML files. This implementation provides alanguages and development practices. The scope of theaguzz|
user-friendly, graphical interface for players, whildidtaving are all contained within Web development, but the game
at its core a command-line shell and real back-end servats tHoes promote self-learnin@ypher,®> a browser-based multi-
can be used to test exploits. player game where teams complete mission-based gameplay.
User studies with CounterMeasures ran over 3 days aAtlhough gameplay involves various pseudo-programs (e.g.
attracted 20 participants. An experimental group playedri=o password crackers and encrypters), the computer secsrity i
terMeasures and a control group read from a packet wdt realistic but instead is simply a theme used to inform the
condensed computer security information, with both groupsory and interface. Our project draws upon theses ideas of a
completing the objectives present in the final mission. Trgame with real security concepts, mission-based objestive
results show that the control group took approximately éwicand gameplay-type incentives to both inform and provide
as long as the experimental group to complete the missipractice for computer security.
even though both groups show approximately the same level oSeveral Web sites provide sets of challenges designedtto tes
learning. The experimental group reported more engagemesine security knowledge or hacking skills. More notablessit
playing the game over the textbook-type learning of themnt include:HackThisSite?, a Web site with challenges designed to
group. teach Web hacking (the ultimate challenge is to try and break
The rest of this paper is organized as follows: Section ithto the site itself);SmashTheStack® and OverTheWire® focus
provides a brief overview of computer security educatiodn hosting security competition wargames; a@dackMe’
material and game-type environments; Section Il dessribfycuses on reverse engineering of exploits. While thesss sit
the CounterMeasures design and implementation; Section gkbvide realistic environments on which to practice, most d
details the user studies designed to evaluate the effeets#e not provide guidance or advice on how to proceed. Counter-
and engagement of CounterMeasures in teaching compwefasures provides a guided learning environment.
security; Section V analyzes the results of the user studly; a several organizations run online events that provide a real
Section VI presents conclusions and possible future work. time, realistic hacking game. BEFCON® teams capture com-
puters, keep services running, and protect the computeys th
) ) have captured. The SANS institit@osts Netwars, a game
Books on computer security range from basics such ggsigned to test knowledge learned in the SANS computer se-
setting and storing passwords [4] to advancgd topics ork StaGirity coursesWargames' provides team versus team games
overflows and other code and system exploits [5], [6]. Whilgnere each team is given a real virtual machine to securewhil
these books provide a good basis for learning about securyacking the others’. While these competitions are hélfofu
and hacking, they do not always provide enough conteXfyplying computer security practices, most provide litile
Samples in the books can be tried, but a most of the materi@] introduction to the material, and participants are etgubc
is presented in a theoretical fashion without much oppdiftung gjready know most of the techniques they need to succeed.
for practice. Our project attempts to provide the same theatounterMeasures helps to emulate the hands-on aspects foun

as the books but also gives the user some practical experiefitihe games, but with a strong focus on helping users to learn
to aid in learning the concepts. security topics, too.

Erickson’s bookHacking [7] explains computer security
techniques in a broadly accessible way and also includes
Linux environment the reader can use to follow the book’sz:npf”WWW'S”e?tha(:ker'com/
. .. . . . ttp://hackerskills.com/
examples. This provision for interactive testing can be ansyy.jcypher.extremecast.com/
improvement over a reading-only approach, but still does no4nttp:/mww.hackthissite.org/
provide the game-type objectives and guidance afforded bﬁhttpillsmashthestaCk-OrglwargameS-php
CounterMeasures. In fact, the control group in our expemisie 3Egpfxwww-OVE'LheW'rz-olrgl""argamey
(see Section IV) is comparable to using Erickson’s b°0k*Shug;//ngreigomzfé/e
allowing for a direct comparison with the CounterMeasuresshyyp:/mwww.sans.org/
approach. 10http://p6drad-teel.net/"windo/wargame/
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an open source Java Servlet and JavaServer Pages technol-
ogy. The server has two virtual machines (vms), powered
by VirtualBox!®, an open source virtualization product. Each
vm runs BackTrack 4% a Linux distribution designed to be
used for penetration testing and with several built in siécur
tools and vulnerable versions of programs. One vm is used
for client connections and runs player actions, and therothe
vm is used as a target for player attacks. The server uses
jschl” a Java secure shell library, to connect to a virtual
machine. Vulnerable programs have been compiled with the
- fno- st ack- pr ot ect or option to allow stack smashing,
where appropriate. The server keeps an Oracle database with
I1l. COUNTER MEASURES player information, including login, password, and missio
This section outlines the game elements and technié'&iormat'on for the player. ) . )
implementation of CounterMeasures. Upon startup, the Flex client establishes a connection t_o
the BlazeDS server through the Tomcat Web server. JDBC is
A. Game Design then used to connect from the BlazeDS server to the Oracle

. . . tabase to gather user information, such as score, cadplet
CounterMeasures is designed as a single-player game. . -

: . T " miSsions, and current mission. Commands typed by the player
player is guided through several missions, each teachin

Athe client are piped over the network to the server, which
new aspect of security. Each mission has a title, a desmnipti PIP '

: I : sends the commands to the virtual machine to be executed,
a score for completing the mission, a skill as the focus ?f

the missi biecti ired t lete the missiefn h turning the results. The player thus appears to have aract
e mission, objectives required to complete the missieip shell embedded in their client GUI.

given to guide the user, and a list of commands learned durin ission information is stored in XML, with the schema

the mission. Th_e. mISsIons build upon eac.h ther, aIIOV\"nc%mpiled using XML Bean$? allowing the Java server code
the player to utilize previously learned skills in each new B . o
easy access to the mission information. Each mission has a

mission. Players are given a fully functional shell that""mriitle, description, score, skill, a list of objectives, atlof help

plgyer cc_)mmands while wor_kmg on a mission. In order t80ntent, and a list of commands that the player needs to learn
still provide a sandbox environment, some commands are

. . . and make use of during the mission. The objectives stored in
blacklisted (i.e. not allowed) to prevent the user from dagis i : . .
) : the XML file are stored as text, with the logic for checking for
damage to the test environment, as well as help guide the user L : .
) . . . .~ “tompleted objectives embedded in the Java server-side code
in their learning. As a player completes a mission, the siore

incremented according to the difficulty and objectives af thC. Game Interface
mission. For more difficult missions, the player can seekhel
but at the cost of subtracting from the score.

Linux Server

Fig. 1. CounterMeasures System Architecture

Figure 2 shows the game interface for CounterMeasures.
The console is in the upper left of the screen, where the playe
enters the commands to run and the output from the commands
is displayed. The pane to the right of the console contaifs he
CounterMeasures uses a client-server architecture. TA% hints on commands as well as insights into completing
CounterMeasures client is installed on the player's machinhe next objective. The objectives pane in the bottom right
This client application is developed using Adobe Flewith provides the list of objectives and shows progress towards
Java, with Adobe AIR to allow Flex to run on the desktop.completing the mission. The bottom left pane shows a list of

Although tested on Linux, AIR and Java make the clien{|| the commands the player has learned in previous missions
easily portable to other operating systems. The clientjamg

contains the graphical user interface (GUI), through witigh D. Mission Content

user interacts, sending commands to the server which handleGameplay is provided througtraining missions and live

calculations, retrieval of data, and running commands. missions. Training missions focus on one specific aspect of
Figure 1 depicts the CounterMeasures architecture. Téecurity with the objectives clearly laid out for the plajrethe

server is a Linux PC, running a fully patched version dielp pane. Live missions are more complicated than training

Ubuntu (v10.04, Lucid Lynx) and configured to allow incommissions and combine several aspects of security that were

ing connections from clients. The backend is implementedready covered in previous missions. Live missions onieha

in Java, powered by BlazeBSfor easy integration with basic help, leaving the players to figure out how to complete

Adobe Flex and Adobe AIR, and a Tomcat Web seffer,the mission objectives primarily using their past knowledg

B. Implementation

Uhttp://www.adobe.com/products/flex/ LShttp://www.virtualbox.org/
Lhttp://www.adobe.com/products/air/ L8http://www.backtrack-linux.org/
B3http:/lopensource.adobe.com/wiki/display/blazedsZBDS L http:/iwww.jcraft.com/jsch/

14http://tomcat.apache.org/ 18http://xmlibeans.apache.org/



Mission1: Hacking 101 learning security concepts than reading about securitgejois
in a technical document, and 2) Learning practical knowsedg

[This mission is designed to test what you have learned so

far. On the machine 10.9.0.3, there is 2 program that about computer security from a game is more engaging and

allows an administrator to remotely update passwords for

users and add new users 10 passucrd fle. Yourgosl s ll - |@sS time consuming than learning the same material through

get the password for the admin user.

[BackTrack 4 (PwnSauce) Pemetration Testing and
Auditing Distribution

textbooks and academic papers.
The target demographic for this project is people who have
[,5 a general technical background, but without necessariinga
... B prior computer security experience. This includes college
students studying computer science, information techgyplo
e ™ or related fields.
[ Evaluation proceeded through a user study with two main
measures for assessment: performance statistics andoquest
naires. All users were given a preliminary questionridire
testing basic computer security knowledge. Users were then
divided into two groups, an experimental group and a control
group. The control group read a condensed selection ofirgadi
material on the security topics covered in the game for
approximately 25 minutes (the approximate duration of one
game session). The experimental group played through the
o o o ] o three training missions in the game. Both groups completed
Training Mission 1 - Finding Your Target: This training the final objectives of the live mission (crack the password
mission teaches players the basics of scanning aremoIsySyr 4 given user at a given IP), with the experimental group
given an IP address. Players learn how to determine if asystg|aying the Live Mission 1 and the control group provided the
is alive, what operating system it is running, what ports a@me objectives and a Linux shell on a PC to use. For each
open, and what services are running on those ports. user, the time to complete the objectives was recorded, ks we
Objectives: as the number of help screens needed if an experimental user.
« Determine if the system is alive usirigoi ng andnmap  After the experiment, all users were given a questionnaire t
« Scan the system and determine the open ports usingt security-related knowledge similar to those on the firs
least two different tools questionnaire, with additional questions related to thersis
« Determine what operating system the system is runninghjoyment of the experiment and interest in further segurit

Training Mission 2 - Bypassing Authentication Descrip- education. _ _ _
tion: This training mission teaches the basics of a buffer 1h€ Study took place in private laboratory exclusively

overflow attack. Players must exploit a specific programgusiySed by those taking part in the experiments. There were
this technique. two laptops setup running CounterMeasures for users in the

Objective: gxperimental group, and two PCs with a sheI_I setup for users
. Get the key protected by the program “adminKey” in the control group. All computers were physically sepadlat

so that a user at one computer could not see what a user
Training Mission 3 - Discovering Passwords:This training at another computer was doing. As users arrived, they were
mission teaches the basics of format string vulneratslitiegiven the pre-study questionnaire and then randomly asdign
Players learn how to take advantage of insecure code and tgseither a laptop running CounterMeasures or to a PC with

Last login: Mon Feb 7 21:58:23 2011 from 10.%.0.

Fig. 2. CounterMeasures Game Interface

format strings to access program memory. the shell. After completing the study, all users were given a
Objectives: post-questionnaire to complete.
. Get the database password used in the program «gclJsers were solicited from among WPI undergraduate stu-
cessdatabase” dents. An email inviting participation was sent to all Cortgyu

) o ) e Science and Interactive Media & Game Development majors.
Live Mission 1 - Hacking 101:This mission tests players onap oral pitch was also made to all participants in an intro-

a combination of skills learned in training missions 1-3.  qyctory operating systems class. Students were informed th

Objectives: _ users were needed for a study related to computer security.
. C_rack the password for the user “admin” on the systegtudents were told that they could expect the study to take
with IP address 10.9.0.3 approximately 30 minutes and that pizza would be provided

to those who participated. Students in the operating system

) _ class were also told they would received a bonus point tosvard
CounterMeasures is designed to teach users about COMPHgY; class grade for participating.

security in a way that is fun. Evaluation focuses on testing

two hypOtheseS: 1) Participating in a Fra'n'ng simulatibatt 19The full text to this and all other questionnaires can be fbanline at:
closely emulates real-world systems is a better platform fottp://imwww.cs.wpi.edu/claypool/papers/security-g#m

IV. EVALUATION
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Fig. 4. Time to Complete the Final Objectives

Pre-Test Post-Test

Fig. 3. User Score on Security Test Questions i . .
Figure 4 shows the time taken by each experimental group

to complete the final objectives (those of Live Mission 1 fog t
game players). The y-axis is the time taken, in minutes, with
V. RESULTS the two bars representing the average times for experimenta
This section presents the results of the experiments,dacli@nd control groups, each bounded by a 95% confidence
ing a summary of participation, and objective and subjectiinterval.

measures of performance. Experimental group users that played CounterMeasures took
S on average about half the time of control group users that
A. Participation read material in completing the final objectives (to crack th

There were 20 participants total, divided evenly into 18assword for given user at a given IP address).
participants in the control group and 10 participants in the o
experimental group. All of the users were undergraduate Subjective Measures
students at WPI and most users came from the operating-igure 5 depicts the interest in computer security for both
systems course. All users had Computer Science backgrougrsups of users before (top) and after (bottom) the experime
and were interested in computer security, but 19 out of 2Bsus@he y-axes are the distribution of answers on the 5-poiresca
indicated they had little to no computer security backgrbunprovided, and the x-axes are the number of users that prvide
o each response. The bars represent the total number of users
B. Objective Measures that gave each response, with the experimental and control
The questionnaires allowed testing of security relategtoups differentiated by color.
knowledge both before and after the experiments. The maxi-From the graphs, the distribution of interest in computer
mum possible score for both pre- and post-tests was 14 poirsgcurity for the control group users that read material is
Figure 3 depicts the users scores before and after thlgout the same both pre- and post-test. This suggests that
experiment. The y-axis is the score and the x-axis clusteyedreading about computer security does not, in itself, pique
pre- and post-test, with the average score for the expetaherinterest in the topic. In contrast, the distribution of st
and control groups indicated by different color bars. Eadh computer security for the experimental group that played
average is bounded with 95% confidence intervals. CounterMeasures has a noticeable shift with more users very
The average scores in the experimental and control groupterested in security post-test versus pre-test (6 veXsuEhis
were approximately the same in the pre-test, suggestirg thaggests that being engaging in active learning about ctenpu
the computer security backgrounds for both sample grouggcurity via a game can enhance interest in the topic.
were about the same. The average scores in the experimentiligure 6 depicts users opinions on their perceived learning
and control groups were also approximately the same df computer security material once the experiments had com-
the post-test, suggesting that playing CounterMeasurds ateted. The y-axis is one of the four possible responses, and
reading materials provided the same amount of knowleddke x-axis is the number of users that provided each response
The clear separation between the post-test scores andehe pith the experimental and control groups indicated by défe
test scores shows a significant gain in knowledge. For bathlors.
groups the most common mistake in the post-test was onBoth groups of users felt they learned something about com-
indicating all the possible effects of a buffer overflow. puter security from the experiment as there are no respamses



curity through traditional reading materials can be chjiag

and time consuming. Computer games have the potential
to overcome these challenges by guiding computer security
education while still engaging players in the topic.

The purpose of this project was to design, implement
Interested and evaluate a game calle@ounterMeasures that teaches

Very
Interested

specific techniques used by security experts. CounterMesisu
is designed with a graphical interface to present help and ob
jectives, but uses a command-line shell at the core forstiali
access to computer security tools and techniques. CourterM

Somewhat
Interested

o Experimental sures teaches about scanning systems, buffer overflows and
Inteh:;]st.ted = Control string format vulnerabilities in a game-type environmeithw
goals, objectives and a scoring system. CounterMeasures is
0 1 2 3 4 5 & 7 8 implemented using a Flash client that sends player cc_)mmands
to a Java server which executes commands and provides game
feedback via virtual machines. Our user study to evaluate
Very CounterMeasures had 20 participants, providing a comparis
Interested of effort, learning and engagement with the game compared
to equivalent reading materials.
Analysis of the results indicates that CounterMeasures
Interested teaches the same amount of knowledge as does reading on
the computer security techniques tested, but in about half t
Somewhat time. Users generally found CounterMeasures more enjeyabl
Interested and generally more immersive than the reading material, and
only the CounterMeasures users wanted to pursue additional
Not computer security learning opportunities after partitimgin
Interected the experiments.

In the future, CounterMeasures can be fairly easily extdnde
in the form of additional missions. Missions consist of atrgn
in an XML document, with descriptions of the mission name,
Fig. 5. Interest in Computer Security Before (top) and Afteottom) the objectives, scoring information, help and hints avdéa
Experiment Additional game-type elements could include time constgai
and other advanced scoring mechanisms along with a narativ
with plot developments. A multiplayer version of Counteidie
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very e | sures could provide head-to-head competition by follonang
Some sExpermental - COMMoON “capture the flag” format, where competing teams
Alitle =Conirol gain access to various insecure servers setup for the game.
Not at all Additional structure could be provided in the forms of hints

on how to defend, as well as attack, computer systems. A
Flash front-end implementation could reach a wider audienc
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Fig. 6. Users’ Opinions on Perceived Learning REFERENCES

[1] I.  W. Stats, ‘“Internet Usage Statistics, Population and
) Telecom Reports for the Americas,” Jun. 2010, [Online at:
the “Not at all” category. The experimental group that pthye  http:/mww.internetworldstats.com/stats2.htm].

CounterMeasures has a noticeably larger number of users[@)D- Systems, “U.S. Cyber Challenge - Major Shortage of
that thouaht thev learned “Verv Much” compared with the Cyber Security Workforce Professionals,” Jan. 2011, [@mliat
g Yy Yy p http://www.usadefenseindustryjobs.com/2011/01/3084yber-challenge-

control group that read material (only 1). major-shortage-of-cyber-security-workforce-professils].

Overall, post-questionnaires showed 18 of 20 users to Bk M. Prensky, “Digital Game-Based LearningfCM Computers in Enter-

) o Y ” tainment, vol. 1, no. 1, Oct. 2003,
Somewhat Interested” or “Interested” in additional gameg, V. Authors). Seewity - For Dummies  Wiley, 2010, [Oniine at

teaching computer security, and all the users in the experi- nttp:/iww.dummies.com/store/Computers-InternetBightml].

mental group enjoyed playing CounterMeasures “Some” Bt J. Scambray, S. McClure, and G. Kurtblacking Exposed: Network
“A Lot” Security Secrets & Solutions.  Osborne/McGraw-Hill, 2001.
: [6] D. Gollmann,Computer Security. Wiley, Mar. 2001, ISBN 978-0-470-
74115-3.
V1. CONCLUSIONS [7] J. Erickson,Hacking: the Art of Exploitation. No Starch Press, Jan.

Computer security is increasingly important for protegtin 2008, ISBN 978-1593271442.
users’ data and applications. However, learning compuger s



