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7KH�QHHG�IRU�D�IDVWHU�DQG�PRUH�HIILFLHQW�QHWZRUN�LV�D�JURZLQJ�QHHG�LQ�WRGD\¶V�

WHFKQRORJ\�ILHOG��,Q�SDUWLFXODU��WKH�FRPSDQ\�*HQHUDO�'\QDPLFV��*'��KDV�LQWHUHVWV�LQ�

LPSOHPHQWLQJ�VHFXUH��VWUHDPLQJ��KLJK�VSHHG�FRPPXQLFDWLRQ�QHWZRUNV�ZLWKLQ�KLJKO\�

FODVVLILHG�JRYHUQPHQW�SURMHFWV��$�6WRUDJH�$UHD�1HWZRUN��6$1��XVLQJ�)LEUH�&KDQQHO��D�

IDVW�FRQQHFWLRQ�DOORZLQJ�WUDQVIHU�UDWHV�RI�XS�WR�WZR�JLJDELWV�SHU�VHFRQG��LV�D�SRSXODU�

VROXWLRQ��%HFDXVH�6$1�DQG�)LEUH�&KDQQHO�DUH�UHODWLYHO\�QHZ�WHFKQRORJLHV��WKLV�SURMHFW�

IRFXVHV�RQ�KHOSLQJ�*'�WR�OHDUQ�DQG�XQGHUVWDQG�PRUH�DERXW�WKH�WUDIILF�WKDW�XWLOL]HV�WKLV�

DGYDQFHG�QHWZRUN�PHGLXP��

,Q�WKLV�SURMHFW��WKH�FKRVHQ�DSSURDFK�WR�OHDUQLQJ�PRUH�DERXW�6$1�DQG�)LEUH�

&KDQQHO�ZDV�WKH�GHYHORSPHQW�RI�D�WHVW�WRRO�GXEEHG�WKH�6&6,�&RPPDQG�*HQHUDWRU��6&*��

WKDW�JHQHUDWHV�EDVLF�WUDIILF�RQ�GHPDQG��7KLV�WRRO�JHQHUDWHV�D�QXPEHU�RI�6&6,�FRPPDQGV�

DQG�VHQGV�WKHP�WR�GHYLFHV�DWWDFKHG�WR�D�6$1��6FULSWLQJ�FDSDELOLWLHV�DOORZ�D�XVHU�WR�SUH�

UHFRUG�D�OLPLWOHVV�VHULHV�RI�WKHVH�FRPPDQGV��DQG�WKHQ�WR�H[HFXWH�WKHP�DOO�DW�RQFH��RQH�

DIWHU�WKH�RWKHU�LQ�UDSLG�VXFFHVVLRQ��7KH�6&*�DOVR�SURYLGHV�WKH�DELOLW\�IRU�XVHUV�WR�

FRQILJXUH�FXVWRPL]HG�FRPPDQGV�WKDW�PD\�QRW�EH�VSHFLILFDOO\�LPSOHPHQWHG�DW�WKH�WLPH��

PHDQLQJ�LW�DFWXDOO\�VXSSRUWV�HYHU\�6&6,�FRPPDQG�LQ�H[LVWHQFH��:LWK�WKH�KHOS�RI�WKH�

6&*��*'�GHYHORSHUV�ZLOO�EH�DEOH�WR�JHQHUDWH�VWUHDPV�RI�WUDIILF�WKDW�FDQ�ODWHU�EH�H[DPLQHG�

DQG�DQDO\]HG��

,Q�SDUWLFXODU��WKH�DQDO\]HU�WRRO�XVHG�E\�*'�LV�NQRZQ�DV�WKH�)&7UDFHU���,WV�

FDSDELOLWLHV�DQG�IHDWXUHV�LQFOXGH�GLVSOD\LQJ�UHFRUGHG�WUDIILF�XVLQJ�D�JUDSKLFDO�LQWHUIDFH�

DQG�PXOWL�SRUW�UHFRUGLQJ�ZLWK�DGYDQFHG�WULJJHULQJ�DQG�GHFRGLQJ�IHDWXUHV��,W�DOVR�FODULILHV�

WKH�KLJKHU�OHYHO�VLJQLILFDQFH�RI�)LEUH�&KDQQHO�WUDIILF��6&6,�IRU�H[DPSOH���DQG�QRW�MXVW�WKH�

UDZ�GDWD� $XWRPDWLF�GHFRGLQJ�DQG�WKH�XVH�RI�FRORU�FRGHG�SDFNHWV�WR�UHSUHVHQW�IUDPHV��

VHTXHQFHV��DQG�H[FKDQJHV�KHOS�WR�VKRZ�WKH�PHDQLQJ�RI�)LEUH�&KDQQHO�WUDIILF�VR�WKDW�

SRWHQWLDO�SUREOHPV�FDQ�EH�IRXQG�PRUH�TXLFNO\�DQG�HIILFLHQWO\���

8QIRUWXQDWHO\��EHFDXVH�RI�*HQHUDO�'\QDPLFV¶�VHFXULW\�QHHGV��WKH�SUHFLVH�UROH�IRU�

WKH�6&*�UHPDLQV�VRPHZKDW�RI�D�P\VWHU\���$OO�WKDW�LV�NQRZQ�H[WHUQDOO\�LV�WKDW�LW�ZLOO�KDYH�

VRPHWKLQJ�WR�GR�ZLWK�FODVVLILHG�)LEUH�&KDQQHO�HQFU\SWLRQ�PHWKRGV��,Q�DQ\�FDVH��WKH�6&*�

VKRXOG�SURYH�KHOSIXO�WR�*'��DQG�FRXOG�EH�HDVLO\�PRGLILHG�WR�PHHW�DQ\�SRWHQWLDO�FKDQJLQJ�

QHHGV�
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$EVWUDFW�

7KLV�SURMHFW�UHVXOWHG�LQ�WKH�GHYHORSPHQW�RI�D�WRRO�FDOOHG�WKH�6&6,�&RPPDQG�

*HQHUDWRU�WR�DOORZ�*HQHUDO�'\QDPLFV�WR�FUHDWH�VWULFWO\�FRQWUROOHG�WUDIILF�RYHU�D�)LEUH�

&KDQQHO�6WRUDJH�$UHD�1HWZRUN��6$1����$�ZLGH�DUUD\�RI�6&6,�FRPPDQGV�FDQ�EH�VWUXQJ�

WRJHWKHU�DQG�VHQW�WR�GHYLFHV�LQ�VXFFHVVLRQ���7KH�UHVXOWLQJ�WUDIILF�FDQ�EH�DQDO\]HG�LQ�UHDO�

WLPH�WR�KHOS�GHYHORSHUV�WHVW�DQG�GHEXJ�FKDQJHV�WR�D�)LEUH�&KDQQHO�6$1��
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�

�� ,QWURGXFWLRQ�

5HFHQWO\��WKH�HIILFLHQW�VWRUDJH�DQG�WUDQVIHU�RI�ODUJH�DPRXQWV�RI�GDWD�KDYH�EHFRPH�

LQFUHDVLQJO\�LPSRUWDQW���$V�GDWD�VWRUDJH�FDSDELOLWLHV�DQG�WUDQVIHU�VSHHGV�DGYDQFH��WDVNV�

OLNH�VWUHDPLQJ�ODUJH�PHGLD�ILOHV�IURP�VLQJOH�RU�GLVWULEXWHG�VRXUFHV�DUH�HPHUJLQJ�DV�

LPSRUWDQW�DSSOLFDWLRQV�WR�VXSSRUW���6WRUDJH�$UHD�1HWZRUNV��6$1V��DQG�)LEUH�&KDQQHO�DUH�

SRWHQWLDO�VROXWLRQV�WR�VXSSRUW�WKH�PRGHUQ�JHQHUDWLRQ�RI�QHWZRUN�DSSOLFDWLRQV����

$�6$1�LV�D�KLJK�VSHHG�QHWZRUN�WKDW�FRQQHFWV�VKDUHG�VWRUDJH�GHYLFHV��VXFK�DV�

GLVN��WDSH��RU�&'�520�GULYHV��WR�FRPSXWLQJ�GHYLFHV�OLNH�3&V�RU�ILOH�VHUYHUV���7KH�JRDO�RI�

DQ�6$1�LV�WR�SURYLGH�KLJK�VSHHG��IDXOW�WROHUDQW�DFFHVV�WR�GDWD�IRU�PXOWLSOH�FOLHQW�VHUYHU�

DQG�KRVW�FRPSXWHUV��ZKLFK�PD\�UDQJH�IURP�VLQJOH�FRPSXWHUV�WR�ODUJH�PDLQIUDPH�V\VWHPV���

0RVW�LPSRUWDQWO\��KRZHYHU��WKH�VSHFLILFV�RI�WKH�VWRUDJH�GHYLFHV�RQ�WKH�6$1�UHPDLQ�

WUDQVSDUHQW�WR�LWV�XVHUV���7KLV�PHDQV�WKDW�WR�D�FOLHQW��D�6$1�DSSHDUV�DV�D�VLQJOH�FRQWLJXRXV�

GDWD�VRXUFH��ZKLOH�LQ�UHDOLW\�WKLV�LV�OLNHO\�QRW�WKH�FDVH��

3K\VLFDOO\��D�6$1�ZLOO�OLNHO\�FRQVLVW�RI�PXOWLSOH�VHSDUDWH�GDWD�VRXUFHV�WKDW�VKDUH�

VWRUDJH�UHVSRQVLELOLWLHV���:KHQ�VHSDUDWLQJ�WKH�GDWD�VWRUDJH�XQLWV��WKH�QHHG�DULVHV�WR�

FHQWUDOO\�FRQQHFW�WKH�GHYLFHV�LQ�D�IDVW��UHOLDEOH�PDQQHU���2QH�SRVVLEOH�WHFKQRORJ\�LV�WKH�

XVH�RI�)LEUH�&KDQQHO��ZKLFK�FDQ�RIIHU�GDWD�UDWHV�RI�RQH�RU�WZR�JLJDELWV�SHU�VHFRQG���

+RZHYHU��FRQQHFWLQJ�WKH�GHYLFHV�ZLWK�)LEUH�&KDQQHO�LV�QRW�VXIILFLHQW�WR�HQVXUH�WKH�

RSWLPDO�SHUIRUPDQFH�RI�D�6$1��2WKHU�IDFWRUV��VXFK�DV�WKH�FRQILJXUDWLRQ�RI�WKH�6$1�DQG�

LWV�LQGLYLGXDO�GHYLFHV��FDQ�DOVR�DIIHFW�WKH�VXFFHVV�RI�WKH�QHWZRUN���)RUWXQDWHO\��WKHUH�H[LVW�

WRROV�WKDW�FDQ�WHVW�DQG�GHEXJ�)LEUH�&KDQQHO�WUDIILF�DQG�DVVLVW�LQ�RSWLPL]LQJ�WKH�FRQGLWLRQV�

RQ�D�6$1��

&RPSXWHU�$FFHVV�7HFKQRORJ\�&RUSRUDWLRQ¶V�)&7UDFHU�LV�RQH�VXFK�SURGXFW���%\�

WKRURXJKO\�DQDO\]LQJ�UHDO�WLPH���JLJDELW�)LEUH�&KDQQHO�WUDIILF��LW�LV�FDSDEOH�RI�RIIHULQJ�

GHWDLOHG�LQVLJKW�LQWR�FRQGLWLRQV�VXUURXQGLQJ�WKH�GDWD�EHLQJ�WUDQVIHUUHG�RYHU�D�VWRUDJH�DUHD�

QHWZRUN���&$7&¶V�7UDFHU�VRIWZDUH�LV�DEOH�WR�SURYLGH�XVHUV�ZLWK�D�SRZHUIXO�WRRO�IRU�

VSHFLILFDOO\�GLVVHFWLQJ�DQG�PDQDJLQJ�LWV�6$1�WUDIILF���

,Q�SDUWLFXODU��*HQHUDO�'\QDPLFV��D�OHDGLQJ�VXSSOLHU�RI�VRSKLVWLFDWHG�GHIHQVH�

V\VWHPV�WR�WKH�8QLWHG�6WDWHV�JRYHUQPHQW��LV�HVSHFLDOO\�LQWHUHVWHG�LQ�6$1�WHFKQRORJ\���
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$OWKRXJK�GHWDLOV�RI�WKHLU�SODQV�DUH�JXDUGHG�DV�VHFUHWV��*'�LV�FXUUHQWO\�GHYHORSLQJ�

PHWKRGV�RI�)LEUH�&KDQQHO�HQFU\SWLRQ�WR�HQVXUH�VHFXUH�GDWD�WUDQVIHU�LQ�VHQVLWLYH�

FLUFXPVWDQFHV���7KH�FRPSDQ\�UHTXHVWHG�WKDW�D�JURXS�RI�&RPSXWHU�6FLHQFH�VWXGHQWV�IURP�

:3,�GHYHORS�D�WRRO�WR�DVVLVW�WKHP�LQ�WKH�GHYHORSPHQW�RI�WKLV�QHZ�WHFKQRORJ\��

,Q�RUGHU�WR�KHOS�WKHP�HIIHFWLYHO\�WHVW�DQG�XQGHUVWDQG�HQFU\SWHG�6$1�WUDIILF��ZH�

VHW�RXW�WR�GHYHORS�D�6&6,�&RPPDQG�*HQHUDWRU�WR�FUHDWH�XVHU�GHILQHG�6&6,�WUDIILF��DQG�

WKHUHIRUH�SURYLGH�LWV�XVHUV�ZLWK�EHWWHU�FRQWURO�RI�6$1�WUDIILF�DW�D�ORZ�OHYHO��7KH�

DSSOLFDWLRQ�ZRXOG�LVVXH�6&6,�OHYHO�FRPPDQGV�GLUHFWO\�RYHU�)LEUH�&KDQQHO�WR�VWRUDJH�

GHYLFHV�RQ�WKH�DWWDFKHG�6$1���&RPPDQGV�SHUIRUPLQJ�WDVNV�OLNH�UHDGLQJ�GDWD��ZULWLQJ�

GDWD��SHUIRUPLQJ�GLDJQRVWLF�WHVWV��RU�UHTXHVWLQJ�LQIRUPDWLRQ�UHJDUGLQJ�D�GHYLFH¶V�VWDWXV�

FRXOG�EH�VHQW�LQGLYLGXDOO\�RU�DV�D�VHTXHQFH�RI�FRPPDQGV�VWUXQJ�WRJHWKHU��7KH�UHVXOW�

ZRXOG�EH�WKH�DELOLW\�WR�DQDO\]H�WKH�FRQVHTXHQW�WUDIILF�ZLWK�WKH�)&7UDFHU�DQG�LWV�

DVVRFLDWHG�)&�$QDO\]HU�VRIWZDUH��ZKLFK�SURFHVVHV�WKH�WUDIILF�DW�WKH�)LEUH�&KDQQHO�OHYHO�

DQG�GLVSOD\V�LW�PHDQLQJIXOO\�WR�WKH�XVHU���:LWK�WKH�KHOS�RI�WKH�6&6,�&RPPDQG�*HQHUDWRU��

GHYHORSHUV�VKRXOG�EH�DEOH�WR�ILQG�DQG�FRUUHFW�SUREOHPV�IDVWHU�ZLWKLQ�D�)LEUH�&KDQQHO�

6$1��
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�� 6$1�)HDWXUHV�DQG�%HQHILWV�

6WRUDJH�QHWZRUNLQJ�LV�D�WHFKQRORJ\�WKDW�LV�RI�JUHDW�LPSRUWDQFH�WR�WKH�ILHOG�RI�

LQIRUPDWLRQ�WHFKQRORJ\�DQG�FRPSXWHU�VFLHQFH�WRGD\��,W�LV�D�FRQVLVWHQWO\�JURZLQJ�ILHOG�

EHFDXVH�RI�JURZLQJ�QHHGV�ODUJH�TXDQWLWLHV�RI�GDWD�DQG�IDVWHU�WUDQVIHU�VSHHGV��6$1�

WHFKQRORJ\�LV�D�SULPDU\�VROXWLRQ�IRU�VDWLVI\LQJ�WKHVH�VWRUDJH�QHWZRUNLQJ�QHHGV��

$�6$1�LV�D�KLJK�VSHHG�/$1��/RFDO�$UHD�1HWZRUN��WKDW�FRQQHFWV�VKDUHG�VWRUDJH�

GHYLFHV��VXFK�DV�GLVN��WDSH�DQG�&'�520�GULYHV�WR�DOO�W\SHV�RI�FRPSXWLQJ�GHYLFHV��7KH�

JRDO�RI�D�6$1�LV�WR�JLYH�KLJK�VSHHG��IDXOW�WROHUDQW�DFFHVV�WR�GDWD�IRU�PDQ\�GLIIHUHQW�

FOLHQW�VHUYHU�DQG�KRVW�FRPSXWHUV��7KHVH�FRPSXWLQJ�GHYLFHV�FDQ�EH�DV�VLPSOH�DV�MXVW�D�

VLQJOH�3&�RU�FRQVLVW�RI�D�ODUJH�PDLQIUDPH�V\VWHP���

6WRUDJH�$UHD�7HFKQRORJ\�DUFKLWHFWXUH�PDNHV�DOO�VWRUDJH�GHYLFHV�DYDLODEOH�WR�DOO�

WKH�FXUUHQW�RU�GHYHORSLQJ�QHWZRUN�V\VWHPV��7KHVH�V\VWHPV�PD\�LQFOXGH�/$1V�RU�HYHQ�

:$1V��:LGH�$UHD�1HWZRUNV���$V�PRUH�VWRUDJH�GHYLFHV�VXFK�DV�1HWZRUN�$WWDFKHG�

6HUYHUV��1$6��DUH�GHYHORSHG��LW�ZLOO�EH�QHFHVVDU\�WR�PDNH�WKHP�DFFHVVLEOH�IURP�DQ\�

V\VWHP�LQ�WKH�QHWZRUN��%HFDXVH�VWRUHG�GDWD�LV�QRW�ORFDWHG�GLUHFWO\�RQ�DQ\�RI�D�QHWZRUN
V�

VHUYHUV��VHUYHU�SRZHU�LV�XWLOL]HG�IRU�EXVLQHVV�DSSOLFDWLRQV��DQG�QHWZRUN�FDSDFLW\�LV�

UHOHDVHG�WR�WKH�HQG�XVHU��$�6$1�LV�GLIIHUHQW�IURP�D�WUDGLWLRQDO�QHWZRUN��ZKLFK�LV�

FRPPRQO\�WKH�/$1�RU�:$1��$�/$1���:$1�LV�XVHG�WR�FRQQHFW�WKH�YDULRXV�W\SHV�RI�

FRPSXWLQJ�GHYLFHV�WRJHWKHU��ZKHWKHU�LW�LV�FOLHQW�WR�VHUYHU��XVHU�WR�XVHU�RU�FRUSRUDWH�

QHWZRUN�WR�WKH�,QWHUQHW��$�/$1���:$1�LV�WKH�PHDQV�RI�FRPPXQLFDWLRQV�XVHG�WR�WUDYHO�WR�

WKH�,QWHUQHW��ORJ�RQ�WR�D�FRUSRUDWH�QHWZRUN�RU�MXVW�WR�SULQW�D�GRFXPHQW�IURP�D�SULQWHU���

6$1V�KDYH�JUHDWO\�LPSURYHG�LQ�WKH�SDVW�IHZ�\HDUV��%HFDXVH�RI�SDVW�UHVHDUFK��

6$1V�SURYLGH�VHYHUDO�NH\�EHQHILWV�WR�WKH�HQKDQFHPHQW�RI�QHWZRUNLQJ�WHFKQRORJ\�LQ�WKH�

IRUP�RI�GLVDVWHU�UHFRYHU\��VFDODELOLW\��IDXOW�WROHUDQFH��EHWWHU�GDWD�WUDQVIHUULQJ�

SHUIRUPDQFH��PDQDJHDELOLW\��QHWZRUN�SHUIRUPDQFH�HQKDQFHPHQWV��DQG�EHWWHU�FRVW�

HIIHFWLYHQHVV��

���� 'LVDVWHU�5HFRYHU\�

6$1V�JLYH�PRUH�IOH[LELOLW\�LQ�'LVDVWHU�5HFRYHU\��7KH\�SURYLGH�D�KLJKHU�GDWD�

WUDQVIHU�UDWH�RYHU�JUHDWHU�GLVWDQFHV�WKDQ�FRQYHQWLRQDO�/$1�:$1�WHFKQRORJ\��6R�
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WKHUHIRUH�EDFNXSV�RU�UHFRYHU\�WR�DQG�IURP�UHPRWH�ORFDWLRQV��FDQ�EH�GRQH�GXULQJ�D�IDLUO\�

VKRUW�SHULRG�RI�WLPH��%HFDXVH�VWRUDJH�GHYLFHV�DUH�HDV\�WR�JHW�WR�E\�DQ\�VHUYHU�DWWDFKHG�WR�

WKH�6$1��D�VHFRQGDU\�GDWD�FHQWHU�FRXOG�LPPHGLDWHO\�UHFRYHU�IURP�D�IDLOXUH�LI�D�SULPDU\�

GDWD�FHQWHU�JRHV�RIIOLQH�>)$5��@��

���� )DXOW�7ROHUDQFH�

(YHU\�VHUYHU�LQ�D�WUDGLWLRQDO�QHWZRUN�FDQ�EH�WKRXJKW�RI�DV�DQ�³LVODQG´�RI�GDWD��,I�

WKH�VHUYHU�ZHUH�QRW�DYDLODEOH��WKHQ�DFFHVV�WR�WKH�GDWD�RQ�WKDW�VHUYHU�ZRXOG�QRW�EH�SRVVLEOH��

,Q�WUDGLWLRQDO�QHWZRUNV��PRVW�VWRUDJH�GHYLFHV�DUH�SK\VLFDOO\�FRQQHFWHG�WR�VHUYHUV�XVLQJ�D�

6PDOO�&RPSXWHU�6WDQGDUG�,QWHUIDFH�FRQQHFWLRQ��6&6,���6&6,�LV�D�KDUGZDUH�LQWHUIDFH�WKDW�

HQDEOHV�D�VLQJOH�H[SDQVLRQ�ERDUG�LQ�D�FRPSXWHU�WR�FRQQHFW�PXOWLSOH�SHULSKHUDO�GHYLFHV�

VXFK�DV�GLVN�GULYHV��&'�520V��WDSH�GULYHV��VFDQQHUV��HFW��6LQFH�DFFHVV�WR�GDWD�DWWDFKHG�LQ�

WKLV�PDQQHU�LV�RQO\�DYDLODEOH�LI�WKH�VHUYHU�LV�XS�DQG�UXQQLQJ��D�SRWHQWLDO�IRU�D�VLQJOH�SRLQW�

RI�IDLOXUH�FRXOG�RFFXU��,Q�D�6$1�HQYLURQPHQW��LI�D�VHUYHU�ZHUH�WR�IDLO��DFFHVV�WR�WKH�GDWD�

FRXOG�VWLOO�EH�SRVVLEOH��7KLV�LV�EHFDXVH�RWKHU�VHUYHUV�ZLOO�KDYH�DFFHVV�WR�WKDW�GDWD�WKURXJK�

WKH�6$1��,Q�/$1�:$1�HQYLURQPHQWV��FRPSOHWHO\�IDXOW�WROHUDQW�DFFHVV�WR�GDWD�UHTXLUHV�

PLUURUHG�VHUYHUV��7KLV�LV�DQ�H[SHQVLYH�DSSURDFK�IRU�EXVLQHVVHV�DQG�RUJDQL]DWLRQV��$OVR��D�

PLUURU�VHUYHU�DSSURDFK�SXWV�D�ODUJH�DPRXQW�RI�WUDIILF�RQ�WKH�QHWZRUN��RU�QHHGV�D�

SURSULHWDU\�DSSURDFK�IRU�GDWD�UHSOLFDWLRQ�>.80��@��

���� 6FDODELOLW\�

6FDODELOLW\�ZLWKLQ�WKLV�WHFKQRORJ\�LV�DQRWKHU�NH\�EHQHILW��,Q�WRGD\
V�VWDQGDUGV�RI�

FRPSXWLQJ��WKH�QHHG�IRU�D�JUHDW�DPRXQW�RI�KLJK�VSHHG�VWRUDJH�LV�LQFUHDVLQJ�DW�D�

VLJQLILFDQW�UDWH��7KLV�GHPDQG�FUHDWHV�QHZ�SUREOHPV�LQ�,QIRUPDWLRQ�7HFKQRORJ\�

GHSDUWPHQWV�>)$5��@���$�PDMRU�FRQFHUQ�LV�WKH�DFWXDO�SODFHPHQW�RI�WKH�SK\VLFDO�VWRUDJH�

GHYLFHV��7KH�ROGHU�DSSURDFK�WR�FRQQHFWLQJ�D�VWRUDJH�GHYLFH�WR�D�SURFHVVLQJ�XQLW�ZDV�

WKURXJK�6&6,�FRQQHFWLRQV��+RZHYHU��6&6,�KDV�SK\VLFDO�UHVWULFWLRQV�WKDW�ZRXOG�PDNH�LW�

GLIILFXOW�RU�UDWKHU�LPSRVVLEOH�WR�FRQQHFW�WKH�PDQ\�QHFHVVDU\�VWRUDJH�GHYLFHV�WR�WKH�VHUYHUV�

DW�RQFH��6$1�WHFKQRORJ\�EUHDNV�WKLV�SK\VLFDO�GLVWDQFH�EDUULHU�E\�OHWWLQJ�VRPHRQH�ORFDWH�

WKHLU�RZQ�VWRUDJH�WKDW�FRXOG�EH�PLOHV�DZD\�DV�RSSRVHG�WR�RQO\�D�IHZ�IHHW�DZD\��
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���� 7UDQVIHU�3HUIRUPDQFH�

6$1V�DUH�DQ�DWWUDFWLYH�DOWHUQDWLYH�WR�FXUUHQW�GDWD�WUDQVIHU�PHWKRGRORJLHV�LQ�SODFH�

WRGD\�>)$5��@���)RU�H[DPSOH��PRGHUQ�6&6,�FDQ�DFKLHYH�GDWD�WKURXJKSXW�UDWHV�RI�����

0%SV���6$1V�LPSURYH�XSRQ�WKLV�UDWH�DW�DQ�DVWRQLVKLQJ�����0%SV�IXOO�GXSOH[���7KDW�

WUDQVODWHV�LQWR�D�GDWD�WKURXJKSXW�UDWH�RI�����0%�V�ZKHQ�FRQVLGHULQJ�ERWK�GLUHFWLRQV���

$GGLWLRQDOO\��SDUDOOHO�FRQQHFWLRQV�FDQ�EH�XVHG�ZLWK�6$1V�IXUWKHU�LQFUHDVLQJ�

SHUIRUPDQFH��'XH�WR�WKLV�SURPLVLQJ�UHVXOW��IXUWKHU�HIIRUWV�DUH�EHLQJ�WDNHQ�WR�LQFUHDVH�

WKURXJKSXW���:LWKRXW�D�GRXEW��6$1V�DUH�WKH�QH[W�JHQHUDWLRQ�LQ�WKH�EXVLQHVV�RI�GDWD�

WUDQVIHU��

���� 0DQDJHDELOLW\�

0DQ\�RUJDQL]DWLRQV�KDYH�SHRSOH�ZKRVH�GXWLHV�DUH�GHGLFDWHG�WR�VSHFLILF�IXQFWLRQV��

,W�LV�YHU\�FRPPRQ�WR�ILQG�1RYHOO�$GPLQLVWUDWRUV��17�$GPLQLVWUDWRUV��RU�8QL[�

$GPLQLVWUDWRUV�DOO�DW�RQH�FRPSDQ\��$OO�RI�WKHVH�$GPLQLVWUDWRUV�KDYH�WZR�WKLQJV�LQ�

FRPPRQ��2QH�NH\�LV�WKDW�WKH\�DOO�XVH�D�QHWZRUN�WR�FRPPXQLFDWH�WR�WKH�FOLHQWV�WKH\�VHUYH��

$QRWKHU�NH\�LV�WKDW�WKH\�DOO�UHTXLUH�GLVN�VWRUDJH��)RU�DQ�RUJDQL]DWLRQ
V�QHWZRUNLQJ�QHHGV��

\RX�ZLOO�RIWHQ�ILQG�D�1HWZRUN�0DQDJHU�RU�1HWZRUN�*URXS��7KH\�PDLQWDLQ�WKH�LQVWDOOHG�

EDVH�RI�KXEV��VZLWFKHV�DQG�URXWHUV�>)$5��@���7KH�1HWZRUN�0DQDJHU�PDNHV�VXUH�WKH�

QHWZRUN�LV�RSHUDWLQJ�HIIHFWLYHO\�DQG�PDNHV�SODQV�IRU�IXWXUH�JURZWK���

)HZ�RUJDQL]DWLRQV�KDYH�JURXSV�ZKRVH�GXWLHV�LQFOXGH�PDQDJLQJ�WKH�VWRUDJH�

UHVRXUFHV��,W�LV�W\SLFDO�WKDW�D�FRPSDQ\
V�PRVW�W\SLFDO�UHVRXUFH��ZKLFK�LV�GDWD�VWRUDJH��

JHQHUDOO\�PD\�KDYH�QR�IRUPDO�JURXS�WR�PDQDJH�LW�HIIHFWLYHO\�DQG�HIILFLHQWO\��(DFK�W\SH�RI�

V\VWHP�DGPLQLVWUDWRU�LV�UHTXLUHG�WR�PRQLWRU�WKH�VWRUDJH�DWWDFKHG�WR�WKHLU�VHUYHUV��SHUIRUP�

EDFNXSV�DQG�SODQ�IRU�JURZWK��6WRUDJH�0DQDJHPHQW�LQ�D�6$1�HQYLURQPHQW�FRXOG�RIIORDG�

WKH�UHVSRQVLELOLW\�RI�PDLQWDLQLQJ�WKH�VWRUDJH�GHYLFHV�WR�D�GHGLFDWHG�JURXS��7KLV�JURXS�FDQ�

SHUIRUP�EDFNXSV�RYHU�WKH�6$1��OLJKWHQ�WKH�/$1�:$1�WUDIILF�IRU�DOO�W\SH�RI�VHUYHUV��7KH�

JURXS�FRXOG�DOORFDWH�GLVN�VSDFH�WR�DQ\�VHUYHU�UHJDUGOHVV�RI�WKH�W\SH��7KH�6$1�PDQDJHUV�

FRXOG�DFWLYHO\�PRQLWRU�WKH�VWRUDJH�V\VWHPV�RI�DOO�SODWIRUPV�DQG�WDNH�LPPHGLDWH�FRUUHFWLYH�

DFWLRQ�ZKHQHYHU�QHHGHG��
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���� 1HWZRUN�3HUIRUPDQFH�(QKDQFHPHQWV�

,Q�RUGHU�WR�DFFHVV�GDWD�IURP�D�QHWZRUN�WKDW�GRHV�QRW�HPSOR\�6$1�DWWDFKHG�VWRUDJH�

GHPDQGV��WKH�RQO\�FXUUHQW�VROXWLRQ�ZRXOG�EH�WKH�XVH�RI�D�WUDGLWLRQDO�QHWZRUN��7KLV�LV�DQ�

LQHIILFLHQW�PHWKRG�RI�DFFHVVLQJ�GDWD���)RU�H[DPSOH��FRQVLGHU�DQ�RUGLQDU\�FRUSRUDWH�

LQWUDQHW���0DQ\�RI�WKHVH�LQWUDQHWV�DUH�RUJDQL]HG�LQWR�D�PXOWL�OHYHO�VWUXFWXUH���1RZ��LI�WKH�

XVHU�UHTXHVWV�GDWD�IURP�D�VWRUDJH�GHYLFH�WKDW�LV�FRQQHFWHG�WR�WKH�VHUYHU�IURP�ZKLFK�WKH�

XVHU�KDV�DFFHVV��GDWD�PXVW�WUDYHO�WZLFH�RQ�WKH�QHWZRUN���)LUVW�GDWD�PXVW�EH�WUDQVIHUUHG�

IURP�WKH�VWRUDJH�GHYLFH�WR�WKH�VHUYHU���1H[W��WKH�GDWD�PXVW�WUDYHO�IURP�WKH�VHUYHU�WR�WKH�

XVHU¶V�ZRUNVWDWLRQ���7KLV�QHHGOHVVO\�LQFUHDVHV�QHWZRUN�WUDIILF�DQG�FRXOG�XOWLPDWHO\�UHVXOW�

LQ�WKH�VORZLQJ�RI�WKH�QHWZRUN����

$OWHUQDWLYHO\��LI�WKH�GDWD�VWRUDJH�GHYLFH�ZHUH�FRQQHFWHG�WR�D�6$1��WKH�GDWD�ZRXOG�

WUDYHO�RYHU�WKH�XVHU�DFFHVVLEOH�QHWZRUN�RQO\�RQFH���:KDW�D�6$1�ZRXOG�DFFRPSOLVK�LV�WKH�

SURVSHFW�RI�GHWHUULQJ�WKH�WUDIILF�EHWZHHQ�WKH�VHUYHU�DQG�WKH�1HWZRUN�$WWDFKHG�6WRUDJH��RU�

1$6��GHYLFH�IURP�WKH�/$1�QHWZRUN�>.80��@���7KHUHIRUH��WKH�GDWD�UHTXHVWHG�RQO\�

WUDYHOV�DFURVV�WKH�/$1�RQFH��OHDGLQJ�WR�GLPLQLVKHG�QHWZRUN�WUDIILF�DQG�XOWLPDWHO\�

LPSURYLQJ�SHUIRUPDQFH��

���� &RVW�(IIHFWLYHQHVV�

(DFK�VHUYHU�UHTXLUHV�LWV�RZQ�HTXLSPHQW�IRU�VWRUDJH�GHYLFHV��7KH�VWRUDJH�FRVW�IRU�

HQYLURQPHQWV�ZLWK�PXOWLSOH�VHUYHUV�UXQQLQJ�HLWKHU�WKH�VDPH�RU�GLIIHUHQW�RSHUDWLQJ�

V\VWHPV�FDQ�EH�PDVVLYH��6$1�WHFKQRORJ\�DOORZV�DQ�RUJDQL]DWLRQ�RU�EXVLQHVV�WR�ORZHU�WKLV�

FRVW�WKURXJK�HFRQRPLHV�RI�VFDOH��0XOWLSOH�VHUYHUV�ZLWK�GLIIHUHQW�RSHUDWLQJ�V\VWHPV�FDQ�

DFFHVV�VWRUDJH�LQ�5$,'�FOXVWHUV��6$1�WHFKQRORJ\�DOORZV�WKH�WRWDO�FDSDFLW\�RI�VWRUDJH�WR�

EH�DOORFDWHG�ZKHUH�LW�LV�QHHGHG��,I�UHTXLUHPHQWV�FKDQJH��VWRUDJH�FDQ�EH�UHDOORFDWHG�IURP�

GHYLFHV�ZLWK�DQ�H[FHVV�RI�VWRUDJH�WR�WKRVH�ZLWK�WRR�OLWWOH�VWRUDJH��6WRUDJH�GHYLFHV�DUH�QR�

ORQJHU�FRQQHFWHG�LQGLYLGXDOO\�WR�D�VHUYHU��WKH\�DUH�FRQQHFWHG�WR�WKH�6$1��IURP�ZKLFK�DOO�

GHYLFHV�JDLQ�DFFHVV�WR�WKH�GDWD�>.80��@��
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�

�� 6&6,�

6&6,��RU�6PDOO�&RPSXWHU�6\VWHP�,QWHUIDFH��LV�D�ZLGHO\�XVHG�,�2�EXV�IRU�

FRQQHFWLQJ�SHULSKHUDOV�DQG�FRPSXWHUV��DQG�LV�WKH�IRXQGDWLRQ�RQ�ZKLFK�RXU�&RPPDQG�

*HQHUDWRU�ZLOO�RSHUDWH���6&6,�LV�RIWHQ�XVHG�WR�FRQQHFW�GHYLFHV�VXFK�DV�GLVN�GULYHV��

VFDQQHUV��DQG�SULQWHUV��DQG�FDQ�RSHUDWH�RYHU�YDULRXV�W\SHV�RI�SK\VLFDO�PHGLD�>6&6��@��

LQFOXGLQJ�)LEUH�&KDQQHO���7KH�6&6,�FRPPDQG�VHW��PDSSHG�WR�)LEUH�&KDQQHO�YLD�6&6,�

)&3��FDQ�SHUIRUP�YDULRXV�RSHUDWLRQV�RQ�FRQQHFWHG�GHYLFHV��VXFK�DV�UHDGLQJ�GDWD��ZULWLQJ�

GDWD��DQG�UHTXHVWLQJ�VWDWXV�LQIRUPDWLRQ���:KLOH�XS�WR�HLJKW�RI�WKHVH�GHYLFHV�FDQ�VKDUH�D�

VLQJOH�6&6,�EXV��RQO\�WZR�RI�WKHP��D�WDUJHW�DQG�DQ�LQLWLDWRU��FDQ�FRPPXQLFDWH�DW�RQFH���,Q�

D�QXWVKHOO��DQ�LQLWLDWRU��D�FRPSXWHU�LQ�PRVW�FDVHV��ZLOO�VHQG�D�FRPPDQG�DQG�DQ\�

DVVRFLDWHG�GDWD�WR�D�6&6,�GHYLFH�NQRZQ�DV�WKH�WDUJHW���7KH�WDUJHW�ZLOO�WKHQ�SURFHVV�WKH�

FRPPDQG��SHUIRUP�WKH�UHTXLUHG�WDVNV��DQG�UHVSRQG�WR�WKH�LQLWLDWRU��

���� %XV�&RQWURO�6LJQDOV�

$W�D�ORZ�OHYHO��WKHUH�DUH����GLIIHUHQW�6&6,�EXV�VLJQDOV�JHQHUDWHG�E\�WKH�GHYLFHV�

>6&6��E@��HDFK�RI�ZKLFK�FDQ�WDNH�RQ�D�YDOXH�RI�HLWKHU�WUXH�RU�IDOVH������RI�WKHVH�VLJQDOV�

GHDO�ZLWK�EXV�FRQWURO��ZKLOH�WKH�RWKHU����DUH�XVHG�IRU�GDWD�WUDQVIHU���%HORZ�LV�D�OLVW�RI�WKH�

EXV�FRQWURO�VLJQDOV��

• %6<��%86<��LQGLFDWHV�WKDW�WKH�EXV�LV�EHLQJ�XVHG�

• 6(/��6(/(&7��LV�XVHG�E\�DQ�LQLWLDWRU�WR�VHOHFW�D�WDUJHW��RU�YLFH�YHUVD�

• &�'��&21752/�'$7$��LQGLFDWHV�ZKHWKHU�FRQWURO��WUXH��RU�GDWD�LQIRUPDWLRQ�LV�

RQ�WKH�EXV�

• ,�2��,1387�287387��LQGLFDWHV�WKH�GLUHFWLRQ�RI�WKH�GDWD�WUDQVIHU�

• 06*��0(66$*(��VLJQLILHV�WKH�0(66$*(�SKDVH�

• 5(4��5(48(67��LQGLFDWHV�D�WDUJHW¶V�UHTXHVW�IRU�DQ�$&.�KDQGVKDNH�

• 5(4%��5(48(67��LQGLFDWHV�D�WDUJHW¶V�UHTXHVW�IRU�DQ�$&.�KDQGVKDNH�RQ�WKH�

RSWLRQDO�%�FDEOH�

• $&.��$&.12:/('*(��LQGLFDWHV�DQ�LQLWLDWRU¶V�DFNQRZOHGJPHQW�RI�D�5(4�

• $&.%��$&.12:/('*(��LQGLFDWHV�DQ�LQLWLDWRU¶V�DFNQRZOHGJPHQW�RI�D�5(4%�
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• $71��$77(17,21��LQGLFDWHV�WKH�$77(17,21�FRQGLWLRQ�

• 567��5(6(7��LQGLFDWHV�WKH�5(6(7�FRQGLWLRQ�

�

���� %XV�3KDVHV�

$W�D�JLYHQ�WLPH��WKH�6&6,�EXV�LV�VDLG�WR�EH�LQ�RQH�RI�HLJKW�SKDVHV�WKDW�GHVFULEHV�LWV�

FXUUHQW�VWDWH���7KRVH�SKDVHV�DUH�WKH�%XV�)UHH��$UELWUDWLRQ��6HOHFWLRQ��5HVHOHFWLRQ��

&RPPDQG��'DWD��6WDWXV��DQG�0HVVDJH�SKDVHV��DQG�DUH�QRWHG�E\�WKH�YDOXHV�RI�WKH�YDULRXV�

VLJQDOV�SUHVHQW��

������ %XV�)UHH��

:KHQ�LQ�WKH�%XV�)UHH�SKDVH��WKH�6&6,�EXV�LV�QRW�EXV\�ZLWK�DQ\�,�2�SURFHVVHV�DQG�

LV�DYDLODEOH�IRU�XVH���7KLV�SKDVH�LV�GHWHFWHG�ZKHQ�ERWK�WKH�6(/�DQG�%6<�VLJQDOV�DUH�IDOVH��

PHDQLQJ�WKDW�QR�GHYLFHV�DUH�EXV\�DQG�QR�GHYLFHV�DUH�FXUUHQWO\�EHLQJ�VHOHFWHG����

������ $UELWUDWLRQ�

7KH�$UELWUDWLRQ�SKDVH�DOORZV�D�6&6,�GHYLFH�WR�VHL]H�FRQWURO�RI�WKH�EXV�LQ�RUGHU�WR�

SURFHHG�ZLWK�DQ�,�2�SURFHVV���7R�DFFRPSOLVK�WKLV��WKH�GHYLFH�ZLOO�ZDLW�IRU�D�%XV�)UHH�

SKDVH��DQG�WKHQ�DVVHUW�WKH�%6<�VLJQDO���6XEVHTXHQWO\��LI�D�KLJKHU�SULRULW\�6&6,�,'�ELW�LV�

WUXH�RQ�WKH�GDWD�EXV��WKLV�PHDQV�WKH�GHYLFH�KDV�ORVW�WKH�DUELWUDWLRQ���2WKHUZLVH��LW�KDV�ZRQ�

FRQWURO�RI�WKH�EXV��

������ 6HOHFWLRQ�

$IWHU�ZLQQLQJ�WKH�DUELWUDWLRQ��WKH�LQLWLDWRU�DVVHUWV�ERWK�WKH�%6<�DQG�6(/�VLJQDOV��

ZLWK�WKH�,�2�VLJQDO�IDOVH�WR�GLVWLQJXLVK�WKH�SKDVH�IURP�5HVHOHFWLRQ���,W�DOVR�VHWV�WKH�GDWD�

EXV�WR�WKH�RU�HG�YDOXH�RI�LWV�6&6,�,'�DQG�WKH�GHVLUHG�WDUJHW¶V�,'��DQG�DVVHUWV�WKH�$71�

VLJQDO�DQG�UHOHDVLQJ�WKH�%6<�VLJQDO�WR�IDOVH���7KH�WDUJHW�ZLOO�WKHQ�UHFRJQL]H�WKH�UHTXHVW��

DQG�DVVHUW�WKH�%6<�VLJQDO��

������ 5HVHOHFWLRQ�

7KH�5HVHOHFWLRQ�SKDVH�RFFXUV�ZKHQ�D�WDUJHW�LV�WR�UHFRQQHFW�WR�DQ�LQLWLDWRU�WR�

FRQWLQXH�D�VXVSHQGHG�SURFHVV���7KLV�SKDVH�LV�YHU\�VLPLODU�WR�6HOHFWLRQ��H[FHSW�WKH�UROHV�RI�

LQLWLDWRU�DQG�WDUJHW�DUH�UHYHUVHG���,Q�DGGLWLRQ��WKH�,�2�VLJQDO�PXVW�EH�WUXH�IRU�WKH�LQLWLDWRU�

WR�UHFRJQL]H�WKH�SKDVH��
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������ &RPPDQG�

'XULQJ�WKH�&RPPDQG�SKDVH��WKH�WDUJHW�ZLOO�UHTXHVW�FRPPDQG�LQIRUPDWLRQ�IURP�

WKH�LQLWLDWRU���7KH�WDUJHW�VHWV�WKH�&�'�VLJQDO�WR�WUXH�ZKLOH�VHWWLQJ�,�2�DQG�06*�WR�IDOVH�

ZKLOH�FRPSOHWLQJ�D�5(4�$&.�VLJQDO�KDQGVKDNH��

������ 'DWD�

7KH�'DWD�,Q�SKDVH�DOORZV�D�WDUJHW�WR�UHTXHVW�WKDW�WKH�LQLWLDWRU�UHFHLYH�GDWD�WKDW�LW�

VHQGV���7KH�WDUJHW�ZLOO�VHW�WKH�,�2�VLJQDO�WR�WUXH��DQG�WKH�&�'�DQG�06*�VLJQDOV�WR�IDOVH�

ZKLOH�FRPSOHWLQJ�WKH�5(4�$&.�VLJQDO�KDQGVKDNH���7KH�'DWD�2XW�SKDVH�DOORZV�WKH�WDUJHW�

WR�UHTXHVW�WKDW�WKH�LQLWLDWRU�VHQG�GDWD���,Q�WKLV�FDVH��WKH�WDUJHW�ZLOO�VHW�,�2��&�'��DQG�06*�

WR�IDOVH��

������ 6WDWXV�

,Q�WKH�6WDWXV�SKDVH�WKH�LQLWLDWRU�UHTXHVWV�WR�VHQG�VWDWXV�LQIRUPDWLRQ�WR�WKH�LQLWLDWRU���

6HWWLQJ�WKH�&�'�DQG�,�2�VLJQDOV�WR�WUXH�DQG�VHWWLQJ�06*�WR�IDOVH�GXULQJ�WKH�5(4�$&.�

KDQGVKDNH�VLJQLILHV�WKLV�SKDVH��

������ 0HVVDJH�

7KH�0HVVDJH�,Q�SKDVH�OHWV�WKH�WDUJHW�VHQG�PHVVDJHV�WR�WKH�LQLWLDWRU���7KH�,�2��&�'��

DQG�06*�VLJQDOV�ZLOO�EH�VHW�WR�WUXH���7KH�0HVVDJH�2XW�SKDVH�OHWV�WKH�WDUJHW�UHTXHVW�WKDW�

WKH�LQLWLDWRU�VHQG�LW�PHVVDJHV��DQG�LV�VLJQLILHG�E\�WUXH�&�'�DQG�06*�VLJQDOV�DQG�D�IDOVH�

,�2�VLJQDO���7KH�WDUJHW�VKDOO�FRQWLQXH�LQ�WKLV�SKDVH�XQWLO�WKH�$71�VLJQDO�LV�QHJDWHG��

�

���� *HQHULF�6&6,�,QWHUIDFH�

7KH�/LQX[�RSHUDWLQJ�V\VWHP�LQFOXGHV�IRXU�PDLQ�6&6,�GULYHUV��VG��VW��VU��DQG�VJ���

6G�LQWHUIDFHV�ZLWK�GLUHFW�DFFHVV�GHYLFHV�VXFK�DV�KDUG�GLVNV��VW�LQWHUIDFHV�ZLWK�WDSH�GULYHV��

DQG�VU�LQWHUIDFHV�ZLWK�&'�520�GULYHV���6J�UHIHUV�WR�*HQHULF�6&6,�DQG�LV�D�PRUH�ORZ�

OHYHO�GULYHU�WKDW�DOORZV�WKH�DGGLWLRQDO�XVH�RI�D�EURDGHU�VSHFWUXP�RI�GHYLFHV�OLNH�VFDQQHUV��

SULQWHUV��RU�UH�ZULWHDEOH�&'�>6&6��@���,Q�D�SRWHQWLDOO\�KHWHURJHQHRXV�VHWWLQJ�VXFK�DV�D�

6$1��WKH�VJ�GULYHU�PD\�EH�WKH�EHVW�DFFHVV�FKRLFH��

,QWHUIDFLQJ�ZLWK�D�JHQHULF�6&6,�GHYLFH�LV�YHU\�VLPLODU�WR�VWDQGDUG�ILOH�,�2���(DFK�

GHYLFH�ZLOO�KDYH�D�FRUUHVSRQGLQJ�GHYLFH�ILOH�LQ�WKH��GHY��GLUHFWRU\�RQ�D�/LQX[�V\VWHP���

7KH�RSHQ���V\VWHP�FDOO�FUHDWHV�D�GHVFULSWRU�WR�WKH�GHYLFH��ZKLOH�FORVH���ZLOO�GHVWUR\�LW���
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:KLOH�WKH�GHYLFH�LV�RSHQ��FRPPDQGV�DQG�GDWD�DUH�VHQW�WR�WKH�GHYLFH�ZLWK�WKH�ZULWH���FDOO��

DQG�GDWD�LV�UHFHLYHG�E\�XVLQJ�WKH�UHDG���FDOO���,Q�JHQHUDO��WKH�GDWD�SURYLGHG�WR�WKH�GULYHU�

ZLOO�FRQVLVW�RI�D�FRPPDQG��GDWD��DQG�YDULRXV�RWKHU�SDUDPHWHUV���'DWD�UHDG�IURP�WKH�GULYHU�

ZLOO�RIWHQ�LQFOXGH�DGGLWLRQDO�GDWD��DORQJ�ZLWK�D�VWDWXV�FRGH�DQG�RWKHU�LQIRUPDWLRQ��

6&6,�FRPPDQGV�JHQHUDOO\�FDQ�PHDVXUH������������RU����E\WHV�LQ�OHQJWK���8VXDOO\�D�

FRPPDQG�ZLOO�FRQVLVW�RI�D�FRPPDQG�FRGH�E\WH��ORJLFDO�DGGUHVV�LQIRUPDWLRQ��D�WUDQVIHU�

OHQJWK��DQG�YDULRXV�RWKHU�FRPPDQG�VSHFLILF�IODJV����,Q�DGGLWLRQ��YDULDEOH�OHQJWK�GDWD�PD\�

DFFRPSDQ\�WKH�FRPPDQG��VXFK�DV�ZLWK�D�:5,7(�FRPPDQG��

'DWD�ZULWWHQ�WR�DQG�UHDG�IURP�WKH�VJ�GHYLFH�WDNHV�WKH�IRUP�RI�D�VWUXFWXUH�FDOOHG�

VJBLRBKGUBW���7KH�VWUXFWXUH�LV����E\WHV�ORQJ�DQG�FRQVLVWV�RI����ILHOGV��VHYHUDO�RI�ZKLFK�DUH�

SDUWLFXODUO\�LPSRUWDQW��

�

LQW�LQWHUIDFHBLG��DOZD\V�PXVW�EH�VHW�WR�µ6¶�

LQW�G[IHUBGLUHFWLRQ��VSHFLILHV�WKH�GLUHFWLRQ�RI�WKH�GDWD�WUDQVIHU��WR�RU�IURP�WKH�GHYLFH��

XQVLJQHG�FKDU�
G[IHUS��SRLQWHU�WR�WKH�GDWD�WR�WUDQVIHU��LI�DQ\��

XQVLJQHG�LQW�G[IHUBOHQ��OHQJWK�RI�GDWD�WR�WUDQVIHU��LQ�E\WHV�

XQVLJQHG�FKDU�
FPGS��SRLQWHU�WR�WKH�FRPPDQG�

XQVLJQHG�FKDU�FPGBOHQ��WKH�OHQJWK�RI�WKH�FRPPDQG��XVXDOO\��������RU����E\WHV��

XQVLJQHG�FKDU�
VES��SRLQWHU�WR�WKH�VHQVH�EXIIHU��ZKLFK�ZLOO�FRQWDLQ�DQ\�HUURU�LQIRUPDWLRQ�

XQVLJQHG�FKDU�P[BVEBOHQ��WKH�PD[LPXP�OHQJWK�RI�WKH�VHQVH�EXIIHU�GDWD�

XQVLJQHG�LQW�WLPHRXW��WLPH�WR�ZDLW�IRU�FRPPDQG�WR�FRPSOHWH�

XQVLJQHG�FKDU�PDVNHGBVWDWXV��VWDWXV��*22'��&+(&.�&21',7,21��HWF��RI�WKH�WDUJHW�

�

2WKHU�ILHOGV�DOORZ�IXUWKHU�FRQWURO�RYHU�WKH�EHKDYLRU�RI�WKH�GULYHU���7KH�IXOO�VWUXFWXUH�

GHILQLWLRQ�FDQ�EH�IRXQG�DWWDFKHG�WR�WKLV�GRFXPHQW�LQ�$SSHQGL[�$��

$IWHU�UHFHLYLQJ�D�FRPPDQG��WKH�WDUJHW�GHYLFH�UHVSRQGV�ZLWK�D�VLQJOH�E\WH�YDOXH�

FDOOHG�WKH�6&6,�VWDWXV��*22'�LV�WKH�VWDWXV�LQGLFDWLQJ�HYHU\WKLQJ�KDV�JRQH�ZHOO��7KH�PRVW�

FRPPRQ�RWKHU�VWDWXV�LV�&+(&.�&21',7,21��ZKLFK�VLJQLILHV�DQ�XQH[SHFWHG�FRQGLWLRQ�

WKDW�VKRXOG�EH�FKHFNHG���)XUWKHU�LQIRUPDWLRQ�DERXW�H[DFWO\�ZKDW�ZHQW�ZURQJ�FDQ�EH�

IRXQG�LQ�WKH�VHQVH�EXIIHU��LI�WKH�VHQVH�EXIIHU�VL]H�LV�LQVXIILFLHQW��D�³5(48(67�6(16(´�

6&6,�FRPPDQG�FDQ�UHWULHYH�DGGLWLRQDO�FRQGLWLRQ�GDWD���,W�LV�LPSRUWDQW�WR�UHDOL]H�WKDW�D�

&+(&.�&21',7,21�PD\�EH�D�FULWLFDO�ZDUQLQJ�RU�MXVW�EHLQJ�LQIRUPDWLYH��H�J��FRPPDQG�
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QHHGHG�WR�EH�UHWULHG�EHIRUH�VXFFHHGLQJ��WR�IDWDO��H�J���PHGLXP�HUURU��ZKLFK�RIWHQ�

LQGLFDWHV�LW�LV�WLPH�WR�UHSODFH�WKH�GLVN���

6R�LQ�DOO�FDVHV�D�XVHU�DSSOLFDWLRQ�VKRXOG�FKHFN�WKH�YDULRXV�VWDWXV�YDOXHV��,I�

QHFHVVDU\�WKH�VHQVH�EXIIHU�ZLOO�EH�FRSLHG�EDFN�WR�WKH�XVHU�DSSOLFDWLRQ��6&6,�FRPPDQGV�

OLNH�5($'�FRQYH\�GDWD�EDFN�WR�WKH�XVHU�DSSOLFDWLRQ��LI�WKH\�VXFFHHG���7KH�VJ�GULYHU�

DUUDQJHV�IRU�WKLV�GDWD�WUDQVIHU�IURP�WKH�GHYLFH�WR�WKH�XVHU�VSDFH��LI�QHFHVVDU\��7KH�

LQWHUIDFH�PDNHV�VSHFLDO�GHYLFH�KDQGOLQJ�SRVVLEOH�IURP�XVHU�OHYHO�DSSOLFDWLRQV��7KHUHIRUH��

NHUQHO�GULYHU�GHYHORSPHQW��ZKLFK�LV�PRUH�ULVN\�DQG�GLIILFXOW�WR�GHEXJ��LV�QRW�QHFHVVDU\���

+RZHYHU��LI�WKH�GULYHU�LV�QRW�SURJUDPPHG�SURSHUO\��LW�LV�SRVVLEOH�WR�FUHDWH�VHULRXV�

HUURUV�DIIHFWLQJ�WKH�6&6,�EXV��WKH�GULYHU��RU�WKH�NHUQHO��7KHUHIRUH��LW�LV�LPSRUWDQW�WR�

SURSHUO\�SURJUDP�WKH�JHQHULF�GULYHU�DQG�WR�ILUVW�EDFN�XS�DOO�ILOHV�WR�DYRLG�ORVLQJ�GDWD��

$QRWKHU�XVHIXO�SUHFDXWLRQ�EHIRUH�UXQQLQJ�D�SURJUDP�WKDW�XVHV�WKH�VJ�GULYHU�LV�WR�LVVXH�D�

V\QF�FRPPDQG�WR�HQVXUH�WKDW�DQ\�EXIIHUV�DUH�IOXVKHG�WR�GLVN��PLQLPL]LQJ�GDWD�ORVV�LI�WKH�

V\VWHP�KDQJV��$QRWKHU�DGYDQWDJH�RI�WKH�JHQHULF�GULYHU�LV�WKDW�DV�ORQJ�DV�WKH�LQWHUIDFH�

LWVHOI�GRHV�QRW�FKDQJH��DOO�DSSOLFDWLRQV�DUH�LQGHSHQGHQW�RI�QHZ�NHUQHO�GHYHORSPHQW��,Q�

FRPSDULVRQ��RWKHU�ORZ�OHYHO�NHUQHO�GULYHUV�KDYH�WR�EH�V\QFKURQL]HG�ZLWK�RWKHU�LQWHUQDO�

NHUQHO�FKDQJHV��7\SLFDOO\��WKH�JHQHULF�GULYHU�LV�XVHG�WR�FRPPXQLFDWH�ZLWK�QHZ�6&6,�

KDUGZDUH�GHYLFHV�WKDW�UHTXLUH�VSHFLDO�XVHU�DSSOLFDWLRQV�WR�EH�ZULWWHQ�WR�WDNH�DGYDQWDJH�RI�

WKHLU�IHDWXUHV��7KH�JHQHULF�LQWHUIDFH�DOORZV�WKHVH�WR�EH�ZULWWHQ�TXLFNO\���

�
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�

�� )LEUH�&KDQQHO�

&XUUHQWO\��PRVW�6$1�LPSOHPHQWDWLRQV�DUH�EXLOW�ZLWK�)LEUH�&KDQQHO�DUFKLWHFWXUH���

)LEUH�&KDQQHO�LV�D�WHFKQRORJ\�VWDQGDUG�WKDW�LV�XVHG�WR�WUDQVIHU�GDWD�IURP�RQH�QRGH�WR�

DQRWKHU�LQ�D�QHWZRUN�DW�YHU\�KLJK�VSHHGV���&XUUHQW�LPSOHPHQWDWLRQV�WUDQVIHU�GDWD�DW�RQH�

*ESV�RU�WZR�*ESV������*ESV�GDWD�UDWHV�KDYH�DOUHDG\�EHHQ�WHVWHG�DQG�PDQ\�FRPSDQLHV�

KDYH�SURGXFWV�LQ�GHYHORSPHQW�WKDW�ZLOO�VXSSRUW�WKLV�>),%��@���$VLGH�IURP�LWV�KLJK�SHHG��LW�

LV�DOVR�YHU\�UHOLDEOH��YHU\�VFDODEOH�DQG�YHU\�IOH[LEOH��)LEUH�&KDQQHO�LV�XVXDOO\�XVHG�LQ�

DWWDFKLQJ�VHUYHUV�ZLWK�VWRUDJH�GHYLFH��VXFK�DV�5$,'�DUUD\�RU�WDSH�EDFNXS�GHYLFH���)LEUH�

&KDQQHO�LV�YHU\�KHOSIXO�EHFDXVH�LW�HQDEOHV�XV�WR�DGG�PRUH�GDWD�VWRUDJH�ZLWKRXW�GLVUXSWLQJ�

WKH�V\VWHP�RSHUDWLRQV��)LEUH�&KDQQHOV�DUH�GHVLJQHG�WR�ZRUN�ZLWK�HLWKHU�FRSSHU�ZLUHV�RU�

ZLWK�ILEUH�RSWLF�FDEOHV���&RSSHU�ZLUHV�DUH�XVHG�IRU�RQO\�VKRUW�GLVWDQFHV���)LEUH�RSWLF�

FDEOHV�DUH�XVHG�IRU�ORQJHU�GLVWDQFHV���7KH\�FDQ�VXSSRUW�WUDQVIHUULQJ�RI�GDWD�XS�WR�VL[�PLOHV�

DZD\�ZLWK�D�PLQLPDO�ORVV�RI�VSHHG��)LEUH�&KDQQHO�LV�FDSDEOH�RI�VXSSRUWLQJ�PXOWLSOH�

SURWRFROV�DQG�D�YDULHW\�RI�WRSRORJLHV��PDNLQJ�LW�WKH�PRVW�YHUVDWLOH�GDWD�WUDQVIHU�

WHFKQRORJ\�DYDLODEOH�>),%��@���)LEUH�&KDQQHO�FRPELQHV�VWRUDJH�,�2�FKDQQHOV�ZLWK�

QHWZRUNLQJ�WR�FUHDWH�D�KLJK�EDQGZLGWK�QHWZRUNLQJ�WHFKQRORJ\�WKDW�LV�DSSURSULDWH�IRU�

WRGD\
V�H[SDQGLQJ�GDWD�QHHGV���

)LEUH�&KDQQHO�LV�D�KLJK�SHUIRUPDQFH�VHULDO�OLQN�ZLWK�LWV�RZQ�SURWRFRO��DQG�LW�DOVR�

VXSSRUWV�RWKHU�KLJKHU�OHYHO�SURWRFROV�VXFK�DV�WKH�)'',��6&6,��+,33,�DQG�,3,��7KH�)LEUH�

&KDQQHO�VWDQGDUG�DGGUHVVHV�WKH�QHHG�IRU�YHU\�IDVW�WUDQVIHUV�RI�ODUJH�DPRXQWV�RI�

LQIRUPDWLRQ��7KH�IDVW��XS�WR���*ESV��WHFKQRORJ\�FDQ�HYHQ�EH�FRQYHUWHG�IRU�/$1���

$QRWKHU�DGYDQWDJH�RI�)LEUH�&KDQQHO�LV�WKDW�LW�JLYHV�XVHUV�RQH�SRUW�WKDW�VXSSRUWV�ERWK�

FKDQQHO�DQG�QHWZRUN�LQWHUIDFHV��UHOLHYLQJ�WKH�FRPSXWHUV�IURP�ODUJH�QXPEHU�RI�,�2�SRUWV��

)&�SURYLGHV�FRQWURO�DQG�FRPSOHWH�HUURU�FKHFNLQJ�>),%��@��

7KHUH�DUH�WZR�EDVLF�W\SHV�RI�GDWD�FRPPXQLFDWLRQ�EHWZHHQ�SURFHVVRUV�DQG�

EHWZHHQ�SURFHVVRUV�DQG�SHULSKHUDO�GHYLFHV��7KH\�DUH�FKDQQHOV�DQG�QHWZRUNV��$�FKDQQHO�

SURYLGHV�D�GLUHFW�RU�VZLWFKHG�SRLQW�WR�SRLQW�FRQQHFWLRQ�EHWZHHQ�WKH�FRPPXQLFDWLQJ�

GHYLFHV��$�FKDQQHO�LV�W\SLFDOO\�KDUGZDUH�LQWHQVLYH�DQG�WUDQVIHUV�GDWD�DW�D�KLJK�VSHHG�ZLWK�

YHU\�OLWWOH�RYHUKHDG��,Q�FRQWUDVW��D�QHWZRUN�LV�D�FROOHFWLRQ�RI�GLVWULEXWHG�QRGHV��OLNH�
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ZRUNVWDWLRQV��ILOH�VHUYHUV�RU�SHULSKHUDOV��ZLWK�LW
V�RZQ�SURWRFRO�WKDW�VXSSRUWV�LQWHUDFWLRQ�

DPRQJ�WKHVH�QRGHV��$�QHWZRUN�KDV�UHODWLYHO\�KLJK�RYHUKHDG�VLQFH�LW�LV�VRIWZDUH�LQWHQVLYH��

DQG�LV�WKHUHIRUH�VORZHU�WKDQ�D�FKDQQHO��1HWZRUNV�FDQ�KDQGOH�D�PRUH�H[WHQVLYH�UDQJH�RI�

WDVNV�WKDQ�FKDQQHOV��DV�WKH\�DUH�GHVLJQHG�WR�RSHUDWH�XQGHU�OHVV�ULJLG�FRQGLWLRQV�WKDQ�

FKDQQHOV��)LEUH�&KDQQHO�DWWHPSWV�WR�FRPELQH�WKH�EHWWHU�RI�WKHVH�WZR�PHWKRGV�RI�

FRPPXQLFDWLRQ�LQWR�D�QHZ�,�2�LQWHUIDFH�WKDW�PHHWV�WKH�QHHGV�RI�FKDQQHO�XVHUV�DQG�DOVR�

QHWZRUNV�XVHUV��

���� )LEUH�&KDQQHO�7RSRORJ\�

2QH�RI�)LEUH�&KDQQHO¶V�EHVW�TXDOLWLHV�LV�LWV�IOH[LEOH�WRSRORJ\��)OH[LELOLW\�LV�D�

IHDWXUH�WKDW�LV�RI�JUHDW�LPSRUWDQFH�WR�DQ\�NLQG�RI�QHWZRUN��7KH�WRSRORJ\�FDQ�EH�VHOHFWHG�

GHSHQGLQJ�RQ�V\VWHP�SHUIRUPDQFH�UHTXLUHPHQWV�RU�SDFNDJLQJ�RSWLRQV��7KHUH�DUH�

FXUUHQWO\�WKUHH�GLIIHUHQW�W\SHV�RI�)LEUH�&KDQQHO�WRSRORJLHV��3RLQW�WR�3RLQW��$UELWUDWHG�

/RRS��DQG�)DEULF��

������ 3RLQW�WR�3RLQW�

$�3RLQW�WR�3RLQW�WRSRORJ\��)LJXUH������3RLQW�WR�3RLQW�7RSRORJ\�>),%��@��LV�WKH�

VLPSOHVW�RI�WKH�WKUHH�FKRLFHV��,W�FRQWDLQV�WZR�)LEUH�&KDQQHO�GHYLFHV�FRQQHFWHG�GLUHFWO\�

WRJHWKHU��7KHUH�LV�QR�VKDULQJ�RI�WKH�FKDQQHO��ZKLFK�SHUPLWV�WKH�GHYLFHV�WR�EHQHILW�IURP�

WKH�WRWDO�EDQGZLGWK�RI�WKH�OLQN��3RLQW�WR�SRLQW�RIIHUV�WRWDO�EDQGZLGWK�EHWZHHQ�WKH�WZR�

FRQQHFWHG�V\VWHPV��'DWD�PD\�IORZ�GLUHFWO\�EHWZHHQ�WZR�FRQQHFWHG�HQGSRLQWV��RU�PXOWLSOH�

GHYLFHV�PD\�VKDUH�D�VZLWFK�WKDW�LV�FRQILJXUHG�IRU�VHYHUDO�SRLQW�WR�SRLQW�FRQILJXUDWLRQV��

7KLV�FRQQHFWLRQ�PD\�EH�HVWDEOLVKHG�IRU�WKH�GXUDWLRQ�RI�DQ�RSHUDWLRQ�SHULRG��RU�ZKHQ�WKHUH�

LV�D�QHHG�WR�FRPPXQLFDWH���

�
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�

)LJXUH������3RLQW�WR�3RLQW�7RSRORJ\�>),%��@�

�

������ $UELWUDWHG�/RRS�

$UELWUDWHG�ORRS��)LJXUH������$UELWUDWHG�/RRS�7RSRORJ\�>),%��@��LV�WKH�PRVW�

FRPPRQ�)LEUH�&KDQQHO�WRSRORJ\��,W�LV�XVHG�IRU�VWRUDJH�LQWHUFRQQHFWLRQ��WKH�

LQWHUFRQQHFWLRQ�RI�VPDOO�QXPEHUV�RI�GHYLFHV��DQG�LQWHUPLWWHQW�KLJK�EDQGZLGWK�VLWXDWLRQV��

:LWK�DOO�WKHVH�QHWZRUN�EHQHILWV��LW�LV�QR�VXUSULVH�WKDW�LW�LV�WKH�PRVW�FRPSOLFDWHG�VWUXFWXUH��

+RZHYHU��DQ�DUELWUDWHG�ORRS�WRSRORJ\�LV�WKH�PRVW�FRVW�HIIHFWLYH�PHDQV�RI�FRQQHFWLQJ�XS�

WR�����SRUWV�LQ�D�VLQJOH�QHWZRUN�ZLWKRXW�WKH�QHHG�RI�D�VZLWFK��8QOLNH�WKH�RWKHU�WZR�

WRSRORJLHV��WKH�FKDQQHOV�DUH�VKDUHG�EHWZHHQ�DOO�RI�WKH�GHYLFHV��)RU�D�ORRS�WR�RSHUDWH��DOO�

GHYLFHV�PXVW�VSHFLILFDOO\�VXSSRUW�WKH�DUFKLWHFWXUH���

$QRWKHU�GLVDGYDQWDJH�RI�WKLV�WRSRORJ\�LV�WKDW�WKH\�DUH�LQHIILFLHQW�LQ�ODUJH�

FRQILJXUDWLRQV��7KLV�LV�GXH�WR�WKH�IDFW�WKDW�HYHU\�QRGH�LQ�WKH�ORRS�PXVW�ORRN�DW�WKH�GDWD�

UHJDUGOHVV�RI�WKH�GHVWLQDWLRQ��6LQFH�HDFK�QRGH�LV�ORJLFDOO\�FRQQHFWHG�LQ�D�ULQJ��FDEOH�

LQGXFHG�GHOD\V�PD\�RFFXU�ZLWK�ODUJHU�FRQILJXUDWLRQV��,W�LV�VXJJHVWHG�WKDW�DUELWUDWHG�ORRS�

EH�XVHG�ZKHQ�WKH�WRWDO�QXPEHU�RI�FRQQHFWHG�QRGHV�LV�OHVV�WKDQ����DQG�WKH�PD[LPXP�

GLVWDQFHV�EHWZHHQ�QRGHV�LV�����PHWHUV�RU�OHVV�>),%��@��

$Q�DUELWUDWHG�ORRS�VFKHPH�KDV�D�VLPSOH�EXW�\HW�DQ�HIIHFWLYH�ZD\�RI�

FRPPXQLFDWLRQ�EHWZHHQ�QRGHV��:KHQ�D�QRGH�RU�GHYLFH�LV�UHDG\�DQG�FDSDEOH�RI�VHQGLQJ�

GDWD��LW�PXVW�ILUVW�DUELWUDWH�DQG�JDLQ�WRWDO�DXWKRUL]DWLRQ�WKURXJKRXW�WKH�ORRS��,W�

DFFRPSOLVKHV�WKLV�E\�VHQGLQJ�WKH�WDUJHW�QRGH�DQ�23(1��231��VLJQDO�WR�WKH�WDUJHW�QRGH��

)URP�WKDW�SRLQW�RQ��WKH�WZR�QRGHV�FDUU\�RQ�D�3RLQW�WR�3RLQW�W\SH�RI�UHODWLRQVKLS��

+RZHYHU��LI�PRUH�WKHQ�WZR�QRGHV�RU�GHYLFH�WU\�WR�JDLQ�FRQWURO�DW�WKH�VDPH�WLPH��

WKH�VLWXDWLRQ�JHWV�WUHDWHG�LQ�D�SULRULWL]HG�PDQQHU��%HIRUH�D�QRGH�HYHQ�VHQGV�RXW�D��231��



� ���

VLJQDO�WR�D�GHVWLQDWLRQ�GHYLFH��LW�KDG�ILUVW�VHQW�RXW�DQG�UHFHLYHG�LWV�RZQ�SULPLWLYH�VLJQDO�

IRU�DXWKRUL]DWLRQ�SXUSRVHV�ZLWKLQ�WKH�ORRS��7KLV�SULPLWLYH�VLJQDO�LV�UHSUHVHQWHG�DV��$5%[��

ZKHUH�[�LV�HTXDO�WR�WKH�SK\VLFDO�DGGUHVV�RI�WKH�GHYLFH��,W�LV�UHSUHVHQWHG�DV��$/B3$���7KH�

[�YDOXHV�RI�WKH�$5%�3ULPLWLYH�6LJQDOV�DUH�FRPSDUHG��:KHQ�DQ�DUELWUDWLQJ�GHYLFH�UHFHLYHV�

DQRWKHU�GHYLFH
V�$5%[��WKH�$5%[�ZLWK�WKH�QXPHULFDOO\�ORZHU�$/B3$�LV�IRUZDUGHG��

ZKLOH�WKH�$5%[�ZLWK�WKH�QXPHULFDOO\�KLJKHU�$/B3$�LV�EORFNHG��7KXV��WKH�GHYLFH�ZLWK�

WKH�ORZHU�$/B3$�ZLOO�JDLQ�FRQWURO�RI�WKH�ORRS�ILUVW��2QFH�WKDW�GHYLFH�UHOLQTXLVKHV�FRQWURO�

RI�WKH�ORRS��WKH�RWKHU�GHYLFH�FDQ�KDYH�D�FKDQFH���

�

)LJXUH������$UELWUDWHG�/RRS�7RSRORJ\�>),%��@�

������ )DEULF�6ZLWFK�

7KH�)DEULF�WRSRORJ\��)LJXUH������)DEULF�6ZLWFK�7RSRORJ\��LV�XVHG�WR�FRQQHFW�

PDQ\�GHYLFHV�LQ�D�FURVV�SRLQW�VZLWFKHG�FRQILJXUDWLRQ��7KH�VZLWFKHG�IDEULF�FRQQHFWLRQ�

FDQ�LQWHUFRQQHFW�ODUJH�QXPEHUV�RI�GHYLFHV��VXVWDLQ�KLJK�EDQGZLGWK�UHTXLUHPHQWV��FRQQHFW�

GHYLFHV�WKDW�UXQ�DW�GLIIHUHQW�VSHHGV��DQG�SURYLGH�FDEOH�PDWFKLQJ��7KH�PDLQ�EHQHILW�RI�WKLV�

WRSRORJ\�LV�WKDW�PDQ\�GHYLFHV�FDQ�FRPPXQLFDWH�DW�WKH�VDPH�WLPH�VLQFH�WKH�FKDQQHOV�DUH�

QRW�VKDUHG��7KLV�FRQQHFWLRQ�PD\�EH�HVWDEOLVKHG�IRU�WKH�GXUDWLRQ�RI�DQ�RSHUDWLRQ�SHULRG��RU�

ZKHQ�WKHUH�LV�D�QHHG�WR�FRPPXQLFDWH���

7KH�IDEULF�RU�VZLWFKHG�WRSRORJ\�FRQVLVWV�RI�VHYHUDO�VZLWFKHV�WKDW�VXSSRUW�WKH�HQG�

V\VWHP�QRGHV��:KHQ�WKH�IDEULF�IURP�D�WUDQVPLWWLQJ�SRUW�UHFHLYHV�GDWD��WKH�IUDPH�KHDGHU�RI�

WKH�LQFRPLQJ�GDWD�GHWHUPLQHV�WKH�GHVWLQDWLRQ��7KH�IDEULF�ZLOO�WKHQ�WUDQVIHU�WKH�GDWD�WR�DQ�
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DGMDFHQW�QRGH�WR�EH�GHOLYHUHG��RU�GHOLYHU�WKH�DSSURSULDWH�LQIRUPDWLRQ�WR�WKH�UHFHLYLQJ�SRUW��

7KLV�WRSRORJ\�W\SH�DOORZV�IRU�HUURU�GHWHFWLRQ�DQG�LV�HDVLO\�H[SDQGDEOH��7KH�GUDZEDFN�

KRZHYHU�LV�WKDW�LW�UHTXLUHV�D�VSHFLILF�)LEUH�&KDQQHO�VZLWFK��7KH�VZLWFKHG�IDEULF�WRSRORJ\�

JLYHV�WKH�JUHDWHVW�FRQQHFWLRQ�FDSDELOLW\�DQG�ODUJHVW�WRWDO�FRPELQHG�WKURXJKSXW��(DFK�

GHYLFH�LV�FRQQHFWHG�WR�D�VZLWFK�DQG�UHFHLYHV�D�QRQ�EORFNLQJ�GDWD�SDWK�WR�DQ\�RWKHU�

FRQQHFWLRQ�RQ�WKH�VZLWFK��7KLV�ZRXOG�EH�HTXLYDOHQW�WR�D�GHGLFDWHG�FRQQHFWLRQ�WR�HYHU\�

GHYLFH��$V�WKH�QXPEHU�RI�GHYLFHV�LQFUHDVHV�WR�RFFXS\�PXOWLSOH�VZLWFKHV��WKH�VZLWFKHV�DUH�

LQ�WXUQ�FRQQHFWHG�WRJHWKHU���

�

)LJXUH������)DEULF�6ZLWFK�7RSRORJ\�

���� )LEUH�&KDQQHO�/D\HUV�

)LEUH�&KDQQHO�DOORZV�VLPXOWDQHRXV�WUDQVPLVVLRQ�RI�GLIIHUHQW�SURWRFROV�RYHU�D�

VLQJOH�RSWLFDO�ILEUH�SDLU�DQG�LW�FDQ�DOORZ�D�QXPEHU�RI�H[LVWLQJ�VHUYLFHV��VXFK�DV�QHWZRUN��

SRLQW�WR�SRLQW��DQG�SHULSKHUDO�LQWHUIDFHV��WR�EH�DFFHVVHG�RYHU�D�VLQJOH�PHGLXP�XVLQJ�WKH�

VDPH�KDUGZDUH�FRQQHFWLRQ��)LEUH�&KDQQHO�DOVR�SURYLGHV�FRQWURO�DQG�FRPSOHWH�HUURU�

FKHFNLQJ��:KDW�DOORZV�D�)LEUH�&KDQQHO�QHWZRUN�WKLV�IOH[LELOLW\�LV�LWV�VWUXFWXUH�PDGH�XS�RI�

PXOWLSOH�OD\HUV���

7KH�)LEUH�&KDQQHO�VWUXFWXUH�LV�GHILQHG�DV�D�PXOWL�OD\HUHG�VWDFN�RI�IXQFWLRQDO�

OHYHOV��QRW�XQOLNH�WKRVH�XVHG�WR�UHSUHVHQW�QHWZRUN�SURWRFROV��DOWKRXJK�QRW�PDSSLQJ�

GLUHFWO\�WR�26,�OD\HUV��7KH�OD\HUV�RI�WKH�)LEUH�&KDQQHO�VWDQGDUG�GHILQH�WKH�SK\VLFDO�PHGLD�
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DQG�WUDQVPLVVLRQ�UDWHV��HQFRGLQJ�VFKHPH��IUDPLQJ�SURWRFRO�DQG�IORZ�FRQWURO��FRPPRQ�

VHUYLFH��DQG�WKH�XSSHU�OHYHO�DSSOLFDWLRQV�LQWHUIDFHV�>),%��@��7KH�ILYH�OD\HUV�DUH�)&����

)&����)&����)&����DQG�)&����

������ )&���

7KH�ORZHVW�OD\HU�LV�WKH�)&���OD\HU��,W�VSHFLILHV�WKH�SK\VLFDO�OLQN�LQ�WKH�V\VWHP��

LQFOXGLQJ�WKH�PHGLD��WUDQVPLWWHUV��UHFHLYHUV��DQG�FRQQHFWRUV�WKDW�FDQ�EH�XVHG�ZLWK�)LEUH�

&KDQQHO��7KLV�DOVR�LQFOXGHV�HOHFWULFDO�DQG�RSWLFDO�FKDUDFWHULVWLFV��WUDQVPLVVLRQ�UDWHV��DQG�

RWKHU�SK\VLFDO�FRPSRQHQWV�RI�WKH�VWDQGDUG��7KH�SK\VLFDO�OHYHO�LV�GHVLJQHG�WR�EH�DEOH�WR�

XVH�D�ODUJH�QXPEHU�RI�WHFKQRORJLHV�WR�PHHW�WKH�ZLGHVW�UDQJH�RI�V\VWHP�UHTXLUHPHQWV��$Q�

HQG�WR�HQG�URXWH�FDQ�XVH�GLIIHUHQW�OLQN�WHFKQRORJLHV�IRU�LQFUHDVHG�SHUIRUPDQFH�DQG�

GHFUHDVHG�FRVW��DQG�V\VWHPV�LQWHJUDWRUV�FDQ�WDLORU�DQ�LQVWDOODWLRQ�WR�PHHW�WKH�VSHFLILF�

QHHGV�RI�WKHLU�FXVWRPHUV�>),%��@��

)&���DOVR�VSHFLILHV�WKH��2)&��2SHQ�)LEUH�&RQWURO�V\VWHP��,W�LV�D�VDIHW\�V\VWHP�

XVHG�WR�FRQWURO�WKH�RSWLFDO�SRZHU�OHYHO�RI�6:�ODVHU�GDWD�OLQNV�ZKHQ�RU�LI�DQ�RSHQ�ILEUH�

FRQGLWLRQ�RFFXUV��7KLV�VDIHW\�IHDWXUH�LV�UHTXLUHG�EHFDXVH�WKH�RSWLFDO�SRZHU�OHYHOV�LQ�WKLV�

NLQG�RI�V\VWHP�H[FHHG�WKH�OLPLWV�GHILQHG�E\�WKH�ODVHU�VDIHW\�VWDQGDUGV�>),%��@��:KHQHYHU�

WKLV�RSHQ�ILEUH�FRQGLWLRQ�RFFXUV�LQ�WKH�OLQN�IURP�WKH�VHQGLQJ�SRUW��WKH�UHFHLYHU�SRUW�GHWHFWV�

LW�DQG�SXOVHV�LWV�ODVHU�DW�D�ORZ�GXW\�F\FOH�ZLWKLQ�WKH�ODVHU�VDIHW\�UHTXLUHPHQWV��7KH�

UHFHLYHU�DW�WKH�RWKHU�SRUW�GHWHFWV�WKH�SXOVLQJ�VLJQDO�DQG�LWVHOI�VHQGV�SXOVHV�ZLWKLQ�WKH�

VSHFLILHG�ODVHU�VDIHW\�UDQJH��,I�WKH�RSHQ�ILEUH�FRQGLWLRQ�LV�UHVWRUHG��UHFHLYHUV�IURP�ERWK�

SRUWV�UHFHLYH�WKH�SXOVLQJ�VLJQDOV�WKDW�ZLOO�UHVXOW�LQ�D�GRXEOH�KDQGVKDNLQJ�SURFHGXUH�WR�

UHVWRUH�QRUPDO�WUDQVPLVVLRQ�DIWHU�D�FRXSOH�RI�VHFRQGV��

������ )&���

)&���GHILQHV�DOO�WUDQVPLVVLRQ�SURWRFROV�LQFOXGLQJ�VHULDO�HQFRGLQJ�DQG�GHFRGLQJ�

UXOHV��VSHFLDO�FKDUDFWHUV�DQG�HUURU�FRQWURO��(YHU\���ELWV�RI�GDWD�DUH�HQFRGHG�LQWR����ELW�

7UDQVPLVVLRQ�&KDUDFWHU��$�7UDQVPLVVLRQ�:RUG�LV�FRPSRVHG�RI�IRXU�FRQWLJXRXV�

7UDQVPLVVLRQ�&KDUDFWHUV��7KH�7UDQVPLVVLRQ�FKDUDFWHU�LV�XVHG�WR�HQVXUH�WKDW�FORFN�

UHFRYHU\�LV�SRVVLEOH�E\�KDYLQJ�HQRXJK�WUDQVLWLRQV�SUHVHQW�LQ�WKH�VHULDO�ELW�VWUHDP���

&KDUDFWHU�FRQYHUVLRQ�LV�DFFRPSOLVKHG�E\�WDNLQJ�DQ�XXHQFRGHG�LQIRUPDWLRQ�E\WH�

WKDW�LV�PDGH�XS�RI�HLJKW�LQIRUPDWLRQ�ELWV�ORJLFDOO\�ODEHOHG�$�%�&�'�(�)�*�+�DQG�D�FRQWURO�

FKDUDFWHU�=��(��'��&��%��DQG�$�UHSUHVHQW�HDFK�ELQDU\�YDOXH��,W�LV�FRQYHUWHG�LQWR�WKH�IRUP�
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[[��ZKLFK�LV�D�GHFLPDO�UHSUHVHQWDWLRQ�RI�WKH�ELQDU\�YDOXH��VLQFH��
�
�� ���UHTXLUHV�DW�PRVW�

WZR�GHFLPDO�GLJLWV��+��*�VLPLODUO\�LV�FRQYHUWHG�LQWR�WKH�IRUP�\��ZKLFK�LV�D�RQH�GLJLW�

GHFLPDO�YDOXH��'�UHSUHVHQWV�WKH�FRQWURO�FKDUDFWHU�=�IRU�GDWD�W\SH�RU�.�IRU�VSHFLDO�W\SH��

7KH�UHVXOWLQJ�FRPELQDWLRQ�RI�WKLV�LQIRUPDWLRQ�IRUPV�D�QDPH�LQ�WKH�IRUP�=[[�\�WKDW�

UHSUHVHQWV�D�YDOLG�7UDQVPLVVLRQ�&KDUDFWHU��$IWHU�WUDQVPLVVLRQ�WKH�'�W\SH�7UDQVPLVVLRQ�

&KDUDFWHUV�DUH�GHFRGHG�LQWR�RQH�RI�����HLJKW�ELW�FRPELQDWLRQV��$Q\�.�W\SH�7UDQVPLVVLRQ�

&KDUDFWHUV�DUH�XVHG�IRU�SURWRFRO�PDQDJHPHQW�IXQFWLRQV��$OO�RWKHU�FRGHV�EHVLGHV�'�RU�.�

W\SHV�DUH�LQYDOLG���

7KH�SK\VLFDO�OD\HU�XVHV�D�5XQQLQJ�'LVSDULW\��5'���7KLV�LV�D�ELQDU\�QXPEHU�WKDW�LV�

FDOFXODWHG�EDVHG�RQ�WKH�QXPEHU�RI��
V�DQG��
V�LQ�WKH�WZR�VXE�EORFNV��7KH�ILUVW�VXE�EORFN�LV�

WKH�ILUVW�VL[�ELWV�RI�WKH�7UDQVPLVVLRQ�&KDUDFWHU�DQG�WKH�VHFRQG�VXE�EORFN�LV�WKH�ODVW�IRXU�

ELWV�RI�WKH�7UDQVPLVVLRQ�&KDUDFWHU�>),%��@��$�QHZ�5'�LV�FDOFXODWHG�DW�WKH�WUDQVPLWWHU�DQG�

UHFHLYHU�DQG�LI�WKH�5'�YDOXHV�DUH�QRW�WKH�VDPH��WKHQ�D�GLVSDULW\�YLRODWLRQ�FRQGLWLRQ�LV�

LQGLFDWHG��

������ )&���

)&���LV�FDOOHG�WKH�VLJQDOLQJ�SURWRFRO�OHYHO��,W�LV�UHVSRQVLEOH�IRU�EUHDNLQJ�WKH�GDWD�

WR�EH�WUDQVPLWWHG�LQWR��DQG�UHDVVHPEOH�WKH�IUDPHV�DIWHU�WUDQVSRUW��,W�VSHFLILHV�WKH�IUDPLQJ�

UXOHV�RI�WKH�GDWD�WR�EH�VHQW�IURP�RQH�SRUW�WR�DQRWKHU��ZD\V�IRU�FRQWUROOLQJ�WKH�WKUHH�VHUYLFH�

FODVVHV��DQG�FRQWUROOLQJ�WKH�VHTXHQFH�LQ�ZKLFK�WKH�GDWD�LV�WUDQVIHUUHG��$OO�IUDPHV�LQ�D�

WUDQVIHU�KDYH�D�VHTXHQFH�QXPEHU�IURP���WR�1�VR�WKDW�WKH�UHFHLYHU�LV�DEOH�WR�WHOO�LI�D�IUDPH�

LV�PLVVLQJ�DQG�H[DFWO\�ZKLFK�IUDPH�V��LV�PLVVLQJ��7KHUH�DUH�ILYH�GLIIHUHQW�EXLOGLQJ�EORFNV�

GHILQHG�WR�SURYLGH�HIILFLHQW�PHDQV�RI�GDWD�WUDQVSRUW�DFURVV�D�OLQN��7KH\�DUH�2UGHUHG�6HWV��

)UDPHV��6HTXHQFHV��([FKDQJHV��DQG�3URWRFROV���

2UGHUHG�6HWV�DUH�IRXU�E\WH�WUDQVPLVVLRQ�ZRUGV�FRQWDLQLQJ�GDWD�DQG�VSHFLDO�

FKDUDFWHUV�ZKLFK�KDYH�D�VSHFLDO�PHDQLQJ��2UGHUHG�6HWV�SURYLGH�WKH�DYDLODELOLW\�WR�REWDLQ�

ELW�DQG�ZRUG�V\QFKURQL]DWLRQ��ZKLFK�DOVR�HVWDEOLVKHV�ZRUG�ERXQGDU\�DOLJQPHQW��$Q�

2UGHUHG�6HW�DOZD\V�EHJLQV�ZLWK�WKH�VSHFLDO�FKDUDFWHU�.������7KUHH�PDMRU�W\SHV�RI�

2UGHUHG�6HWV�DUH�GHILQHG�E\�WKH�VLJQDOLQJ�SURWRFRO��7KH\�DUH�)UDPH�GHOLPLWHUV��3ULPLWLYH�

VLJQDOV��DQG�3ULPLWLYH�VHTXHQFHV���

7KH�)UDPH�GHOLPLWHUV��WKH�6WDUW�RI�)UDPH��62)��DQG�(QG�RI�)UDPH��(2)��

2UGHUHG�6HWV�DUH�2UGHUHG�6HWV�WKDW�LPPHGLDWHO\�EHJLQ�RU�IROORZ�WKH�FRQWHQWV�RI�D�)UDPH��
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7KHUH�DUH�PXOWLSOH�62)�DQG�(2)�GHOLPLWHUV�GHILQHG�IRU�WKH�)DEULF�DQG�1B3RUW�6HTXHQFH�

FRQWURO��

7KH�WZR�3ULPLWLYH�6LJQDOV��,GOH�DQG�5HFHLYHU�5HDG\��5B5'<��DUH�2UGHUHG�6HWV�

GHVLJQDWHG�E\�WKH�VWDQGDUG�WR�KDYH�D�VSHFLDO�PHDQLQJ��$Q�,GOH�LV�D�3ULPLWLYH�6LJQDO�

WUDQVPLWWHG�RQ�WKH�OLQN�WR�LQGLFDWH�DQ�RSHUDWLRQDO�3RUW�IDFLOLW\�UHDG\�IRU�)UDPH�

WUDQVPLVVLRQ�DQG�UHFHSWLRQ��7KH�5B5'<�3ULPLWLYH�6LJQDO�LQGLFDWHV�WKDW�WKH�LQWHUIDFH�

EXIIHU�LV�DYDLODEOH�IRU�UHFHLYLQJ�IXUWKHU�)UDPHV�>),%��@��

$�3ULPLWLYH�6HTXHQFH�LV�DQ�2UGHUHG�6HW�WKDW�LV�WUDQVPLWWHG�DQG�UHSHDWHG�

FRQWLQXRXVO\�WR�LQGLFDWH�VSHFLILF�FRQGLWLRQV�ZLWKLQ�D�3RUW�RU�FRQGLWLRQV�HQFRXQWHUHG�E\�

WKH�UHFHLYHU�ORJLF�RI�D�3RUW�>),%��@���:KHQ�D�3ULPLWLYH�6HTXHQFH�LV�UHFHLYHG�DQG�

UHFRJQL]HG��D�FRUUHVSRQGLQJ�3ULPLWLYH�6HTXHQFH�RU�,GOH�LV�WUDQVPLWWHG�LQ�UHVSRQVH��

5HFRJQLWLRQ�RI�D�3ULPLWLYH�6HTXHQFH�UHTXLUHV�FRQVHFXWLYH�GHWHFWLRQ�RI�WKUHH�LQVWDQFHV�RI�

WKH�VDPH�2UGHUHG�6HW��7KH�3ULPLWLYH�6HTXHQFHV�VXSSRUWHG�E\�WKH�VWDQGDUG�DUH�2IIOLQH�

�2/6���1RW�2SHUDWLRQDO��126���/LQN�5HVHW��/5��DQG�/LQN�5HVHW�5HVSRQVH��/55��

7KH�EDVLF�EXLOGLQJ�EORFNV�RI�DQ�)&�FRQQHFWLRQ�DUH�WKH�)UDPHV��7KH�)UDPHV�

FRQWDLQ�WKH�LQIRUPDWLRQ�WR�EH�WUDQVPLWWHG��3D\ORDG���WKH�DGGUHVV�RI�WKH�VRXUFH�DQG�

GHVWLQDWLRQ�SRUWV�DQG�OLQN�FRQWURO�LQIRUPDWLRQ��)UDPHV�DUH�EURDGO\�FDWHJRUL]HG�DV�'DWD�

IUDPHV�DQG�/LQN�FRQWURO�IUDPHV��'DWD�IUDPHV�PD\�EH�XVHG�DV�/LQN�'DWD�IUDPHV�DQG�

'HYLFH�'DWD�IUDPHV��OLQN�FRQWURO�IUDPHV�DUH�FODVVLILHG�DV�$FNQRZOHGJH��$&.��DQG�/LQN�

5HVSRQVH��%XV\�DQG�5HMHFW��IUDPHV��7KH�SULPDU\�IXQFWLRQ�RI�WKH�)DEULF�LV��WR�UHFHLYH�WKH�

)UDPHV�IURP�WKH�VRXUFH�SRUW�DQG�URXWH�WKHP�WR�WKH�GHVWLQDWLRQ�SRUW��,W�LV�WKH�)&���OD\HU
V�

UHVSRQVLELOLW\�WR�EUHDN�WKH�GDWD�WR�EH�WUDQVPLWWHG�LQWR�)UDPH�VL]H��DQG�UHDVVHPEOH�WKH�

)UDPHV��

(DFK�)UDPH�EHJLQV�DQG�HQGV�ZLWK�D�)UDPH�'HOLPLWHU��7KH�)UDPH�+HDGHU�

LPPHGLDWHO\�IROORZV�WKH�62)�GHOLPLWHU��7KH�)UDPH�+HDGHU�LV�XVHG�WR�FRQWURO�OLQN�

DSSOLFDWLRQV��FRQWURO�GHYLFH�SURWRFRO�WUDQVIHUV��DQG�GHWHFW�PLVVLQJ�RU�RXW�RI�RUGHU�)UDPHV��

$Q�RSWLRQDO�KHDGHU�PD\�FRQWDLQ�IXUWKHU�OLQN�FRQWURO�LQIRUPDWLRQ��$�PD[LPXP������E\WH�

ORQJ�ILHOG��SD\ORDG��FRQWDLQV�WKH�LQIRUPDWLRQ�WR�EH�WUDQVIHUUHG�IURP�D�VRXUFH�1B3RUW�WR�D�

GHVWLQDWLRQ�1B3RUW��7KH���E\WHV�&\FOLF�5HGXQGDQF\�&KHFN��&5&��SUHFHGH�WKH�(2)�

GHOLPLWHU��7KH�&5&�LV�XVHG�WR�GHWHFW�WUDQVPLVVLRQ�HUURUV�>),%��@��

�
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)LJXUH������)UDPH�6WUXFWXUH�>),%��@�

�

$�VHW�RI�RQH�RU�PRUH�UHODWHG�)UDPHV�WUDQVPLWWHG�LQ�D�XQLGLUHFWLRQDO�ZD\�IURP�RQH�

1B3RUW�WR�DQRWKHU�LV�NQRZQ�DV�D�VHTXHQFH��(DFK�)UDPH�ZLWKLQ�D�VHTXHQFH�LV�XQLTXHO\�

QXPEHUHG�ZLWK�D�6HTXHQFH�&RXQW��(UURU�UHFRYHU\��FRQWUROOHG�E\�DQ�XSSHU�SURWRFRO�OD\HU�

LV�XVXDOO\�SHUIRUPHG�DW�6HTXHQFH�ERXQGDULHV�>),%��@��$Q�([FKDQJH�LV�FRPSRVHG�RI�RQH�

RU�PRUH�QRQFRQFXUULQJ�VHTXHQFHV�IRU�D�VLQJOH�RSHUDWLRQ��7KH�([FKDQJHV�PD\�EH�

XQLGLUHFWLRQDO�RU�ELGLUHFWLRQDO�EHWZHHQ�WZR�1B3RUWV��:LWKLQ�D�VLQJOH�([FKDQJH��RQO\�RQH�

VHTXHQFH�PD\�EH�DFWLYH�DW�DQ\�RQH�WLPH��EXW�6HTXHQFHV�RI�GLIIHUHQW�([FKDQJHV�PD\�EH�

FRQFXUUHQWO\�DFWLYH�>),%��@��7KH�3URWRFROV�DUH�UHODWHG�WR�WKH�VHUYLFHV�RIIHUHG�E\�)LEUH�

&KDQQHO��3URWRFROV�PD\�EH�VSHFLILF�WR�KLJKHU�OD\HU�VHUYLFHV��DOWKRXJK�)LEUH�&KDQQHO�

SURYLGHV�LWV�RZQ�VHW�RI�SURWRFROV�WR�PDQDJH�LWV�RSHUDWLQJ�HQYLURQPHQW�IRU�GDWD�WUDQVIHU��

������ )&���DQG�)&���

7KH�)&���OHYHO�RI�WKH�)&�VWDQGDUG�LV�LQWHQGHG�WR�SURYLGH�VHUYLFHV�IRU�PXOWLSOH�

SRUWV�RQ�RQH�QRGH��7KH�FRPPRQ�VHUYLFHV�UHTXLUHG�IRU�DGYDQFHG�IHDWXUHV�DUH�VWULSLQJ��

KXQWLQJ�JURXS��DQG�PXOWLFDVWLQJ��6WULSLQJ��PXOWLSOLHV�EDQGZLGWK�XVLQJ�PXOWLSOH�1BSRUWV�LQ�

SDUDOOHO�WR�WUDQVPLW�D�VLQJOH�LQIRUPDWLRQ�XQLW�DFURVV�PXOWLSOH�OLQNV��+XQWLQJ�IRU�JURXSV�

JLYHV�WKH�DELOLW\�IRU�PRUH�WKDQ�RQH�3RUW�WR�UHVSRQG�WR�WKH�VDPH�DOLDV�DGGUHVV��7KLV�

LPSURYHV�HIILFLHQF\�E\�GHFUHDVLQJ�WKH�FKDQFH�RI�UHDFKLQJ�D�EXV\�1B3RUW��0XOWLFDVWLQJ�

GHOLYHUV�D�VLQJOH�WUDQVPLVVLRQ�WR�PXOWLSOH�GHVWLQDWLRQ�SRUWV��7KLV�LQFOXGHV�VHQGLQJ�WR�DOO�

1B3RUWV�RQ�D�)DEULF��EURDGFDVW��RU�WR�RQO\�D�VXEVHW�RI�WKH�1B3RUWV�RQ�D�)DEULF��

7KH�)&���OD\HU�LV�WKH�KLJKHVW�OHYHO�LQ�WKH�)&�VWUXFWXUH�GHILQHV�WKH�DSSOLFDWLRQ�

LQWHUIDFHV�WKDW�FDQ�H[HFXWH�RYHU�)LEUH�&KDQQHO��,W�VSHFLILHV�WKH�PDSSLQJ�UXOHV�RI�XSSHU�
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OD\HU�SURWRFROV�XVLQJ�WKH�)&�OHYHOV�EHORZ��)LEUH�&KDQQHO�LV�HTXDOO\�DGHSW�DW�WUDQVSRUWLQJ�

ERWK�QHWZRUN�DQG�FKDQQHO�LQIRUPDWLRQ�DQG�DOORZV�ERWK�SURWRFRO�W\SHV�WR�EH�FRQFXUUHQWO\�

WUDQVSRUWHG�RYHU�WKH�VDPH�SK\VLFDO�LQWHUIDFH�>),%��@��

7KH�IROORZLQJ�QHWZRUN�DQG�FKDQQHO�SURWRFROV�WKDW�DUH�FXUUHQWO\�VXSSRUWHG�RQ�WKLV�

OD\HU�DUH��

• 6PDOO�&RPSXWHU�6\VWHP�,QWHUIDFH��6&6,���

• ,QWHOOLJHQW�3HULSKHUDO�,QWHUIDFH��,3,���

• +LJK�3HUIRUPDQFH�3DUDOOHO�,QWHUIDFH��+,33,��)UDPLQJ�3URWRFRO��

• ,QWHUQHW�3URWRFRO��,3���

• $70�$GDSWDWLRQ�/D\HU�IRU�FRPSXWHU�GDWD��$$/����

• /LQN�(QFDSVXODWLRQ��)&�/(���

• 6LQJOH�%\WH�&RPPDQG�&RGH�6HW�0DSSLQJ��6%&&6���

• ,(((�������

���� )ORZ�&RQWURO�

7KH�FRQFHSW�RI�IORZ�FRQWURO�GHDOV�ZLWK�WKH�SUREOHP�ZKHUH�D�GHYLFH�UHFHLYHV�

IUDPHV�IDVWHU�WKDQ�LW�FDQ�SURFHVV�WKHP��:KHQ�WKLV�KDSSHQV��WKH�UHVXOW�LV�WKDW�WKH�GHYLFH�LV�

IRUFHG�WR�GURS�VRPH�RI�WKH�IUDPHV��)LEUH�&KDQQHO�KDV�D�EXLOW�LQ�IORZ�FRQWURO�VROXWLRQ�WR�

WKLV�SUREOHP��7KH�LGHD�LV�VLPSOH�HQRXJK��$�GHYLFH�FDQ�WUDQVPLW�IUDPHV�WR�DQRWKHU�GHYLFH�

RQO\�ZKHQ�WKH�RWKHU�GHYLFH�LV�UHDG\�WR�DFFHSW�WKHP��%HIRUH�WKH�GHYLFHV�FDQ�VHQG�GDWD�WR�

HDFK�RWKHU��WKH\�PXVW�ORJLQ�WR�HDFK�RWKHU��2QH�RI�WKH�WKLQJV�DFFRPSOLVKHG�LQ�ORJLQ�LV�

HVWDEOLVKLQJ�FUHGLW��&UHGLW�UHIHUV�WR�WKH�QXPEHU�RI�IUDPHV�D�GHYLFH�FDQ�UHFHLYH�DW�D�WLPH��

7KLV�YDOXH�LV�H[FKDQJHG�ZLWK�DQRWKHU�GHYLFH�GXULQJ�ORJLQ��VR�HDFK�NQRZV�KRZ�PDQ\�

IUDPHV�WKH�RWKHU�FDQ�UHFHLYH��$IWHU�HQRXJK�IUDPHV�KDYH�EHHQ�WUDQVPLWWHG�DQG�FUHGLW�UXQV�

RXW��QR�PRUH�IUDPHV�FDQ�EH�WUDQVPLWWHG�XQWLO�WKH�GHVWLQDWLRQ�GHYLFH�LQGLFDWHV�LW�KDV�

SURFHVVHG�RQH�RU�PRUH�IUDPHV�DQG�LV�UHDG\�WR�UHFHLYH�QHZ�RQHV��7KXV��QR�GHYLFH�VKRXOG�

HYHU�EH�RYHUUXQ�ZLWK�IUDPHV��)LEUH�&KDQQHO�XVHV�WZR�W\SHV�RI�IORZ�FRQWURO��EXIIHU�WR�

EXIIHU�DQG�HQG�WR�HQG��

������ %XIIHU�WR�%XIIHU�

7KLV�W\SH�RI�IORZ�FRQWURO�GHDOV�RQO\�ZLWK�WKH�OLQN�EHWZHHQ�DQ�1B3RUW�DQG�DQ�

)B3RUW�RU�EHWZHHQ�WZR�1B3RUWV��%RWK�SRUWV�RQ�WKH�OLQN�H[FKDQJH�YDOXHV�RI�KRZ�PDQ\�
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IUDPHV�LW�LV�ZLOOLQJ�WR�UHFHLYH�DW�D�WLPH�IURP�WKH�RWKHU�SRUW��7KLV�YDOXH�EHFRPHV�WKH�RWKHU�

SRUW
V�%%B&UHGLW�YDOXH�DQG�UHPDLQV�FRQVWDQW�DV�ORQJ�DV�WKH�SRUWV�DUH�ORJJHG�LQ��)RU�

H[DPSOH��ZKHQ�SRUWV�$�DQG�%�ORJ�LQWR�HDFK�RWKHU��$�PD\�UHSRUW�WKDW�LW�LV�ZLOOLQJ�WR�KDQGOH�

��IUDPHV�IURP�%��%�PLJKW�UHSRUW�WKDW�LW�ZLOO�DFFHSW���IUDPHV�IURP�$��7KXV��%
V�%%B&UHGLW�

LV�VHW�WR����DQG�$
V�LV�VHW�WR����

(DFK�SRUW�DOVR�NHHSV�WUDFN�RI�%%B&UHGLWB&17��ZKLFK�LV�LQLWLDOL]HG�WR����)RU�HDFK�

IUDPH�WUDQVPLWWHG��%%B&UHGLWB&17�LV�LQFUHPHQWHG�E\����7KH�YDOXH�LV�GHFUHPHQWHG�E\���

IRU�HDFK�5B5'<�3ULPLWLYH�6LJQDO�UHFHLYHG�IURP�WKH�RWKHU�SRUW��7UDQVPLVVLRQ�RI�DQ�

5B5'<�LQGLFDWHV�WKH�SRUW�KDV�SURFHVVHG�D�IUDPH��IUHHG�D�UHFHLYH�EXIIHU��DQG�LV�UHDG\�IRU�

RQH�PRUH��,I�%%B&UHGLWB&17�UHDFKHV�%%B&UHGLW��WKH�SRUW�FDQQRW�WUDQVPLW�DQRWKHU�IUDPH�

XQWLO�LW�UHFHLYHV�DQ�5B5'<�>5(&��@��

������ (QG�WR�(QG�

(QG�WR�(QG�IORZ�FRQWURO�LV�QRW�FRQFHUQHG�ZLWK�LQGLYLGXDO�OLQNV��EXW�UDWKHU�WKH�

VRXUFH�DQG�GHVWLQDWLRQ�1B3RUWV��7KH�FRQFHSW�LV�YHU\�VLPLODU�WR�EXIIHU�WR�EXIIHU�IORZ�

FRQWURO��:KHQ�WKH�WZR�1B3RUWV�ORJ�LQWR�HDFK�RWKHU��WKH\�UHSRUW�KRZ�PDQ\�UHFHLYH�EXIIHUV�

DUH�DYDLODEOH�IRU�WKH�RWKHU�SRUW��7KLV�YDOXH�EHFRPHV�((B&UHGLW��((B&UHGLWB&17�LV�VHW�WR�

��DIWHU�ORJLQ�DQG�LQFUHPHQWV�E\���IRU�HDFK�IUDPH�WUDQVPLWWHG�WR�WKH�RWKHU�SRUW��,W�LV�

GHFUHPHQWHG�XSRQ�UHFHSWLRQ�RI�DQ�$&.�/LQN�&RQWURO�IUDPH�IURP�WKDW�SRUW��$&.�IUDPHV�

FDQ�LQGLFDWH�WKH�SRUW�KDV�UHFHLYHG�DQG�SURFHVVHG���IUDPH��1�IUDPHV��RU�DQ�HQWLUH�6HTXHQFH�

RI�IUDPHV�>5(&��@��

���� &ODVVHV�RI�6HUYLFH�

7R�PDNH�FHUWDLQ�RI�HIILFLHQW�WUDQVPLVVLRQ�RI�GLIIHUHQW�W\SHV�RI�WUDIILF��)LEUH�

&KDQQHO�GHILQHV�VL[�FODVVHV�RI�VHUYLFH��7KH�FODVV�JUHDWO\�GHSHQGV�RQ�WKH�W\SH�RI�GDWD�WR�EH�

WUDQVPLWWHG��7KH�PDMRU�GLIIHUHQFH�EHWZHHQ�WKH�FODVVHV�LV�WKH�W\SHV�RI�IORZ�FRQWURO�XVHG��

8VHUV�VHOHFW�VHUYLFH�FODVVHV�EDVHG�RQ�WKH�FKDUDFWHULVWLFV�RI�WKHLU�DSSOLFDWLRQV��OLNH�SDFNHW�

OHQJWK�DQG�WUDQVPLVVLRQ�GXUDWLRQ��DQG�DOORFDWH�WKH�VHUYLFHV�E\�WKH�)DEULF�/RJLQ�SURWRFRO��

&ODVV���LV�D�VHUYLFH�WKDW�SURYLGHV�GHGLFDWHG�FRQQHFWLRQV��2QFH�HVWDEOLVKHG��D�&ODVV�

��FRQQHFWLRQ�LV�UHWDLQHG�DQG�JXDUDQWHHG�E\�WKH�)DEULF��7KLV�VHUYLFH�JXDUDQWHHV�WKH�

PD[LPXP�EDQGZLGWK�EHWZHHQ�WZR�1B3RUWV���7KXV��WKLV�LV�WKH�EHVW�FODVV�IRU�VXVWDLQHG��
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KLJK�WKURXJKSXW�WUDQVDFWLRQV��,Q�FODVV����IUDPHV�DUH�GHOLYHUHG�WR�WKH�GHVWLQDWLRQ�3RUW�LQ�WKH�

VDPH�RUGHU�DV�WKH\�DUH�WUDQVPLWWHG�>6($��@��

&ODVV���LV�D�IUDPH�VZLWFKHG��FRQQHFWLRQOHVV�VHUYLFH�WKDW�DOORZV�EDQGZLGWK�WR�EH�

VKDUHG�E\�PXOWLSOH[LQJ�IUDPHV�IURP�PXOWLSOH�VRXUFHV�RQWR�WKH�VDPH�FKDQQHO�RU�FKDQQHOV�

>6($��@��7KH�)DEULF�PD\�QRW�JXDUDQWHH�WKH�RUGHU�RI�WKH�GHOLYHU\�DQG�IUDPHV�PD\�EH�

GHOLYHUHG�RXW�RI�RUGHU��7KLV�VHUYLFH�FODVV�FDQ�EH�XVHG��ZKHQ�WKH�FRQQHFWLRQ�VHWXS�WLPH�LV�

JUHDWHU�WKDQ�WKH�ODWHQF\�RI�D�VKRUW�PHVVDJH��%RWK�&ODVV���DQG�&ODVV���VHQG�

DFNQRZOHGJPHQW�IUDPHV�FRQILUPLQJ�IUDPH�GHOLYHU\��,I�GHOLYHU\�FDQQRW�EH�PDGH�GXH�WR�

FRQJHVWLRQ��D�%XV\�IUDPH�LV�UHWXUQHG�DQG�WKH�VHQGHU�WULHV�DJDLQ��

&ODVV���LV�FRQQHFWLRQOHVV�ZLWKRXW�GHOLYHU\�DFNQRZOHGJHPHQW�>6($��@��7KH�&ODVV�

��VHUYLFH�LV�LGHQWLFDO�WR�&ODVV����H[FHSW�WKDW�WKH�IUDPH�GHOLYHU\�LV�QRW�FRQILUPHG��)ORZ�

FRQWURO�LV�PDQDJHG�RQO\�RQ�EXIIHU�OHYHO��7KLV�W\SH�RI�WUDQVIHU��NQRZQ�DV�GDWDJUDP�

SURYLGHV�WKH�TXLFNHVW�WUDQVPLVVLRQ�E\�QRW�VHQGLQJ�FRQILUPDWLRQ��7KLV�VHUYLFH�LV�XVHIXO�IRU�

UHDO�WLPH�EURDGFDVWV�ZKHUH�WLPHOLQHVV�LV�FUXFLDO�DQG�LQIRUPDWLRQ�QRW�UHFHLYHG�LQ�WLPH�LV�

YDOXHOHVV��

&ODVV���SURYLGHV�IUDFWLRQDO�EDQGZLGWK�DOORFDWLRQ�RI�WKH�UHVRXUFHV�RI�D�SDWK�

WKURXJK�D�)DEULF�WKDW�FRQQHFWV�WZR�1B3RUWV�>6($��@���&ODVV���FDQ�EH�XVHG�RQO\�ZLWK�WKH�

SXUH�)DEULF�WRSRORJ\��2QH�1B3RUW�ZLOO�VHW�XS�D�9LUWXDO�&LUFXLW��9&��E\�VHQGLQJ�D�UHTXHVW�

WR�WKH�)DEULF�LQGLFDWLQJ�WKH�UHPRWH�1B3RUW�DV�ZHOO�DV�TXDOLW\�RI�VHUYLFH�SDUDPHWHUV��7KH�

UHVXOWLQJ�&ODVV���FLUFXLW�ZLOO�FRQVLVW�RI�WZR�XQLGLUHFWLRQDO�9&V�EHWZHHQ�WKH�WZR�1B3RUWV��

7KH�9&V�QHHG�QRW�EH�WKH�VDPH�VSHHG��/LNH�D�&ODVV���GHGLFDWHG�FRQQHFWLRQ��&ODVV���

FLUFXLWV�ZLOO�JXDUDQWHH�WKDW�IUDPHV�DUULYH�LQ�WKH�RUGHU�WKH\�ZHUH�WUDQVPLWWHG�DQG�ZLOO�

SURYLGH�DFNQRZOHGJHPHQW�RI�GHOLYHUHG�IUDPHV��7KH�PDLQ�GLIIHUHQFH�LV�WKDW�DQ�1B3RUW�

PD\�KDYH�PRUH�WKDQ�RQH�&ODVV���FLUFXLW��SRVVLEO\�ZLWK�PRUH�WKDQ�RQH�RWKHU�1B3RUW�DW�WKH�

VDPH�WLPH�>6($��@��,Q�D�&ODVV���FRQQHFWLRQ��DOO�UHVRXUFHV�DUH�GHGLFDWHG�WR�WKH�WZR�

1B3RUWV��,Q�&ODVV����WKH�UHVRXUFHV�DUH�GLYLGHG�XS�LQWR�SRWHQWLDOO\�PDQ\�FLUFXLWV��7KH�

)DEULF�UHJXODWHV�WUDIILF�DQG�PDQDJHV�EXIIHU�WR�EXIIHU�IORZ�FRQWURO�IRU�HDFK�9&�VHSDUDWHO\�

XVLQJ�WKH�)&B5'<�3ULPLWLYH�6LJQDO��,QWHUPL[LQJ�RI�&ODVV���DQG���IUDPHV�LV�PDQGDWRU\�

IRU�GHYLFHV�VXSSRUWLQJ�&ODVV���� �
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&ODVV���ZDV�GHYHORSHG�IRU�³MXVW�LQ�WLPH�VHUYLFH´�>),%��@��+RZHYHU��LW�LV�VWLOO�

XQGHILQHG��DQG�PD\EH�HYHQ�VFUDSSHG�DOWRJHWKHU��,W�LV�QRW�PHQWLRQHG�LQ�DQ\�RI�WKH�)&�3+�

GRFXPHQWV��

&ODVV���SURYLGHV�VXSSRUW�IRU�PXOWLFDVW�VHUYLFH�WKURXJK�D�)DEULF��%DVLFDOO\��D�

GHYLFH�ZLVKLQJ�WR�WUDQVPLW�IUDPHV�WR�PRUH�WKDQ�RQH�1B3RUW�DW�D�WLPH�VHWV�XS�D�&ODVV���

GHGLFDWHG�FRQQHFWLRQ�ZLWK�WKH�PXOWLFDVW�VHUYHU�ZLWKLQ�WKH�)DEULF�DW�WKH�ZHOO�NQRZQ�

DGGUHVV��7KH�PXOWLFDVW�VHUYHU�VHWV�XS�LQGLYLGXDO�GHGLFDWHG�FRQQHFWLRQV�EHWZHHQ�WKH�

RULJLQDO�1B3RUW�DQG�WKH�HQWLUH�GHVWLQDWLRQ�1B3RUWV��7KH�PXOWLFDVW�VHUYHU�LV�UHVSRQVLEOH�IRU�

UHSOLFDWLQJ�DQG�IRUZDUGLQJ�WKH�IUDPH�WR�DOO�RWKHU�1B3RUWV�LQ�WKH�PXOWLFDVW�JURXS��1B3RUWV�

EHFRPH�PHPEHUV�RI�D�PXOWLFDVW�JURXS�E\�UHJLVWHULQJ�ZLWK�WKH�$OLDV�6HUYHU�DW�DOVR�D�ZHOO�

NQRZ�DGGUHVV��&ODVV���LV�YHU\�VLPLODU�WR�&ODVV����&ODVV���62)�GHOLPLWHUV�DUH�WKH�VDPH�DV�

XVHG�LQ�&ODVV����$OVR��HQG�WR�HQG�IORZ�FRQWURO�LV�XVHG�EHWZHHQ�WKH�1B3RUWV�DQG�WKH�

PXOWLFDVW�VHUYHU�>6($��@��
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�

�� )&�$QDO\]HU�

7KH�)&7UDFHU�LV�D�)LEUH�&KDQQHO�WHVW�DQG�GHEXJ�SODWIRUP�PDQXIDFWXUHG�E\�

&RPSXWHU�$FFHVV�7HFKQRORJ\�&RUSRUDWLRQ���:LWK�WKH�)&7UDFHU�PRGXOH�SOXJJHG�LQ�DV�

RQH�RI�WZR�PRGXOHV��&$7&¶V�8QLYHUVDO�3URWRFRO�$QDO\]HU�6\VWHP��83$6���D�XQLW�ZKLFK�

UHFRUGV�DQG�UHSRUWV�YDULRXV�W\SHV�RI�WUDIILF��FDQ�UHFRUG�XS�WR�WZR�JLJDE\WHV�RI�WUDIILF�DW�D�

WLPH���7KLV�GDWD�FDQ�EH�XSORDGHG�YLD�86%�WR�D�KRVW�3&�>&$7��@���)LJXUH������)&$QDO]HU�

VKRZV�WKH�FRQILJXUDWLRQ�RI�WKH�6$1�DW�*HQHUDO�'\QDPLFV��

�

�

�

)LJXUH������)&$QDO]HU�

�

�

'HVSLWH�WKH�KLJK�VSHHGV�RI�RQH�DQG�WZR�JLJDELW�)LEUH�&KDQQHO��83$6�LV�DEOH�WR�

UHFRUG�WUDQVPLWWHG�IUDPHV�WUDQVSDUHQWO\�DW�IXOO�ZLUH�VSHHG�XVLQJ�LWV�%XV�(QJLQH�

WHFKQRORJ\�DQG�DFWLYH�SRUW�E\SDVV�FLUFXLWU\���%XV�(QJLQH�DOVR�HPSOR\V�YDULRXV�IRUPV�RI�



� ���

ILOWHULQJ�DQG�WULJJHULQJ�WKDW�SHUPLWV�83$6�WR�VHOHFWLYHO\�UHFRUG�WUDIILF���+HQFH��WKH�WZR�

JLJDE\WHV�RI�UHFRUGHG�GDWD�QHHG�QRW�EH�FRQWLJXRXV��

2QFH�D�UHFRUGLQJ�VHVVLRQ�KDV�FRPSOHWHG��WKH�83$6�ZLOO�XSORDG�WKH�GDWD�WR�D�3&�

YLD�D�86%�FRQQHFWLRQ���6XEVHTXHQWO\��&$7&¶V�7UDFH�VRIWZDUH�LV�XVHG�WR�DQDO\]H�WKH�

WUDIILF���7KH�WRRO�DOORZV�WKH�XVHU�WR�YLHZ�VSHFLILF�LQIRUPDWLRQ�DW�PXOWLSOH�OHYHOV��LQFOXGLQJ�

LQYDOLG�&5&V��UXQQLQJ�GLVSDULW\�HUURUV��DQG�LQYDOLG����ELW�FRGHV�DW�)&����IUDPH��

VHTXHQFH��DQG�H[FKDQJH�YLRODWLRQV�DW�)&����DQG�)&3�PDSSLQJ�DQG�6&6,�HUURUV�DW�)&���

>&$7��@��7KH�VRIWZDUH�FDQ�GLVSOD\�LQGLYLGXDO�SULPLWLYHV��GDWD�IUDPHV��RU�GHFRGHG�

VHTXHQFHV�RQ�VHSDUDWH�URZV�XVLQJ�FRORUV�DQG�JUDSKLFV�WR�VKRZ�WKH�YDULRXV�ILHOGV�

FRPSRVLQJ�HDFK�XQLW�RI�GDWD��

���� 5HFRUGLQJ�D�7UDFH�

7KH�)&7UDFHU�KDV�WKH�UHVSRQVLELOLW\�RI�UHFRUGLQJ�)LEUH�&KDQQHO�IUDPHV��8VLQJ�WKH�

)&�DQDO\]HU�VRIWZDUH��WKH�XVHU�FDQ�SLFN�DQG�FKRRVH�FHUWDLQ�GDWD�WKDW�ZH�FRQVLGHU�

LPSRUWDQW�HQRXJK�WR�EH�UHFRUGHG���:H�FDQ�GR�WKLV�E\�FRQILJXULQJ�WKH�DSSOLFDWLRQ�WR�FUHDWH�

HYHQW�WULJJHUV�RU�E\�LQFUHDVLQJ�RU�GHFUHDVLQJ�WKH�DPRXQW�RI�PHPRU\�DOORFDWLRQ�IRU�

UHFRUGLQJ��$OVR�E\�FKDQJLQJ�DQG�PDQLSXODWLQJ�WKH�FRQILJXUDWLRQV�RI�WKH�)&7UDFHU��ZH�DUH�

DEOH�WR�LQWHUDFW�ZLWK�RWKHU�)LEUH�&KDQQHO�GHYLFHV�LQ�GLIIHUHQW�ZD\V���

7KHUH�DUH�WKUHH�GLIIHUHQW�UHFRUGLQJ�W\SH�RSWLRQV�WKDW�DOORZ�WKH�XVHU�WR�VHW�KRZ�

)&7UDFHU�EHJLQV�DQG�HQGV�D�UHFRUGLQJ��7KH�RSWLRQV�DUH�0DQXDO�7ULJJHU��6QDSVKRW��DQG�

(YHQW�7ULJJHU���

$�0DQXDO�7ULJJHU�LV�D�UHFRUGLQJ�ZKRVH�7ULJJHU�SRLQW�LV�DFWLYDWHG�E\�SUHVVLQJ�WKH�

7ULJJHU�EXWWRQ�RQ�WKH�IURQW�SDQHO��3UHVVLQJ�WKH�6WDUW�EXWWRQ�RQ�WKH�WRRO�EDU�EHJLQV�

UHFRUGLQJ��5HFRUGLQJ�FRQWLQXHV�LQ�D�FLUFXODU�PDQQHU�ZLWKLQ�WKH�OLPLWV�VHW�E\�WKH�EXIIHU�

VL]H��5HFRUGLQJ�HQGV�ZKHQ�WKH�6WRS�EXWWRQ�LV�FOLFNHG�RQ�WKH�7RRO�%DU�RU�ZKHQ�WKH�7ULJJHU�

EXWWRQ�LV�SUHVVHG�RQ�WKH�DQDO\]HU
V�IURQW�SDQHO��,I�WKH�XVHU�SUHVVHV�WKH�7ULJJHU�EXWWRQ��

UHFRUGLQJ�ZLOO�FRQWLQXH�XQWLO�WKH�SRVW�WULJJHU�PHPRU\�KDV�EHHQ�ILOOHG��)RU�H[DPSOH��LI�WKH�

XVHU�VHW�WKH�5HFRUGLQJ�%XIIHU�WR����0%�DQG�WKH�7ULJJHU�3RLQW�WR������SUHVVLQJ�WKH�

0DQXDO�7ULJJHU�EXWWRQ�ZLOO�FDXVH�WKH�DQDO\]HU�WR�SUHVHUYH���0%�RI�SUH�WULJJHU�DQG���0%�

RI�SRVW�WULJJHU��
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$�6QDSVKRW�LV�D�IL[HG�OHQJWK�UHFRUGLQJ�>&$7��@���7KH�XVHU�LV�DEOH�WR�VHW�WKH�VL]H�

LQ�WZR�GLIIHUHQW�ZD\V��$GMXVWLQJ�WKH�%XIIHU�6L]H�VOLGH�EDU�LQ�WKH�5HFRUGLQJ�2SWLRQV�

*HQHUDO�GLDORJ�ER[�LV�RQH�PHWKRG��$QRWKHU�ZD\�LV�E\�FOLFNLQJ�WKH�6WRS�EXWWRQ�DQ\�WLPH�

GXULQJ�WKH�UHFRUGLQJ�VHVVLRQ��5HFRUGLQJ�VWDUWV�E\�FOLFNLQJ�WKH�6WDUW�EXWWRQ�RQ�WKH�7RRO�

%DU�DQG�HQGV�ZKHQ�HLWKHU�WKH�VHOHFWHG�EXIIHU�VL]H�LV�ILOOHG�RU�ZKHQ�WKH�6WRS�EXWWRQ�LV�

SUHVVHG���

$QRWKHU�UHFRUGLQJ�RSWLRQ�LV�WKH�(YHQW�7ULJJHU��$Q�(YHQW�7ULJJHU�LV�D�UHFRUGLQJ�

GHILQHG�E\�D�VSHFLILF�HYHQW�RU�HYHQWV��%HIRUH�UHFRUGLQJ�EHJLQV��WKH�XVHU�ZRXOG�KDYH�WR�

GHILQH�WKH�HYHQW�WULJJHU�LQ�WKH�5HFRUGLQJ�5XOHV�SDJH�LQ�WKH�5HFRUGLQJ�2SWLRQV�GLDORJ�ER[��

7KH�UHFRUGLQJ�WKHQ�VWDUWV�E\�FOLFNLQJ�WKH�6WDUW�EXWWRQ�RQ�WKH�7RRO�%DU��5HFRUGLQJ�

FRQWLQXHV�LQ�D�FLUFXODU�PDQQHU�ZLWKLQ�WKH�OLPLWV�VHW�E\�WKH�EXIIHU�VL]H��2QFH�WKH�WULJJHU�

HYHQW�RFFXUV��VRPH�SRVW�WULJJHU�UHFRUGLQJ�RFFXUV��DQG�WKH�UHFRUGLQJ�HQGV��

���� &RQYHQWLRQDO�5HFRUGLQJ�

,Q�D�FRQYHQWLRQDO�UHFRUGLQJ��WKH�HQWLUH�WUDFH�LV�UHFRUGHG�DQG�VWRUHG�LQ�WKH�DQDO\]HU�

EXIIHU�EHIRUH�LW�LV�VDYHG�RQWR�WKH�KRVW�3&��%HFDXVH�RI�WKLV��UHFRUGLQJV�DUH�OLPLWHG�WR�WKH�

VL]H�RI�WKH�DQDO\]HU�EXIIHU��7KLV�LV�D�JRRG�RSWLRQ�WR�VHOHFW�LI�WKH�XVHU�KDV�WKH�LQWHQWLRQ�RI�

FUHDWLQJ�D�PRGHUDWH�VL]H�UHFRUGLQJ��7KH�XVHU�VHWV�WKH�EXIIHU�VL]H�DQG�WKH�WULJJHU�SRVLWLRQ�

WKHQ�VRRQ�VWDUWV�WKH�UHFRUGLQJ��:KHQ�WKH�DQDO\]HU¶V�EXIIHU�UHDFKHV�WKH�WZR�JLJDE\WH�

FDSDFLW\��WKH�WUDIILF�LV�XSORDGHG�WR�WKH�KRVW�3&��6SRROHG�UHFRUGLQJ�LV�WKH�EHVW�RSWLRQ�IRU�

ODUJHU�UHFRUGLQJV�>&$7��@���1RUPDOO\��WKLV�LV�VHOHFWHG�ZKHQ�WKH�UHFRUGLQJ�UHFRUGV�IRU�

GD\V�DW�D�WLPH��,Q�D�6SRROHG�5HFRUGLQJ��WUDIILF�LV�XSORDGHG�HYHU\�VR�RIWHQ�WR�WKH�KRVW�3&��

7KLV�IUHHV�XS�PHPRU\�LQ�WKH�DQDO\]HU�EXIIHU�DQG�DOORZV�WKH�UHFRUGLQJ�WR�FRQWLQXH��7KH�

%XIIHU�6L]H�ER[�KDV�D�VOLGH�EDU�IRU�DGMXVWLQJ�WKH�UHFRUGLQJ�EXIIHU�VL]H�IURP�����PHJDE\WHV�

WR������0%��7KLV�RSWLRQ�LV�XVHG�IRU�VHWWLQJ�WKH�PHPRU\�IRU�D�&RQYHQWLRQDO�UHFRUGLQJ��

7KH�5HFRUGLQJ�7\SH�RSWLRQ�GHWHUPLQHV�KRZ�WKLV�EXIIHU�LV�XVHG��$OWKRXJK�WKHUH�DUH������

0%�RI�SK\VLFDO�PHPRU\�LQ�WKH�$QDO\]HU��WKH�HIILFLHQF\�RI�WKH�UHFRUGLQJ�UDQJHV�IURP�����

WR�����UDWLRV�RI�SK\VLFDO�PHPRU\�WR�DFWXDO�)LEUH�&KDQQHO�WUDIILF�>6($��@���6KRUWHU�)LEUH�

&KDQQHO�SDFNHWV�JHQHUDWH�D�OHVV�HIILFLHQW�UHFRUGLQJ��7KH�QRQ�WUDIILF�SRUWLRQ�RI�SK\VLFDO�

PHPRU\�LV�XVHG�IRU�FRQWURO�DQG�WLPLQJ�LQIRUPDWLRQ���
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0XOWL�VHJPHQWLQJ�DOORZV�WKHVH�ODUJHU�VSRROHG�UHFRUGLQJV�WR�EH�VSOLW�XS�LQWR�

VPDOOHU�WUDFHV��7KLV�RSWLRQ�WHOOV�WKH�DQDO\]HU�WR�VHJPHQW�WKH�WUDFH�LQWR�PXOWLSOH�ILOHV�DQG�

FUHDWH�DQ�LQGH[�ILOH�FDOOHG�GDWD�POW��7KLV�ILOH�VXPPDUL]HV�WKH�VWDUWLQJ�DQG�ILQLVKLQJ�IUDPH�

IRU�HDFK�VHJPHQW��7KH�PXOWL�VHJPHQWLQJ�RSWLRQ�LV�XVHIXO�IRU�YHU\�ODUJH�UHFRUGLQJV�DQG�IRU�

KRVW�3&V�ZLWK�QRW�WKDW�PXFK�PHPRU\��0XOWL�VHJPHQWLQJ�JLYHV�D�3&�ZLWK�OLPLWHG�PHPRU\�

D�ZD\�WR�RSHQ�UHFRUGLQJV�WKDW�ZRXOG�RWKHUZLVH�EH�WRR�ODUJH�WR�RSHQ��7KH�RQO\�GRZQVLGH�

WR�PXOWL�VHJPHQWLQJ�LV�WKDW�LW�OLPLWV�WKH�VFRSH�RI�UHSRUWV�VXFK�DV�7UDIILF�6XPPDU\��%XV�

8WLOL]DWLRQ��DQG�(UURU�6XPPDU\�WR�HDFK�RI�WKH�VHJPHQWV��7KH�XVHU�ZLOO�QRW�EH�DEOH�WR�

SHUIRUP�VXPPDU\�VWDWLVWLFV�RQ�WKH�IXOO�UHFRUGLQJ��7KH�GHIDXOW�YDOXH�IRU�WKLV�RSWLRQ�LV����

0%���

7KH�PXOWL�VHJPHQW�RSWLRQ�FUHDWHV�DQ�LQGH[�ILOH�DQG�VHJPHQWHG�WUDFH�ILOHV��7KH�

GHIDXOW�QDPH�RI�WKH�LQGH[�ILOH�LV�GDWD;<=�POW��ZKHUH�;<=�LV�WKH�ODVW�WKUHH�GLJLWV�RI�WKH�

DQDO\]HU¶V�VHULDO�QXPEHU��7KXV��IRU�H[DPSOH��LI�WKH�DQDO\]HU�KDG�WKH�VHULDO�QXPEHU������

WKH�LQGH[�ILOH�ZRXOG�EH�FDOOHG�GDWD����POW��7KH�LQGH[�ILOH�DQG�WKH�VHJPHQWHG�WUDFH�ILOHV�

DUH�VWRUHG�LQ�D�GLUHFWRU\�QDPHG�DIWHU�WKH�LQGH[�ILOH��7KH�GLUHFWRU\�LV�QDPHG�

LQGH[ILOHQDPHBPOWBILOHV��%HORZ�WKLV�GLUHFWRU\�DUH�DGGLWLRQDO�VHTXHQWLDOO\�QXPEHUHG�VXE�

GLUHFWRULHV�WKDW�KRXVH�WKH�VHJPHQWHG�WUDFH�ILOHV��7KHUH�FDQ�EH�XS�WR���������WUDFH�ILOHV�LQ�

WKLV�GLUHFWRU\��7KHVH�VXE�GLUHFWRULHV�KDYH�VLPSOH�QXPHULFDO�QDPHV�ZKLFK�DUH���������

�������(DFK�RI�WKHVH�VXEGLUHFWRULHV�FDQ�KROG�XS�WR�����VHTXHQWLDOO\�QXPEHUHG�VHJPHQW�

ILOHV��,Q�DOO��WKH�HQWLUH�GLUHFWRU\�VWUXFWXUH�FDQ�KROG�XS�WR����PLOOLRQ�ILOHV�>&$7��@��

���� 6SRROHG�5HFRUGLQJ�

,Q�D�6SRROHG�UHFRUGLQJ��XSORDGLQJ�EHJLQV�IURP�WKH�DQDO\]HU�WR�WKH�KRVW�3&�ZKHQ�

WKH�UHFRUGLQJ�LV�EHJXQ��$V�WUDIILF�LV�XSORDGHG��WKH�DQDO\]HU�PHPRU\�JHWV�IUHHG��FUHDWLQJ�

VSDFH�IRU�UHFRUGLQJ�DGGLWLRQDO�WUDIILF��7KXV��UHFRUGLQJ�FDQ�FRQWLQXH�IRU�ORQJ�SHULRGV�RI�

WLPH��DQG�FUHDWH�ILOH�OHQJWKV�WKDW�DUH�ODUJHU�WKDQ�WZR�JLJDE\WHV���

:LWK�6SRROHG�5HFRUGLQJV��WKHUH�LV�DQ�RSWLRQ�IRU�VHWWLQJ�WKH�UHFRUGLQJ�OHQJWK�EDVHG�

RQ�WLPH�RU�RQ�WKH�UHFRUGLQJ�VL]H��7KH�µ5HFRUG�IRU¶�EXWWRQ�HQWHUV�WKH�GXUDWLRQ�RI�WKH�

UHFRUGLQJ�LQ�GD\V��KRXUV��PLQXWHV��DQG�VHFRQGV��7KH�µ5HFRUG¶�EXWWRQ�HQWHUV�WKH�DPRXQW�RI�

WUDIILF�LQ�PHJDE\WHV�WKDW�XVHU�ZDQWV�WKH�DQDO\]HU�WR�UHFRUG��6HOHFWLQJ�WKLV�RSWLRQ�ZLOO�

FUHDWH�D�IL[HG�OHQJWK�UHFRUGLQJ�WKDW�EHJLQV�DV�VRRQ�DV�WKH�5(&�EXWWRQ�RQ�WKH�PHQX�EDU�LV�
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FOLFNHG��7KH�µ8QWLO�7ULJJHUHG��SOXV¶�EXWWRQ�HQWHUV�WKH�DPRXQW�RI�WUDIILF�LQ�WLPH�WKDW�WKH�

XVHU�ZDQWV�WKH�DQDO\]HU�WR�UHFRUG�IROORZLQJ�DQ�HYHQW�WULJJHU��5HFRUGLQJ�WLPH�XQLWV�DUH�

GD\V��KRXUV��PLQXWHV��DQG�VHFRQGV��7KH�µ8QWLO�7ULJJHUHG��SOXV¶�HQWHUV�WKH�DPRXQW�RI�

WUDIILF�LQ�PHJDE\WHV�WR�UHFRUG�IROORZLQJ�DQ�HYHQW�WULJJHU��3HUIRUPDQFH�LVVXHV�RFFXU�LQ�D�

VSRROHG�UHFRUGLQJ�LI�WKH�DQDO\]HU�EXIIHU�ILOOV�IDVWHU�WKDQ�WKH�WUDFH�FDQ�EH�XSORDGHG�WR�WKH�

KRVW�3&��,I�WKLV�KDSSHQV��WKH�DQDO\]HU�ZLOO�EULHIO\�VXVSHQG�UHFRUGLQJ�XQWLO�VRPH�RI�WKH�

EXIIHU�LV�IUHH�>&$7��@���:KHQ�UHFRUGLQJ�LV�VXVSHQGHG��JDSV�ZLOO�DSSHDU�LQ�WKH�WUDFH��

7KHVH�JDSV�ZLOO�DSSHDU�DV�HQWULHV�LQ�WKH�WUDFH���

'XULQJ�WKH�UHFRUGLQJ��LW�LV�SRVVLEOH�WR�VHH�LI�JDSV�DUH�OLNHO\�WR�KDSSHQ�E\�UHDGLQJ�

WKH�VWDWXV�EDU�DW�WKH�ERWWRP�RI�WKH�VFUHHQ��*DSV�DUH�FDXVHG�E\�D�QXPEHU�RI�IDFWRUV��6RPH�

IDFWRUV�DUH�WKH�QXPEHU�RI�FKDQQHOV�EHLQJ�UHFRUGHG��WKH�DEVHQFH�RI�ILOWHULQJ��WKH�

SHUIRUPDQFH�RI�WKH�KRVW�3&�DQG�DOVR�WKH�DPRXQW�RI�WUDIILF�SURGXFHG�E\�WKH�GHYLFHV�XQGHU�

WHVW��7KHUH�DUH�VHYHUDO�ZD\V�WR�SUHYHQW�JDSV��7KH�XVHU�FDQ�H[SHULPHQW�ZLWK�WKH�VHWXS�

FRQILJXUDWLRQ�WR�GHWHUPLQH�WKH�EHVW�VFKHPH��7KLV�PD\�LQFOXGH�ILOWHULQJ�RXW�SULPLWLYHV��

WXUQLQJ�RQ�GDWD�WUXQFDWLRQ�DQG�ILOWHULQJ�RXW�ORRS�LQLWLDOL]DWLRQV�LQ�)LEUH�&KDQQHO��7KH�

6WDWXV�EDU�KDV�WZR�ILHOGV�WKDW�WKH�XVHU�FDQ�XVH�WR�GHWHUPLQH�LI�JDSV�DUH�RFFXUULQJ�RU�DUH�

DERXW�WR�RFFXU�>6($��@��

���� 5HFRUGLQJ�5XOHV�

5HFRUGLQJ�5XOHV�OHWV�WKH�XVHU�VHW�WULJJHUV�DQG�ILOWHUV��7ULJJHUV�DQG�ILOWHUV�DUH�

FRQGLWLRQV�FUHDWHG�WR�GHWHUPLQH�WKH�GDWD�WR�EH�RU�QRW�WR�EH�UHFRUGHG� 7KH�VWHSV�WR�FUHDWLQJ�

WULJJHU�DQG�ILOWHU�FRQGLWLRQV�FDQ�EH�IRXQG�LQ�WKH�PDLQ�GLVSOD\�DUHD�RI�WKH�)&7UDFHU��7KH�

XVHU�FUHDWHV�FRQGLWLRQV�E\�GUDJJLQJ�EXWWRQV�RQWR�WKH�0DLQ�GLVSOD\�DUHD�IURP�WKH�

$YDLODEOH�(YHQWV�DUHD��+H�FRXOG�WKHQ�FUHDWH�DGGLWLRQDO�FRQGLWLRQV�E\�ULJKW�FOLFNLQJ�RQ�D�

EXWWRQ�DQG�VHOHFWLQJ�RSWLRQV�IURP�D�SRS�XS�PHQX� 

7KH�5HFRUGLQJ�5XOHV�SDJH�FDQ�EH�WKRXJKW�RI�DV�D�FKDONERDUG�LQ�FUHDWLQJ�D�

JUDSKLFDO�PRGHO�RI�WKH�HYHQWV�DQG�DFWLRQV��%DVLFDOO\��WKH�XVHU�LV�LQ�FKDUJH�RI�FUHDWLQJ�D�

YLVXDO�UHSUHVHQWDWLRQ�RI�WKH�UXOHV�WKDW�WKH�DQDO\]HU�PXVW�IROORZ�GXULQJ�D�UHFRUGLQJ�ZKHQ�LW�

HQFRXQWHUV�HYHQWV�WKDW�DUH�VSHFLILHG��5XOHV�FDQ�EH�HLWKHU�VLPSOH�RU�YHU\�FRPSOH[��

&UHDWLQJ�D�UXOH�LQYROYHV�IRXU�VWHSV��

�
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6WHS������&UHDWH�HYHQW�EXWWRQV�

6WHS������&OLFN�WKH�VPDOO�EXWWRQV�RQ�WKH�(YHQW�EXWWRQV�WR�VHOHFW�WKH�FKDQQHO�WKDW�WKH�

DQDO\]HU�VKRXOG�UHFRUG�

6WHS������0RYH�WKH�(YHQW�EXWWRQV�WR�WKH�0DLQ�'LVSOD\�DUHD�

6WHS�����$VVLJQ�DQ�DFWLRQ�VXFK�DV�7ULJJHU�WR�WKH�HYHQWV�EXWWRQV��

�

7R�FUHDWH�D�UXOH��RQH�RU�PRUH�(YHQW�EXWWRQV�PXVW�EH�FUHDWHG��$IWHU�FUHDWLQJ�(YHQW�

EXWWRQV��WKH\�DUH�DXWRPDWLFDOO\�SODFHG�LQ�WKH�$YDLODEOH�(YHQWV�DUHD��7KH�IROORZLQJ�VWHSV�

VKRZ�WKH�SURFHVV��

�

6WHS������&OLFN�WKH�1HZ�(YHQW�EXWWRQ��

6WHS������6HOHFW�DQ�(YHQW�IURP�WKH�PHQX��7KH�VHOHFWHG�(YHQW�ZLOO�DSSHDU�LQ�WKH�

$YDLODEOH�(YHQWV�DUHD���

6WHS������7R�PRYH�WKH�EXWWRQ�WR�WKH�PDLQ�GLVSOD\�DUHD��GUDJ�WKH�HYHQW�EXWWRQ��

�

$W�WKH�ERWWRP�RI�HDFK�HYHQW�EXWWRQ�DUH�HLJKW�VPDOO�EXWWRQV�WKDW�UHSUHVHQW�DQDO\]HU�

FKDQQHOV��6HOHFWLQJ�D�FKDQQHO�EXWWRQ�WHOOV�WKH�DQDO\]HU�ZKLFK�FKDQQHO�LW�VKRXOG�ZDWFK��

:KHQ�WKH�XVHU�GUDJV�DQ�HYHQW�EXWWRQ�WR�WKH�PDLQ�GLVSOD\�DUHD��WKHUH�DUH�WZR�SODFHV�KH�FDQ�

SXW�WKH�EXWWRQ��LQ�D�FHOO�PDUNHG��*OREDO�6WDWH��DQG�LQ�DQRWKHU�PDUNHG��'UDJ�DQ�HYHQW�KHUH�

WR�DGG�DQ�HYHQW�VHTXHQFH����

7KH�*OREDO�6WDWH�FHOO�LV�D�SODFHKROGHU�IRU�UXOHV�WKDW�DUH�DFWLYH�WKURXJKRXW�WKH�

UHFRUGLQJ�>&$7��@��,I�DQ�HYHQW�EXWWRQ�VXFK�DV�(UURU�LV�SODFHG�KHUH�DQG�LV�WKHQ�DVVLJQHG�

DQ�DFWLRQ�VXFK�DV�7ULJJHU��WKH�DQDO\]HU�ZLOO�DOZD\V�ORRN�IRU�(UURUV�DQG�WULJJHU�ZKHQ�DQ�

HUURU�LV�IRXQG��$QRWKHU�PDLQ�GLVSOD\�DUHD�LV�WKH�'UDJ�DQ�HYHQW�KHUH�WR�DGG�DQ�HYHQW�

VHTXHQFH��7KLV�FHOO�LV�XVHG�WR�FUHDWHG�FRQGLWLRQDO�UXOHV�FDOOHG�(YHQW�6HTXHQFHV��$Q�(YHQW�

6HTXHQFH�LV�D�FKDLQ�RI�HYHQWV�OHDGLQJ�WR�VRPH�RXWFRPH�VXFK�DV�WULJJHULQJ���VXFK�DV��,I�[�

LV�IROORZHG�E\�\��WULJJHU��� 

6&6,�&RPPDQG�3URSHUWLHV�'LDORJ�OHWV�WKH�XVHU�VSHFLI\�SDUDPHWHUV�IRU�WKH�VHOHFWHG�

6&6,�2S�&RGH��7R�HQWHU�D�SDUDPHWHU�XQGHU�WKLV�UHFRUGLQJ�RSWLRQ��WKH�XVHU�PXVW�HQWHU�D�

YDOXH�LQWR�WKH�0DVN�0DWFK�ILHOGV��7KH��;;;��YDOXH�PHDQV�WKDW�WKH�SDUWLFXODU�ELW�LV�EHLQJ�

LJQRUHG�E\�WKH�KDUGZDUH�ZKHQ�WU\LQJ�WR�PDWFK�D�GDWD�IUDPH��7KH�XVHU�FDQ�UXQ�WKH�PRXVH�



� ���

RYHU�EOXH�ILHOG�FDSWLRQV�WR�JHW�D�WRRO�WLS�VWULQJ��,I�WKH�EOXH�FDSWLRQ�LV�FOLFNHG�WKHQ�WKH�XVHU�

ZLOO�EH�JLYHQ�HLWKHU�D�WH[W�ER[�WR�HQWHU�D�KH[�YDOXH�IRU�WKLV�ILHOG�RU�D�FRPER�ER[�WR�VHOHFW�

RQH�RI�WKH�YDOXHV�RU�W\SH�LQ�DQ�DUELWUDU\�KH[�YDOXH��,I�WKH�YDOXH�RI�WKH�2S�&RGH�ILHOG�LV�

FKDQJHG��WKH�UHVW�RI�WKH�ILHOGV�ZLOO�EH�UHIRUPDWWHG�DFFRUGLQJ�WR�WKH�QHZ�2S�&RGH�OD\RXW��

,I�127�LV�VSHFLILHG�DQ�HYHQW�PDWFK�ZLOO�EH�JHQHUDWHG�LQ�RQH�RI�WZR�FDVHV���D��ZKHQ�D�

6&6,�&RPPDQG�ZLWK�WKH�2S�&RGH�RWKHU�WKDQ�WKH�VHOHFWHG�RQH�RFFXUV��DQG��E��ZKHQ�6&6,�

&RPPDQG�ZLWK�WKH�VHOHFWHG�2S�&RGH�RFFXUV�EXW�RWKHU�ILHOGV�GR�QRW�VDWLVI\�WKH�VSHFLILHG�

0DVN�0DWFK�FRQGLWLRQV�>6($��@� 

7KH�*OREDO�6WDWH�FHOO�LV�XVHG�WR�FUHDWH�FRQGLWLRQV�WKDW�DUH�DFWLYH�DW�DOO�WLPHV��

7KHVH�FRQGLWLRQV�FDQ�EH�FRQVLGHUHG�DV�GHIDXOW�FRQGLWLRQV��7KH�*OREDO�6WDWH�FHOO�LV�

FDSDEOH�RI�FUHDWLQJ�VLPSOH�HYHQW�WULJJHUV�DQG�ILOWHUV��)RU�H[DPSOH���7ULJJHU�ZKHQ�\RX�VHH�

DQ�[[[�HUURU���RU��ILOWHU�RXW�DOO�[\]�SULPLWLYHV���)RU�PRVW�VLPSOH�WULJJHU�FRQGLWLRQV��WKLV�LV�

WKH�PRVW�DSSURSULDWH�FHOO�WR�XVH��7R�FUHDWH�D�VLPSOH�FRQGLWLRQ�WKDW�LV�DFWLYH�DW�DOO�WLPHV��

SODFH�DQ�HYHQW�EXWWRQ�LQ�WKH�*OREDO�6WDWH�FHOO��

�

6WHS�����&OLFN�WKH�1HZ�(YHQW�EXWWRQ��$Q�(YHQWV�PHQX�RSHQV��

6WHS�����6HOHFW�DQ�HYHQW�IURP�WKH�PHQX��7KH�HYHQW�ZLOO�DSSHDU�DV�D�EXWWRQ�LQ�WKH�

$YDLODEOH�(YHQWV�DUHD�RQ�WKH�OHIW��

6WHS�����'UDJ�WKH�HYHQW�EXWWRQ�WR�WKH�FHOO�PDUNHG��*OREDO�6WDWH���

6WHS�����5LJKW�FOLFN�RQ�WKH�EXWWRQ��L�H���QRW�WKH�FHOO���$�SRS�XS�PHQX�DSSHDUV��

6WHS�����6HOHFW�7ULJJHU�IURP�WKH�PHQX��$Q�DUURZ�ZLOO�SURMHFW�IURP�WKH�HUURU�EXWWRQ�

DQG�SRLQW�WR�D�FHOO�PDUNHG�7ULJJHU��

�

$QRWKHU�XVHIXO�DFWLRQ�LQ�UHFRUGLQJ�LV�&UHDWLQJ�0XOWLSOH�(YHQW�&RQGLWLRQV�LQ�WKH�

*OREDO�6WDWH�&HOO��:KHQ�PXOWLSOH�EXWWRQV�DUH�SODFHG�LQ�WKH�*OREDO�&HOO��LW�FUHDWHV�DQ�

�$1'��FRQGLWLRQ�RU�DQ��25��FRQGLWLRQ�GHSHQGLQJ�RQ�WKH�DFWLRQV�VHOHFWHG��,Q�FUHDWLQJ�DQ�

25�&RQGLWLRQ�ZKHQ�WZR�RU�PRUH�EXWWRQV�LQ�WKH�*OREDO�6WDWH�FHOO�DUH�DVVLJQHG�WKH�VDPH�

DFWLRQ��WKH�DQDO\]HU�ZLOO�VHDUFK�IRU�DOO�RI�WKH�HYHQWV�DQG�SHUIRUP�WKH�DFWLRQ�RQ�ZKLFKHYHU�

HYHQW�LW�VHHV�ILUVW��,Q�FUHDWLQJ�DQ�$1'�FRQGLWLRQ�ZKHQ�PXOWLSOH�HYHQWV�DUH�SODFHG�LQ�WKH�

*OREDO�6WDWH�FHOO�DQG�DVVLJQHG�GLIIHUHQW�DFWLRQV��DQ�$1'�VWDWHPHQW�LV�FUHDWHG�>6($��@��
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)LOWHU�,Q�DQG�)LOWHU�2XW�LV�DOVR�D�FRPPRQO\�XVHG�FRQGLWLRQ�IRU�UHFRUGLQJ��$�ILOWHU�

FDXVHV�WKH�DQDO\]HU�WR�ILOWHU�LQ�RU�RXW�VSHFLILHG�HYHQWV�IURP�WKH�UHFRUGLQJ��,I�HYHQWV�DUH�

ILOWHUHG�RXW�RI�WKH�UHFRUGLQJ��WKH\�DUH�H[FOXGHG�DQG�QRW�VLPSO\�KLGGHQ�IURP�WKH�WUDFH��7KH�

SXUSRVH�RI�ILOWHULQJ�LV�WR�SUHVHUYH�UHFRUGLQJ�PHPRU\�VR�LW�FDQ�FRQGXFW�ORQJHU�UHFRUGLQJ�

VHVVLRQV�DQG�H[FOXGH�HYHQWV�WKDW�DUH�QRW�RI�LQWHUHVW��7R�)LOWHU�,Q�RU�2XW�WUDIILF��

�

6WHS������&OLFN�WKH�1HZ�(YHQW�EXWWRQ��7KH�1HZ�(YHQW�PHQX�RSHQV��

6WHS������6HOHFW�DQ�HYHQW�IURP�WKH�PHQX��

6WHS������'UDJ�WKH�HYHQW�LQWR�WKH�*OREDO�6WDWH�FHOO��

6WHS������5LJKW�FOLFN�RQ�WKH�EXWWRQ��$�SRS�XS�PHQX�RSHQV��

6WHS������6HOHFW�6SHFLI\�$FWLRQ�V��

6WHS������6HOHFW�)LOWHU�2XW��IRU�H[DPSOH���

���������������

7KH�DQDO\]HU�LV�QRZ�FRQILJXUHG�WR�ILOWHU�RXW�WKH�VHOHFWHG�HYHQW��

���� 5HDGLQJ�DQG�,QWHUSUHWLQJ�7UDFH�'DWD�

7KH�)&7UDFHU�VRIWZDUH�GLVSOD\V�FRORU�DQG�JUDSKLFV�H[WHQVLYHO\�WR�IXOO\�GRFXPHQW�

WKH�FDSWXUHG�WUDIILF��&RORUV�VFKHPH�LV�FXVWRPL]HG�DFFRUGLQJ�WR�WKH�XVHUV��6HTXHQFHV�DUH�

VKRZQ�RQ�VHSDUDWH�URZV��ZLWK�WKHLU�LQGLYLGXDO�ILHOGV�ERWK�ODEHOHG�DQG�FRORU�FRGHG��

)UDPHV�DUH�WLPH�VWDPSHG��DQG�KLJKOLJKWHG�WR�VKRZ�WKH�GHYLFH�VWDWXV�VXFK�DV�PDVWHU�RU�

VODYH���

)LHOGV�WKDW�KDV�VPDOO�WULDQJOHV�LQ�WKHLU�WRS�OHIW�FRUQHUV�FDQ�EH�H[SDQGHG�WR�GLVSOD\�

JUHDWHU�GHWDLO�RU�FROODSVHG�WR�D�FRPSDFW�YLHZ��2QH�ZD\�WR�GR�WKLV�LV�WKURXJK�WKH�WUDFH�

QDYLJDWRU�WRRO��7KH�1DYLJDWRU
V�SULPDU\�IXQFWLRQ�LV�WR�JLYH�FRQWURO�RYHU�WKH�DPRXQW�RI�

WUDFH�GLVSOD\HG�LQ�WKH�PDLQ�ZLQGRZ��7KH�1DYLJDWRU�LV�D�EDU�WKDW�FDQ�EH�GLVSOD\HG�RQ�WKH�

ULJKW�VLGH�RI�WKH�ZLQGRZ��7KH�EDU�UHSUHVHQWV�WKH�HQWLUH�WUDFH��%\�GUDJJLQJ�WKH�WRS�DQG�

ERWWRP�RI�WKH�1DYLJDWRU�EDU�WKH�XVHU�FDQ�UHVWULFW�KRZ�PXFK�WUDIILF�LV�GLVSOD\HG�LQ�WKH�

PDLQ�ZLQGRZ��1DYLJDWRU�DOVR�VKRZV�ZKHUH�HUURUV�RFFXU�LQ�WKH�WUDFH��(QDEOLQJ�WKH�(UURUV�

WR�EH�GLVSOD\HG�FDQ�EH�GRQH�E\�ULJKW�FOLFNLQJ�LQ�WKH�1DYLJDWRU�DQG�VHOHFWLQJ�(UURUV�IURP�

WKH�SRS�XS�PHQX��(UURUV�ZLOO�WKHQ�GLVSOD\�DV�KRUL]RQWDO�OLQHV�UXQQLQJ�DFURVV�WKH�ZLGWK�RI�
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WKH�1DYLJDWRU��7KH�1DYLJDWRU�EDU�LV�PDGH�XS�RI�WKUHH�SDUWV��3UH�7ULJJHU�WUDIILF��3RVW�

7ULJJHU�WUDIILF��DQG�HUURUV��

)&7UDFHU�KDV�WKUHH�GHFRGH�OHYHOV��)UDPHV��6HTXHQFHV��DQG�([FKDQJHV��7KH�

)&7UDFHU�GHIDXOW�GHFRGH�GLVSOD\�OHYHO�LV�WKH�)UDPH��)&7UDFHU�DXWRPDWLFDOO\�GHFRGHV�)&�

RSHUDWLRQV�DQG�KHOSV�GHYHORSHUV�WR�IRFXV�RQ�WKH�LQIRUPDWLRQ�WKDW�LV�PRVW�LPSRUWDQW�WR�

WKHLU�RZQ�VSHFLILF�HQYLURQPHQW��$W�WKH�6HTXHQFH�OHYHO��)&7UDFHU�GHFRGHV�%DVLF�DQG�

([WHQGHG�/LQN�6HUYLFHV��*6���PDQDJHPHQW�VHUYHU�WUDQVDFWLRQV��DQG�)&3�RSHUDWLRQV��7KH�

([FKDQJH�OHYHO�LQWHOOLJHQWO\�JURXS�VHTXHQFHV�WKDW�DUH�SDUW�RI�D�FRPPRQ�H[FKDQJH�IRU�

HDV\�LGHQWLILFDWLRQ�E\�WKH�XVHU��%\�DFFXUDWHO\�LQWHUSUHWLQJ�XSSHU�OHYHO�SURWRFROV��XVHUV�FDQ�

IRFXV�RQ�VROYLQJ�SUREOHPV�LQVWHDG�RI�VSHQGLQJ�WLPH�ORRNLQJ�XS�LQIRUPDWLRQ�LQ�WKH�)LEUH�

&KDQQHO�6SHFLILFDWLRQ��%\�JURXSLQJ�)UDPHV�ORJLFDOO\�ZLWKLQ�WKHLU�UHODWHG�VHTXHQFHV�DQG�

H[FKDQJHV��XVHUV�DUH�IUHH�IURP�UHFRQVWUXFWLQJ�)&���OHYHO�RSHUDWLRQV�LQ�WKHLU�KHDG�

>&$7��@��

7KH�XVHU�PD\�GHFRGH�DQG�GLVSOD\�WUDIILF�WKURXJK�WKH�WRROEDU�RU�E\�VHOHFWLQJ�D�

GHFRGH�OHYHO�IURP�WKH�'LVSOD\�2SWLRQV�GLDORJ�ER[��7KH�GHFRGH�EXWWRQV�RQ�WKH�WRROEDU�

SHUIRUP�WKH�IROORZLQJ�IXQFWLRQV��)UD��'LVSOD\�)UDPHV��6HT��'LVSOD\�6HTXHQFHV��;FK�DQG�

�'LVSOD\�([FKDQJHV���)LEUH�&KDQQHO
V�KLJK�GDWD�UDWH�PDNHV�WKH�DELOLW\�WR�VHOHFWLYHO\�

FDSWXUH�WKH�VSHFLILHG�WUDIILF�LPSRUWDQW��:LWK�UHDO�WLPH�ILOWHULQJ�RI�SULPLWLYHV�RU�XVHU�

GHILQDEOH�IUDPH�W\SHV��)&7UDFHU�SUHVHUYHV�UHFRUGLQJ�PHPRU\�DQG�DOORZV�XVHUV�WR�IRFXV�

WKHLU�DQDO\VLV�RQ�WKH�HVVHQWLDO�)LEUH�&KDQQHO�WUDIILF��)&7UDFHU�DOVR�XVHV�D�FRPSUHVVLRQ�

DOJRULWKP�WR�VWRUH�SULPLWLYHV�IRU�HYHQ�IXUWKHU�UHGXFWLRQ�RI�WUDFH�PHPRU\�UHTXLUHPHQWV�

>&$7��@���3RZHUIXO�VHDUFK�RSWLRQV�DOORZ�XVHUV�WR�ILQG�DQ\�SULPLWLYH��RU�KHDGHU�ILHOG�LQ�

WKH�WUDFH��0DQ\�RI�WKH�PRVW�XVHIXO�VHDUFKHV�KDYH�DOUHDG\�EHHQ�LQGH[HG�GXULQJ�XSORDG��

�3RLQW�DQG�FOLFN��WRROV�DOORZ�KLGLQJ�RI�DOPRVW�HYHU\�HOHPHQW�ZLWKLQ�D�WUDFH�LQFOXGLQJ�

SULPLWLYHV�RU�WUDIILF�IURP�LQGLYLGXDO�FKDQQHOV��$V�GLVSOD\�RSWLRQV�DUH�FXVWRPL]HG��LW¶V�

HDV\�WR�VDYH�WKHP�WR�D�FRQILJXUDWLRQ�ILOH�DQG�VKDUH�ZLWKLQ�D�GHYHORSPHQW�WHDP�>&$7��@��

)&7UDFHU�LQFOXGHV�PDQ\�PHFKDQLVPV�WR�PHDVXUH�DQG�UHSRUW�RQ�)LEUH�&KDQQHO�

WUDIILF��)RU�HDFK�VHTXHQFH��WKH�XVHU�FDQ�VHH�DQ�DEVROXWH�WLPH�VWDPS��WLPH�GHOWD�EHWZHHQ�

VHTXHQWLDO�WLPH�VWDPSV��RU�LGOH�WLPH�EHWZHHQ�SDFNHWV�RQ�WKH�VDPH�OLQN��7KH�XVHU�PD\�

VSHFLI\�ZKHWKHU�WKH�WLPHVWDPS�LV�GLVSOD\HG�LQ�QDQRVHFRQGV��PLFURVHFRQGV��PLOOLVHFRQGV��

RU�VHFRQGV��7KH�)&7UDFHU
V�7UDIILF�6XPPDULHV�SURYLGH�VWDWLVWLFV�RQ�WKH�RFFXUUHQFHV�RI�
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HUURUV��SULPLWLYHV��IUDPHV��VHTXHQFHV��DQG�H[FKDQJHV��8VHUV�FDQ�HYDOXDWH�WKHVH�PHWULFV�DW�

D�JODQFH�RU�XVH�WKHP�WR�ILQG�WKH�ZD\�WKURXJK�WKH�WUDFH��)&7UDFHU�DOVR�IHDWXUHV�JUDSKLFDO�

EXV�XWLOL]DWLRQ�DQG�WKURXJKSXW�UHSRUWV�WKDW�SURYLGH�D�KLVWRJUDP�RI�DFWLYLW\�G\QDPLFDOO\�

OLQNHG�WR�SDFNHW�OHYHO�GHWDLOV�>&$7��@��7KH�)&7UDFHU�7LPLQJ�DQG�%XV�8VDJH�&DOFXODWRU�

SURYLGHV�YDULRXV�WKURXJKSXW�DQG�SHUIRUPDQFH�PHWULFV�RQ�D�XVHU�VSHFLILHG�VXEVHW�RI�WKH�

WUDFH��
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�

�� 7KH�6&6,�&RPPDQG�*HQHUDWRU�

7KH�GHVLJQ�SURFHVV�RI�WKH�6&6,�DSSOLFDWLRQ�LV�D�VLJQLILFDQW�SDUW�RI�WKLV�SURMHFW��

7KH�GHVLJQ�DQG�GHYHORSPHQW�SKDVH�LV�UHVSRQVLEOH�IRU�SURGXFLQJ�D�WRRO�WKDW�LV�SUDFWLFDO��

YHUVDWLOH��DQG�XVHIXO�ZLWK�UHVSHFW�WR�WKH�IRFXV�RI�WKH�RYHUDOO�SURMHFW��7KH�UHTXLUHPHQWV�RI�

WKH�DSSOLFDWLRQ�DQG�WKH�EDVLF�NH\�IXQFWLRQV�WKDW�PDNH�XS�WKLV�DSSOLFDWLRQ�DUH�H[WHQVLYHO\�

GLVFXVVHG�WKURXJKRXW�WKLV�VHFWLRQ��7KH�LQWHUIDFH�GHVLJQ�LV�DOVR�GLVFXVVHG�LQ�GHWDLO�����

���� 5HTXLUHPHQW�(OLFLWDWLRQ�

7KH�UHTXLUHPHQWV�SKDVH�RI�WKLV�SURMHFW�LV�YLWDO�LQ�WKDW�LW�GHILQHG�LWV�FRQWULEXWLRQV�WR�

WKH�RYHUDOO�SURMHFW��OHDUQLQJ�DQG�XQGHUVWDQGLQJ�PRUH�DERXW�WKH�VWDWH�RI�WKH�DUW�RI�6$1�DQG�

)LEUH�&KDQQHO�QHWZRUNV���

7KHUH�ZHUH�VHYHUDO�LVVXHV�LQYROYHG�LQ�ZKLFK�GLUHFWLRQ�WR�WDNH�WKLV�SURMHFW�DQG�

WKHUHIRUH�OHDG�WR�PDQ\�FKDQJHV�LQ�GLUHFWLRQ��7KH�ILQDO�GLUHFWLRQ�FKRVHQ�ZDV�WR�FUHDWH�D�

WRRO�WR�JHQHUDWH�YDULRXV�6&6,�FRPPDQGV�WR�DQDO\]H�RQ�D�)LEUH�&KDQQHO�PHGLXP���,W�ZDV�

DJUHHG�WKDW�FRQWURO�RYHU�LQGLYLGXDO�6&6,�FRPPDQGV�ZRXOG�JHQHUDWH�LQWHUHVWLQJ�)LEUH�

&KDQQHO�WUDIILF��6&6,�FRPPDQGV�DUH�FRPPDQGV�LVVXHG�E\�D�SURWRFRO�NQRZQ�DV�6&6,��RU�

6LPSOH�&RPSXWHU�6\VWHP�,QWHUIDFH��,W�LV�D�SURWRFRO�IRU�FRQQHFWLQJ�SHULSKHUDOV�DQG�

FRPSXWHUV���6&6,�LV�RIWHQ�XVHG�WR�FRQQHFW�GHYLFHV�VXFK�DV�GLVN�GULYHV��VFDQQHUV��DQG�

SULQWHUV��DQG�FDQ�RSHUDWH�RYHU�YDULRXV�W\SHV�RI�EXVHV�>6&6��@��LQFOXGLQJ�)LEUH�&KDQQHO���

7KH�6&6,�FRPPDQG�VHW��PDSSHG�WR�)LEUH�&KDQQHO�YLD�6&6,�)&3��FDQ�SHUIRUP�YDULRXV�

RSHUDWLRQV�RQ�FRQQHFWHG�GHYLFHV��VXFK�DV�UHDGLQJ�GDWD��ZULWLQJ�GDWD��DQG�UHTXHVWLQJ�VWDWXV�

LQIRUPDWLRQ��7KH�6&6,�&RPPDQG�*HQHUDWRU��6&*��ZLOO�LQ�HVVHQFH�LVVXH�ORZ�OHYHO�6&6,�

FRPPDQGV�WR�GHYLFHV�DWWDFKHG�WR�WKH�6$1�LQ�RUGHU�WR�REVHUYH�UHVSHFWLYH�6&6,�UHVSRQVHV�

ZLWK�WKH�)&7UDFHU��

���� 6HOHFWHG�&RPPDQGV�

,Q�D�SRWHQWLDOO\�KHWHURJHQHRXV�VHWWLQJ�VXFK�DV�D�6$1��WKH�VJ�GULYHU�LV�WKH�EHVW�

DFFHVV�FKRLFH��7KHUHIRUH�LW�ZDV�PRVW�FRQYHQLHQW�WR�FKRRVH�W\SHV�RI�FRPPDQGV�WKDW�

XWLOL]HG�WKLV�VJ�GULYHU��7KH�OLVW�RI�6&6,�FRPPDQGV�WKDW�ZHUH�VHOHFWHG�LQFOXGHV��WKH�
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QXPEHUV�LQ�SDUHQWKHVHV�UHSUHVHQW�WKH�VL]H�RI�WKH�FRPPDQG�LQ�E\WHV�ZKHQ�WKH�FRPPDQG�

FDQ�WDNH�GLIIHUHQW�VL]HV���

• ,QTXLU\�

• 5HDG����

• 5HDG������

• :ULWH����

• :ULWH�����

• 5HDG�&DSDFLW\�

• 0RGH�6HQVH����

• 0RGH�6HQVH������

• 7HVW�8QLW�5HDG\�

• 5HDG�'HIHFW�'DWD�����

• 5HDG�'HIHFW�'DWD�����

• 5HSRUW�/816��

• 9HULI\�

• 6HQG�'LDJQRVWLF�

7KHVH�FRPPDQGV�DUH�FRPSDWLEOH�ZLWK�'LUHFW�$FFHVV�'HYLFH�PRGHOV�DQG�

5HPRYDEOH�0HGLXPV�EHFDXVH�VJ�LV�D�PRUH�JHQHULF�ORZ�OHYHO�6&6,�GULYHU�DQG�DOORZV�WKH�

DGGLWLRQDO�XVH�RI�D�EURDGHU�VSHFWUXP�RI�GHYLFHV�OLNH�VFDQQHUV��SULQWHUV��RU�UH�ZULWHDEOH�&'�

>6&6��@���6LPLODUO\��LQ�WKH�*HQHUDO�'\QDPLFV�FRQILJXUDWLRQ�ZH�DUH�DFFHVVLQJ�WZR�

GLIIHUHQW�6HDJDWH�KDUG�GULYHV�SODFHG�ZLWKLQ�D�-07�)RUWUD���ED\�GULYH�HQFORVXUH���

)ROORZLQJ�DUH�GHVFULSWLRQV�RI�WKH�VHOHFWHG�FRPPDQGV�>'(0��@��

�

������ ,148,5<�

2QH�RI�WKH�PRVW�EDVLF�6&6,�FRPPDQGV�LV�WKH�,148,5<�FRPPDQG��)LJXUH������

,148,5<�&RPPDQG�6WUXFWXUH���,W�LV�XVHG�WR�LGHQWLI\�WKH�W\SH�DQG�PDNH�RI�WKH�6&6,�

GHYLFHV��7KH�FRPPDQG�DORQJ�ZLWK�LWV�VSHFLDO�RSHUDWLRQ�FRGH��JHW�VHQW�WR�WKH�GHYLFH��

�
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�

)LJXUH������,148,5<�&RPPDQG�6WUXFWXUH�

7KH�GHYLFH�WKHQ�UHVSRQGV�ZLWK�LQIRUPDWLRQ�WKDW�LQFOXGHV�W\SH��VWDQGDUG�OHYHO��DQG�RIWHQ�

WKH�YHQGRU¶V�LGHQWLILFDWLRQ��PRGHO�QXPEHU��DQG�RWKHU�XVHIXO�LQIRUPDWLRQ��7KLV�FRPPDQG�

LV�LPSOHPHQWHG�LQ�WKH�GRBLQTXLU\���IXQFWLRQ�RI�WKH�SURJUDP���

�

������ ��5($'�

7KHUH�DUH�WZR�GLIIHUHQW�W\SHV�RI�5($'�FRPPDQGV�LPSOHPHQWHG�LQ�6&6,��7KH�

ILUVW�LV�WKH�5($'����FRPPDQG��)LJXUH������5($'����&RPPDQG�6WUXFWXUH���,W�KDV�WKH�

WDVN�RI�UHTXHVWLQJ�WKDW�WKH�GHYLFH�VHUYHU�WUDQVIHU�GDWD�WR�WKH�DSSOLFDWLRQ�FOLHQW��7KH�PRVW�

UHFHQW�GDWD�YDOXH�ZULWWHQ�LQ�WKH�DGGUHVVHG�ORJLFDO�EORFN�LV�UHWXUQHG��7KH�FDFKH�FRQWURO�ELWV�

DUH�QRW�SURYLGHG�IRU�WKH�5($'����FRPPDQG��7KHVH�FDFKH�FRQWURO�ELWV�RIIHU�H[SOLFLW�

FRQWURO�WKDW�FDQ�EH�IRXQG�LQ�WKH�5($'�����FRPPDQG��)LJXUH������5($'�����&RPPDQG�

6WUXFWXUH���%ORFN�GHYLFHV�ZLWK�FDFKH�PHPRU\�PD\�KDYH�YDOXHV�IRU�WKH�FDFKH�FRQWURO�ELWV�

ZKLFK�PD\�DIIHFW�WKH�5($'����FRPPDQG��7KHUHIRUH��LI�SUHFLVH�FRQWURO�LV�UHTXLUHG��WKH�

5($'�����VKRXOG�EH�XVHG���

�



� ���

����� �

)LJXUH������5($'����&RPPDQG�6WUXFWXUH�

�

�

)LJXUH������5($'�����&RPPDQG�6WUXFWXUH�

�

7KHVH�FRPPDQGV�DUH�LPSOHPHQWHG�LQ�WKH�GRBUHDG���IXQFWLRQ�RI�WKH�6&*�VRXUFH��
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������ :5,7(�

6LPLODU�WR�WKH�5($'�FRPPDQG��WKHUH�DUH�WZR�W\SHV�RI�:5,7(�FRPPDQGV��7KH�

:5,7(����FRPPDQG��)LJXUH������:5,7(����&RPPDQG�6WUXFWXUH��UHTXHVWV�WKDW�WKH�

GHYLFH�VHUYHU�ZULWH�WKH�GDWD�WUDQVIHUUHG�E\�WKH�DSSOLFDWLRQ�FOLHQW�WR�WKH�PHGLXP��7KH�

FDFKH�FRQWURO�ELWV�DUH�QRW�SURYLGHG�IRU�WKLV�FRPPDQG��$OVR�VLPLODU�WR�WKH�5($'�

FRPPDQGV�LV�WKDW�EORFN�GHYLFHV�ZLWK�FDFKH�PHPRU\�PD\�KDYH�YDOXHV�IRU�WKH�FDFKH�

FRQWURO�ELWV�ZKLFK�PD\�DIIHFW�WKH�:5,7(����FRPPDQG��7KHUHIRUH�IRU�SUHFLVH�DQG�H[SOLFLW�

FRQWURO��WKH�:5,7(�����FRPPDQG��)LJXUH������:5,7(�����&RPPDQG�6WUXFWXUH��VKRXOG�

EH�XVHG�WR�VHQG�GDWD����

�

)LJXUH������:5,7(����&RPPDQG�6WUXFWXUH�

�
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�

)LJXUH������:5,7(�����&RPPDQG�6WUXFWXUH�

7KHVH�FRPPDQGV�DUH�LPSOHPHQWHG�LQ�WKH�GRBZULWH���IXQFWLRQ�RI�WKH�6&*��

������ 5($'�&$3$&,7<�

7KH�5($'�&$3$&,7<�FRPPDQG��)LJXUH������5($'�&$3$&,7<�&RPPDQG�

6WUXFWXUH��SURYLGHV�D�PHDQV�IRU�WKH�DSSOLFDWLRQ�FOLHQW�WR�UHTXHVW�LQIRUPDWLRQ�UHJDUGLQJ�WKH�

FDSDFLW\�RI�WKH�ORJLFDO�XQLW���,W�LV�LQWHQGHG�WR�DVVLVW�VWRUDJH�PDQDJHPHQW�VRIWZDUH�LQ�

GHWHUPLQLQJ�ZKHWKHU�WKHUH�LV�VXIILFLHQW�VSDFH�RQ�WKH�FXUUHQW�WUDFN��F\OLQGHU��HWF���WR�

FRQWDLQ�D�IUHTXHQWO\�DFFHVVHG�GDWD�VWUXFWXUH��VXFK�DV�D�ILOH�GLUHFWRU\�RU�ILOH�LQGH[��ZLWKRXW�

VXIIHULQJ�DFFHVV�GHOD\V���

7KH�3DUWLDO�0HGLXP�,QGLFDWRU��30,��ORFDWHG�LQ�WKH���ELW�RI�WKH�HLJKWK�E\WH�RI�WKH�

FRPPDQG�VWUXFWXUH�LQIRUPV�WKH�SURJUDP�RI�DQ\�GHOD\V��$�30,�ELW�RI�RQH�LQGLFDWHV�WKDW�

WKH�UHWXUQHG�ORJLFDO�EORFN�DGGUHVV�DQG�EORFN�OHQJWK�LQ�E\WHV�DUH�WKRVH�RI�WKH�ORJLFDO�EORFN�

DGGUHVV�DIWHU�ZKLFK�D�VXEVWDQWLDO�GHOD\�LQ�GDWD�WUDQVIHU�ZLOO�EH�HQFRXQWHUHG��7KLV�UHWXUQHG�

ORJLFDO�EORFN�DGGUHVV�VKDOO�EH�JUHDWHU�WKDQ�RU�HTXDO�WR�WKH�ORJLFDO�EORFN�DGGUHVV�VSHFLILHG�

E\�WKH�5HO$GU�DQG�ORJLFDO�EORFN�DGGUHVV�ILHOGV�LQ�WKH�FRPPDQG�GHVFULSWRU�EORFN��$�30,�

ELW�RI�]HUR�LQGLFDWHV�WKDW�WKH�UHWXUQHG�ORJLFDO�EORFN�DGGUHVV�DQG�WKH�EORFN�OHQJWK�LQ�E\WHV�

DUH�WKRVH�RI�WKH�ODVW�ORJLFDO�EORFN�RQ�WKH�ORJLFDO�XQLW��
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�

)LJXUH������5($'�&$3$&,7<�&RPPDQG�6WUXFWXUH�

7KH�5($'�&$3$&,7<�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBUHDGFDSDFLW\���IXQFWLRQ�RI�

WKH�6&*��

������ 02'(�6(16(�

7KH�6&6,�02'(�6(16(�FRPPDQG�UHTXHVWV�LQIRUPDWLRQ�DERXW�RSHUDWLQJ�

SDUDPHWHUV��,W�LV�D�ZD\�IRU�D�GHYLFH�VHUYHU�WR�UHSRUW�SDUDPHWHUV�WR�WKH�DSSOLFDWLRQ�FOLHQW��

7KHUH�DUH�VL[�E\WH�DQG����E\WH�YHUVLRQV�RI�WKLV�FRPPDQG��)LJXUH������02'(�6(16(����

&RPPDQG�6WUXFWXUH�DQG�)LJXUH������02'(�6(16(�����&RPPDQG�6WUXFWXUH���HDFK�RI�

ZKLFK�KDV�D�'LVDEOH�%ORFN�'HVFULSWRU��'%'��ELW�LQ�E\WH����$�'%'�RI���LQGLFDWHV�WKDW�

]HUR�RU�PRUH�EORFN�GHVFULSWRUV�DUH�UHWXUQHG�LQ�WKH�02'(B6(16(�GDWD��$�'%'�RI���

LQGLFDWHV�WKDW�WKH�FRPPDQG�ZLOO�QRW�UHWXUQ�DQ\�EORFN�GHVFULSWRUV�WR�WKH�UHWXUQLQJ�

02'(B6(16(�UHVSRQVH�����
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�

)LJXUH������02'(�6(16(����&RPPDQG�6WUXFWXUH�

�

)LJXUH������02'(�6(16(�����&RPPDQG�6WUXFWXUH�

7KH�02'(�6(16(�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBPRGHVHQVH���IXQFWLRQ�RI�WKH�

6&*��

������ 7(67�81,7�5($'<�

7KH�7(67�81,7�5($'<�FRPPDQG��)LJXUH������7(67�81,7�5($'<�

&RPPDQG�6WUXFWXUH��SURYLGHV�D�PHDQV�IRU�WKH�DSSOLFDWLRQ�FOLHQW�WR�DVVHVV�ZKHWKHU�D�

GHYLFH�LV�UHDG\�ZLWKRXW�WKH�QHHG�WR�DOORFDWH�VSDFH�IRU�UHWXUQHG�GDWD��,W�LV�QRW�D�UHTXHVW�IRU�
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D�VHOI�WHVW��,I�WKH�ORJLFDO�XQLW�DFFHSWV�D�PHGLXP�DFFHVV�FRPPDQG�ZLWKRXW�UHWXUQLQJ�

&+(&.�&21',7,21�VWDWXV��WKLV�FRPPDQG�VKDOO�UHWXUQ�D�*22'�VWDWXV��,I�WKH�ORJLFDO�

XQLW�FDQQRW�EHFRPH�RSHUDWLRQDO�RU�LV�LQ�D�VWDWH�WKDW�DQ�LQLWLDWRU�DFWLRQ�LV�UHTXLUHG�WR�PDNH�

WKH�XQLW�UHDG\��WKH�WDUJHW�VKRXOG�UHWXUQ�D�&+(&.�&21',7,21�VWDWXV�ZLWK�D�VHQVH�NH\�RI�

127�5($'<���

�

)LJXUH������7(67�81,7�5($'<�&RPPDQG�6WUXFWXUH�

7KH�7(67�81,7�5($'<�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBWHVWXQLWUHDG\���IXQFWLRQ�RI�

WKH�6&*��

������ 5($'�'()(&7�'$7$��

7KH�5($'�'()(&7�'$7$�FRPPDQG��)LJXUH�������5($'�'()(&7�'$7$�

&RPPDQG�6WUXFWXUH��KDV�WKH�WDVN�RI�UHTXHVWLQJ�WKH�GHYLFH�VHUYHU�WR�WUDQVIHU�WKH�PHGLXP�

GHIHFW�GDWD�WR�WKH�DSSOLFDWLRQ�FOLHQW��,Q�E\WH���RI�WKH�FRPPDQG�VWUXFWXUH��WKHUH�LV�D�

³SULPDU\�GHIHFW�OLVW´��3OLVW��DQG�D�³JURZQ�GHIHFW�OLVW´��*OLVW���$�3OLVW�ELW�RI���LQGLFDWHV�WKH�

DSSOLFDWLRQ�LV�UHTXHVWLQJ�WKDW�WKH�WDUJHW�UHWXUQ�WKH�SULPDU\�OLVW�RI�GHIHFWV��$�3OLVW�ELW�RI���LV�

UHTXHVWLQJ�WKDW�WKH�WDUJHW�QRW�UHWXUQ�WKH�SULPDU\�OLVW�RI�GHIHFWV��6LPLODUO\��D�*OLVW�ELW�RI�

RQH�UHTXHVW�WKDW�WKH�WDUJHW�UHWXUQ�WKH�JURZQ�GHIHFW�OLVW��$�*OLVW�ELW�RI�]HUR�UHTXHVWV�WKDW�WKH�

WDUJHW�QRW�UHWXUQ�WKH�JURZQ�GHIHFW�OLVW��$�3OLVW�ELW�RI�RQH�DQG�D�*OLVW�ELW�RI�RQH�LQGLFDWHV�

WKDW�LW�LV�UHTXHVWLQJ�WKDW�WKH�WDUJHW�UHWXUQ�WKH�SULPDU\�DQG�WKH�JURZQ�GHIHFW�OLVWV��7KH�RUGHU�

LQ�ZKLFK�WKH�OLVWV�DUH�UHWXUQHG�LV�YHQGRU�VSHFLILF��:KHWKHU�WKH�OLVWV�DUH�PHUJHG�RU�QRW�LV�

YHQGRU�VSHFLILF��$�3OLVW�ELW�RI�]HUR�DQG�D�*OLVW�ELW�RI�]HUR�UHTXHVWV�WKDW�WKH�WDUJHW�UHWXUQ�

RQO\�WKH�GHIHFW�OLVW�KHDGHU��7KH�LQLWLDWRU�WR�LQGLFDWH�WKH�SUHIHUUHG�IRUPDW�IRU�WKH�GHIHFW�OLVW�
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XVHV�WKH�GHIHFW�OLVW�IRUPDW�ILHOG��7KLV�ILHOG�LV�LQWHQGHG�IRU�WKRVH�WDUJHWV�FDSDEOH�RI�

UHWXUQLQJ�PRUH�WKDQ�RQH�IRUPDW��

�

)LJXUH�������5($'�'()(&7�'$7$�&RPPDQG�6WUXFWXUH�

7KH�5($'�'()(&7�'$7$�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBUHDGGHIHFWGDWD���

IXQFWLRQ�RI�WKH�SURJUDP��

������ 5(3257�/816�

7KH�5(3257�/816�FRPPDQG��)LJXUH�������5(3257�/816�&RPPDQG�

6WUXFWXUH��UHTXHVWV�WKDW�WKH�SHULSKHUDO�GHYLFH�ORJLFDO�XQLW�LQYHQWRU\�EH�VHQW�WR�WKH�

DSSOLFDWLRQ�FOLHQW��$�ORJLFDO�XQLW�LQYHQWRU\�LV�D�OLVW�WKDW�KDV�WKH�ORJLFDO�XQLW�QXPEHUV�RI�DOO�

WKH�ORJLFDO�XQLWV�KDYLQJ�D�SHULSKHUDO�TXDOLILHU�RI����E��&KDQJHV�WR�WKH�ORJLFDO�XQLW�

LQYHQWRU\�PD\�UHVXOW�IURP�FRPSOHWLRQ�RI�LQLWLDOL]DWLRQ��UHPRYDO�RI�D�ORJLFDO�XQLW��RU�

FUHDWLRQ�RI�D�ORJLFDO�XQLW��,I�WKH�ORJLFDO�XQLW�LQYHQWRU\�FKDQJHV�IRU�WKRVH�RU�DQ\�RWKHU�

UHDVRQV��WKHQ�WKH�GHYLFH�VHUYHU�ZRXOG�VHQG�D�XQLW�DWWHQWLRQ�FRPPDQG�IRU�DOO�LQLWLDWRUV��

7KH�DOORFDWLRQ�OHQJWK�LQ�WKLV�FRPPDQG�PXVW�EH�DW�OHDVW����E\WHV��,I�LW�LV�QRW��WKH�GHYLFH�

VHUYHU�ZLOO�UHWXUQ�D�&+(&.�&21',7,21�VWDWXV��7KH�VHQVH�NH\�ZLOO�EH�VHW�WR�,//(*$/�

5(48(67�DQG�WKH�DGGLWLRQDO�VHQVH�GDWD�ZLOO�EH�VHW�WR�,19$/,'�),(/'�,1�&'%��,I�WKH�

DOORFDWLRQ�OHQJWK�LV�QRW�HQRXJK�WR�FRQWDLQ�WKH�ORJLFDO�QXPEHU�YDOXHV�IRU�DOO�FRQILJXUHG�
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ORJLFDO�XQLWV��WKH�GHYLFH�VHUYHU�ZLOO�UHSRUW�DV�PDQ\�ORJLFDO�XQLW�QXPEHU�YDOXHV�WKDW�ZRXOG�

ILW�LQ�WKH�VSHFLILHG�$OORFDWLRQ�OHQJWK��7KLV�LV�QRW�FRQVLGHUHG�DQ�HUURU���

�

�

)LJXUH�������5(3257�/816�&RPPDQG�6WUXFWXUH�

7KH�5(3257�/816�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBUHSRUWOXQV���IXQFWLRQ�RI�WKH�

6&*��

������ 9(5,)<��

7KH�9(5,)<�FRPPDQG��)LJXUH�������9(5,)<�&RPPDQG�6WUXFWXUH��KDV�WKH�WDVN�

RI�UHTXHVWLQJ�WKDW�WKH�WDUJHW�YHULI\�WKH�GDWD�ZULWWHQ�RQ�WKH�PHGLXP��$�E\WH�FKHFN��%\W&K��

ELW�RI�]HUR�FDXVHV�D�PHGLXP�YHULILFDWLRQ�WR�EH�SHUIRUPHG�ZLWK�QR�GDWD�FRPSDULVRQ��$�

%\W&K�ELW�RI�RQH�FDXVHV�D�E\WH�E\�E\WH�FRPSDUH�RI�GDWD�ZULWWHQ�RQ�WKH�PHGLXP�DQG�WKH�

GDWD�WUDQVIHUUHG�IURP�WKH�LQLWLDWRU��,I�WKH�FRPSDUH�LV�XQVXFFHVVIXO�IRU�DQ\�UHDVRQ��WKH�

WDUJHW�VKDOO�UHWXUQ�&+(&.�&21',7,21�VWDWXV�ZLWK�WKH�VHQVH�NH\�VHW�WR�

0,6&203$5(��7KH�YHULILFDWLRQ�OHQJWK�ILHOG�VSHFLILHV�WKH�QXPEHU�RI�FRQWLJXRXV�ORJLFDO�
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EORFNV�RI�GDWD�WKDW�VKDOO�EH�YHULILHG��$�WUDQVIHU�OHQJWK�RI�]HUR�LQGLFDWHV�WKDW�QR�ORJLFDO�

EORFNV�VKDOO�EH�YHULILHG��7KLV�FRQGLWLRQ�VKDOO�QRW�EH�FRQVLGHUHG�DV�DQ�HUURU��$Q\�RWKHU�

YDOXH�LQGLFDWHV�WKH�QXPEHU�RI�ORJLFDO�EORFNV�WKDW�VKDOO�EH�YHULILHG���

�

)LJXUH�������9(5,)<�&RPPDQG�6WUXFWXUH�

7KH�9(5,)<�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBYHULI\���IXQFWLRQ�RI�WKH�6&*��

������� 6(1'�',$*1267,&�

7KH�6(1'�',$*1267,&�FRPPDQG��)LJXUH�������6(1'�',$*1267,&�

&RPPDQG�6WUXFWXUH��UHTXHVWV�WKH�WDUJHW�WR�SHUIRUP�GLDJQRVWLF�RSHUDWLRQV�RQ�LWVHOI��RQ�WKH�

ORJLFDO�XQLW��RU�RQ�ERWK��7KH�RQO\�PDQGDWRU\�LPSOHPHQWDWLRQ�RI�WKLV�FRPPDQG�LV�WKH�VHOI�

WHVW�IHDWXUH�ZLWK�WKH�SDUDPHWHU�OLVW�OHQJWK�RI�]HUR��([FHSW�ZKHQ�WKH�VHOI�WHVW�ELW�LV�RQH��WKLV�

FRPPDQG�LV�XVXDOO\�IROORZHG�E\�D�5(&(,9(�',$*1267,&�5(68/76�FRPPDQG��
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�

)LJXUH�������6(1'�',$*1267,&�&RPPDQG�6WUXFWXUH�

� $�SDJH�IRUPDW��3)��ELW�RI�RQH�VSHFLILHV�WKDW�WKH�6(1'�',$*1267,&�SDUDPHWHUV�

PDWFK�XS�WR�WKH�SDJH�VWUXFWXUH�DV�VSHFLILHG�LQ�WKLV�,QWHUQDWLRQDO�6WDQGDUG��7KH�

LPSOHPHQWDWLRQ�RI�WKH�3)�ELW�LV�RSWLRQDO��$�3)�ELW�RI�]HUR�LQGLFDWHV�WKDW�WKH�6(1'�

',$*1267,&�SDUDPHWHUV�DUH�DV�VSHFLILHG�LQ�6&6,����L�H��DOO�SDUDPHWHUV�DUH�YHQGRU�

VSHFLILF���$�VHOI�WHVW��6HOI7VW��ELW�RI�RQH�GLUHFWV�WKH�WDUJHW�WR�FRPSOHWH�LWV�GHIDXOW�VHOI�WHVW��

,I�WKH�VHOI�WHVW�VXFFHVVIXOO\�SDVVHV��WKH�FRPPDQG�ZRXOG�EH�WHUPLQDWHG�ZLWK�*22'�VWDWXV��

RWKHUZLVH��WKH�FRPPDQG�ZRXOG�EH�WHUPLQDWHG�ZLWK�D�&+(&.�&21',7,21�VWDWXV�DQG�

WKH�VHQVH�NH\�ZRXOG�EH�VHW�WR�+$5':$5(�(5525��$�VHOI�WHVW�ELW�RI�]HUR�UHTXHVWV�WKDW�

WKH�WDUJHW�SHUIRUP�WKH�GLDJQRVWLF�RSHUDWLRQ�VSHFLILHG�LQ�WKH�SDUDPHWHU�OLVW��7KH�GLDJQRVWLF�

RSHUDWLRQ�PLJKW�RU�PLJKW�QRW�UHTXLUH�D�WDUJHW�WR�UHWXUQ�GDWD�WKDW�FRQWDLQV�GLDJQRVWLF�

UHVXOWV��,I�WKH�UHWXUQ�RI�GDWD�LV�QRW�UHTXLUHG��WKH�UHWXUQ�RI�*22'�VWDWXV�LQGLFDWHV�

VXFFHVVIXO�FRPSOHWLRQ�RI�WKH�GLDJQRVWLF�RSHUDWLRQ��,I�WKH�UHWXUQ�RI�GDWD�LV�UHTXLUHG��WKH�

WDUJHW�ZRXOG�GR�HLWKHU�RI�WKH�IROORZLQJ���

• 3HUIRUP�WKH�UHTXHVWHG�GLDJQRVWLF�RSHUDWLRQ��SUHSDUH�WKH�GDWD�WR�EH�UHWXUQHG�DQG�

LQGLFDWH�FRPSOHWLRQ�E\�UHWXUQLQJ�*22'�VWDWXV��7KH�LQLWLDWRU�LVVXHV�D�5(&(,9(�

',$*1267,&�5(68/76�FRPPDQG�WR�UHFRYHU�WKH�GDWD���

• $FFHSW�WKH�SDUDPHWHU�OLVW��DQG�LI�QR�HUURUV�DUH�GHWHFWHG�LQ�WKH�SDUDPHWHU�OLVW��DQG�

UHWXUQ�*22'�VWDWXV��7KH�UHTXHVWHG�GLDJQRVWLF�RSHUDWLRQ�DQG�WKH�SUHSDUDWLRQ�RI�

WKH�GDWD�WR�EH�UHWXUQHG�DUH�SHUIRUPHG�XSRQ�UHFHLSW�RI�D�5(&(,9(�',$*1267,&�

5(68/76�FRPPDQG���
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7R�LQVXUH�WKDW�WKH�GLDJQRVWLF�FRPPDQG�LQIRUPDWLRQ�LV�QRW�GHVWUR\HG�E\�D�FRPPDQG�VHQW�

IURP�DQRWKHU�LQLWLDWRU��HLWKHU�WKH�6(1'�',$*1267,&�FRPPDQG�VKRXOG�EH�OLQNHG�WR�WKH�

5(&(,9(�',$*1267,&�5(68/76�FRPPDQG�RU�WKH�ORJLFDO�XQLW�VKRXOG�EH�UHVHUYHG��

7KH�6(1'�',$*1267,&�FRPPDQG�LV�LPSOHPHQWHG�LQ�WKH�GRBVHQGGLDJQRVWLF���IXQFWLRQ�

RI�WKH�6&��

���� 6&6,�&RPPDQG�*HQHUDWRU�)HDWXUHV�

7KH�ILQDO�SURJUDP�FDQ�EH�FRPSLOHG�DQG�H[HFXWHG�IURP�D�/LQX[�WHUPLQDO�ZLQGRZ���

,W�UHTXLUHV�QR�NHUQHO�PRGLILFDWLRQV�RU�VSHFLDO�FRQILJXUDWLRQ��DOO�WKDW�LV�UHTXLUHG�LV�D�UHFHQW�

YHUVLRQ�RI�WKH�JHQHULF�6&6,�GULYHU�DORQJ�ZLWK�VWDQGDUG�&�OLEUDULHV����

������ 7KH�,QWHUIDFH�

$W�SUHVHQW��WKH�SURJUDP�XVHV�D�VLPSOH�FRPPDQG�OLQH�LQWHUIDFH���7KH�SURPSW�

VSHFLILHV�WKH�FXUUHQW�ZRUNLQJ�GHYLFH��VXFK�DV��GHY�VJ����7\SLQJ�³KHOS´�EULQJV�XS�D�OLVW�RI�

DYDLODEOH�RSWLRQV��ZLWK�H[SODQDWLRQV�RQ�KRZ�WR�XVH�WKHP���8VLQJ�WKH�LQWHUIDFH�LV�DV�VLPSOH�

DV�HQWHULQJ�WKHVH�FRPPDQGV��DQG�IROORZLQJ�VXEVHTXHQW�SURPSWV���$IWHU�VHQGLQJ�D�

FRPPDQG��WKH�XVHU�LV�QRWLILHG�RI�WKH�KH[DGHFLPDO�E\WHV�GHILQLQJ�WKH�FRPPDQG�EHLQJ�VHQW���

$GGLWLRQDO�GDWD�PD\�EH�GLVSOD\HG�GHSHQGLQJ�RQ�WKH�FRPPDQG�LVVXHG��DV�ZHOO�DV�DQ\�HUURU�

UHVXOWLQJ�IURP�D�QRQ�*22'�VWDWXV�E\WH���)LJXUH�������([DPSOH�6&*�XVDJH�GHSLFWV�WKH�

LQWHUIDFH�ZKHQ�H[HFXWLQJ�D�VLPSOH�7HVW�8QLW�5HDG\�FRPPDQG��

�

sg0> testunitready  

 Sending command: 00 00 00 00 00 00  

 Test unit ready: completed  

sg0> 

)LJXUH�������([DPSOH�6&*�XVDJH 

�

������ 3UH�'HILQHG�&RPPDQGV�

6HYHUDO�VLPSOH�FRPPDQGV�UHTXLUH�QR�LQSXW�IURP�WKH�XVHU���([HFXWLQJ�D�FRPPDQG�

OLNH�³WHVW�XQLW�UHDG\´�LV�DV�VLPSOH�DV�HQWHULQJ�³WHVWXQLWUHDG\´�DW�WKH�SURPSW���,Q�WKHVH�

FDVHV��WKH�FRPPDQGV�KDYH�QR�FRQILJXUDEOH�SDUDPHWHUV��
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2WKHU�FRPPDQGV�GR�UHTXLUH�LQSXW�IURP�WKH�XVHU�WR�GHWHUPLQH�FHUWDLQ�YDOXHV�

UHOHYDQW�WR�WKH�FRPPDQG���,Q�WKHVH�FDVHV��DIWHU�HQWHULQJ�WKH�GHVLUHG�FRPPDQG�QDPH��WKH�

XVHU�LV�SURPSWHG�LQGLYLGXDOO\�IRU�HDFK�FRQILJXUDEOH�SDUDPHWHU���0RVW�YDOXHV�DUH�DVVXPHG�

WR�EH�GHFLPDO��EXW�VRPH��VXFK�DV�DGGUHVVHV��DUH�H[SHFWHG�WR�EH�LQ�KH[DGHFLPDO�IRUPDW���

0DQ\�SDUDPHWHUV�KDYH�GHIDXOW�YDOXH�VSHFLILHG��VSHHGLQJ�XS�WKH�SURFHVV�LQ�PDQ\�FDVHV���,Q�

IXWXUH�YHUVLRQV��WKH�FRPPDQG�OLQH�PD\�DFFHSW�DUJXPHQWV�IRU�WKHVH�SDUDPHWHUV�WR�IXUWKHU�

VSHHG�WKLQJV�XS�IRU�H[SHULHQFHG�XVHUV��UDWKHU�WKDQ�EHLQJ�SURPSWHG�VHSDUDWHO\�IRU�HDFK�

YDOXH��

������ &XVWRPL]HG�&RPPDQGV�

,Q�WKH�6&*�����6&6,�FRPPDQGV�KDYH�EHHQ�LPSOHPHQWHG���7KHUH�DUH��KRZHYHU��

PDQ\�PRUH�FRPPDQGV�LQ�H[LVWHQFH��DOO�RI�ZKLFK�DUH�VXSSRUWHG���7\SLQJ�³FXVWRP´�DOORZV�

D�XVHU�WR�HQWHU�D�FXVWRPL]HG�FRPPDQG�WR�VHQG��WKH�VL]H�RI�WKH�FRPPDQG��WKH�FRPPDQG�

LWVHOI��LQ�KH[DGHFLPDO���DGGLWLRQDO�GDWD�WR�VHQG��DQG�WKH�GLUHFWLRQ�RI�WUDQVIHU���7KH�

SURJUDP�EOLQGO\�SDFNDJHV�WKH�VJBLRBKHDGHUBW�VWUXFWXUH�DQG�DSSOLHV�LW�WR�WKH�WDUJHW�GHYLFH���

7KLV�LV�D�XVHIXO�WRRO�IRU�LQWHQWLRQDOO\�FUDIWLQJ�LQYDOLG�FRPPDQGV�WR�REVHUYH�WKH�UHVXOWV��

������ 6FULSWLQJ�&RPPDQGV�

)LQDOO\��WKH�DELOLW\�WR�VFULSW�FRPPDQGV�ZDV�DGGHG�WR�WKH�SURJUDP���7KH�ILUVW�VWHS�

LQ�WKLV�SURFHVV�LV�WR�EHJLQ�UHFRUGLQJ�D�VFULSW�WR�D�ILOH��DFFRPSOLVKHG�E\�³UHF��ILOHQDPH!´���

2QFH�LQ�UHFRUG�PRGH��HYHU\�FRPPDQG�LVVXHG�LV�QRWHG�LQ�WKH�VFULSW�ILOH�LQVWHDG�RI�EHLQJ�

VHQW�WR�WKH�WDUJHW�GHYLFH���/RRSV�DUH�VXSSRUWHG�DV�ZHOO��DOORZLQJ�D�FRPPDQG�RU�FRPSOH[�

VHULHV�RI�FRPPDQGV�WR�EH�UHSHDWHG�D�VSHFLILHG�QXPEHU�RI�WLPHV���7R�EHJLQ�D�ORRS��W\SH�

³VWDUWORRS���´�ZKHUH���UHSUHVHQWV�WKH�QXPEHU�RI�LWHUDWLRQV���7R�FORVH�WKH�ORRS��W\SH�

³HQGORRS�´��6WDUWLQJ�D�QHZ�ORRS�EHIRUH�HQGLQJ�D�SUHYLRXV�ORRS�UHVXOWV�LQ�QHVWHG�ORRSV���7R�

HQG�WKH�UHFRUGLQJ�VHVVLRQ��W\SH�³VWRSUHF�´��4XLWWLQJ�WKH�SURJUDP�ZKLOH�VWLOO�LQ�D�UHFRUGLQJ�

VHVVLRQ�DXWRPDWLFDOO\�HQGV�WKH�VHVVLRQ�EHIRUH�H[LWLQJ��

:KLOH�UHFRUGLQJ�DQG�LQ�D�ORRS��WKH�SURJUDP�DOVR�DOORZV�FHUWDLQ�E\WHV�LQ�WKH�

FRPPDQG�WR�EH�FKDQJHG�LQFUHPHQWDOO\�DIWHU�HDFK�LWHUDWLRQ�RI�WKH�ORRS���)RU�H[DPSOH��WKH�

5HDG��:ULWH��DQG�9HULI\�FRPPDQGV�SURPSW�WKH�XVHU�IRU�DQ�RSWLRQDO�YDOXH�WR�LQFUHPHQW�RU�

GHFUHPHQW�DGGUHVV���(QWHULQJ�³�´�UHVXOWV�LQ�WKH�DGGUHVV�E\WHV�V��EHLQJ�LQFUHDVHG�E\���HDFK�

LWHUDWLRQ��³��´�UHVXOWV�LQ�D�GHFUHDVH�RI�����7KH�FXVWRP�FRPPDQG�DOORZV�DQ\�RI�WKH�E\WHV�WR�
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EH�WUHDWHG�WKLV�ZD\�E\�VSHFLI\LQJ�WKH�E\WHV�ZKLFK�DUH�WR�EH�FKDQJHG���7KH�XVHU�VKRXOG�

UHPHPEHU�WKDW�RYHUIORZ�LV�SRVVLEOH��EXW�VKRXOG�QRW�KDUP�WKH�RSHUDWLRQ�RI�WKH�SURJUDP��

7R�H[HFXWH�WKH�UHFRUGHG�FRPPDQGV��VLPSO\�W\SH�³VFULSW��ILOHQDPH!�´��7KH�ILOH¶V�

FRQWHQWV�DUH�GHFRGHG��DQG�HDFK�FRPPDQG�LV�SURFHVVHG�LQ�UDSLG�VXFFHVVLRQ���1R�GDWD�LV�

GLVSOD\HG�RQ�WKH�VFUHHQ�LQ�WKLV�HYHQW��EHFDXVH�WKHUH�FRXOG�OLNHO\�EH�KXQGUHGV�RU�WKRXVDQGV�

RI�FRPPDQGV�LVVXHG���7KH�FRQVHTXHQW�WUDIILF�JHQHUDWHG�ZRXOG�OLNHO\�EH�PXFK�PRUH�

LQWHUHVWLQJ�DQG�XVHIXO�WKDQ�MXVW�D�VLQJOH�FRPPDQG�ZKHQ�DQDO\]HG�XVLQJ�DQ�DWWDFKHG�

)&7UDFHU�XQLW��

7KH�VFULSW�ILOH�LWVHOI�LV�LQ�$6&,,�IRUPDW���/HDGLQJ�ZKLWH�VSDFHV��WDEV��VSDFH��QHZ�

OLQHV��DUH�LJQRUHG��DQG�FDQ�EH�XVHG�IUHHO\�IRU�IRUPDWWLQJ���(DFK�OLQH�UHSUHVHQWV�D�QHZ�

DFWLRQ���7KH�W\SHV�RI�DFWLRQV�DUH�WKH�IROORZLQJ��

UHSHDW��� %HJLQV�D�ORRS�RI���LWHUDWLRQV��

ORRS� -XPSV�WR�WKH�WRS�RI�WKH�DVVRFLDWHG�ORRS��

FPG��FPG!� 6HWV�WKH�FRPPDQG�WR��FPG!��LQ�KH[��

�

:LWKLQ��FPG!��D���RU���VLJQ�VLJQLILHV�D�YDOXH�WKDW�LV�

GHFUHPHQWHG�LQFUHPHQWHG�E\�D�VHW�DPRXQW�HDFK�LWHUDWLRQ���

)ROORZLQJ�WKH���RU���VKRXOG�EH�DQ�LQWHJHU�VSHFLI\LQJ�WKH�

DPRXQW�WR�LQFUHPHQW�GHFUHPHQW���7KH�SRUWLRQ�RI�WKH��FPG!�WR�

FKDQJH�VKRXOG�EH�FRQWDLQHG�LQ�EUDFNHWV�>@���7KH�SURJUDP�

SURPSWV�IRU�WKLV��LWHUDWLYH�FKDQJH��IRU�FHUWDLQ�FRPPDQGV��

�

([DPSOH��������>��@���EHKDYHV�WKH�VDPH�DV���������� !�

��������� !���������� !�HWF��

�

GDWD����GDWD!� 6HWV�WKH�GDWD�WR�ZKDWHYHU�LV�VSHFLILHG�E\��GDWD!�����PXVW�

VSHFLI\�WKH�H[DFW�OHQJWK�RI��GDWD!��WR�DOORZ�µ?Q¶�DQG�VSHFLDO�

FKDUDFWHUV�WR�DSSHDU�KHUH�ZLWKRXW�GLVUXSWLQJ�WKH�ILOH��

�

[OHQ��� 6HWV�WKH�GDWD�WUDQVIHU�OHQJWK��LI�DSSOLFDEOH�

� �
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[GLU�>W�I@� �6HWV�WKH�WUDQVIHU�GLUHFWLRQ��
W
�IRU�72B'(9��
I
�IRU�

)520B'(9��DQ\�RWKHU�IRU�121(����

�

VHQG� 6HQGV�WKH�FRPPDQG�DV�SUHSDUHG��

�

HQG� 6LJQLILHV�WKDW�WKH�VFULSW�LV�GRQH�

�

8VLQJ�WKLV�IRUPDW��LW�LV�SRVVLEOH�WR�FUHDWH�D�VFULSWHG�VHULHV�RI�FRPPDQGV�ZLWKRXW�

XVLQJ�WKH�XWLOLW\
V�
UHF
�IXQFWLRQ���8QUHFRJQL]HG�DFWLRQV�DUH�VLPSO\�E\SDVVHG���7KH�VFULSW�

IRUPDW�ZRXOG�EH�H[SDQGDEOH�IRU�WKH�IXWXUH��DV�GLIIHUHQW�SDUDPHWHUV�FRXOG�EH�VSHFLILHG�LQ�

WKH�ILOH�DQG�SURFHVVHG�ZLWK�OLWWOH�H[WUD�SURJUDPPLQJ��

([DPSOH��WKH�IROORZLQJ�VFULSW�ILUVW�VHQGV�DQ�,QTXLU\�FRPPDQG��DQG�UHWULHYHV����

E\WHV�RI�LQTXLU\�GDWD���7KHQ�LW�HQWHUV�D����LWHUDWLRQ�ORRS���'XULQJ�HDFK�LWHUDWLRQ��LW�ZULWHV�

WZR�����E\WH�EORFNV�WR�WKH�VSHFLILHG��DQG�UHDGV�WKH�GDWD�EDFN���7KH�ILUVW�WLPH��LW�ZULWHV�WR�

EORFN�������WKH�VHFRQG�WR�������WKLUG�WR�������HWF���$IWHU����UHSHWLWLRQV�WKH�ORRS�HQGV��DQG�

WKHQ�WKH�VFULSW�HQGV�DV�ZHOO�� �

�

cmd:080000000000 
data:0: 
xlen:96 
xdir:f 
send 
repeat:10 
  cmd:0a00+2[0004]0200 
  data:5:hello 
  xlen:1024 
  xdir:t 
  send 
  cmd:0800+2[0004]0200 
  THIS LINE IS TOTALLY IGNORED::1::!!! 
  data:0: 
  xlen:1024 
  xdir:f 
  send 
loop 
end ��

)LJXUH�������6DPSOH�6FULSW



� ���

�

�� ,QWHUSUHWLQJ�DQG�'HFRGLQJ�6&6,�'DWD�

(YHU\�6&6,�FRPPDQG�FDQ�EH�YLHZHG��LQWHUSUHWHG��DQG�RU�GHFRGHG�LQ�WKUHH�PDLQ�

ZD\V�XQGHU�WKH�)&7UDFHU��,W�FDQ�EH�YLHZHG�DW�WKH�([FKDQJH�OHYHO��6HTXHQFH�OHYHO��RU�DW�

WKH�)UDPH�OHYHO��

���� 7KH�([FKDQJH�/HYHO�

$�)LEUH�&KDQQHO�([FKDQJH�LV�GHILQHG�DV�RQH�RU�PRUH�QRQ�FRQFXUUHQW�6HTXHQFHV�

EHWZHHQ�WZR�SRUWV��$Q�([FKDQJH�PD\�RFFXU�LQ�HLWKHU�GLUHFWLRQ��$OO�WKH�FRPPDQGV�LQ�WKH�

DSSOLFDWLRQ�KDYH�D�WRWDO�RI�WZR�H[FKDQJHV��VLQFH�WKH�SURJUDP�ERWK�VHQGV�GDWD�DQG�LW�

UHFHLYHV�GDWD��7KH�FRPPDQG�VWUXFWXUHV�DUH�WKH�GDWD�WKDW�LV�VHQW��([FKDQJH���DQG�WKH�

RXWSXW�UHVSRQVHV�DUH�WKH�GDWD�WKDW�LV�UHFHLYHG��([FKDQJH����7KHUHIRUH��LW�LV�SRVVLEOH�WR�

LGHQWLI\�LI�DQ�HUURU�KDV�RFFXUUHG�LQ�WUDQVDFWLRQ�E\�FRXQWLQJ�WKH�QXPEHU�RI�H[FKDQJHV�DW�

WKH�([FKDQJH�OHYHO���)LJXUH������,148,5<�([FKDQJH��)LJXUH������7(67�81,7�5($'<�

([FKDQJH��DQG�)LJXUH������5($'�'()(&7�'$7$�([FKDQJH�DUH�H[DPSOHV�RI�H[FKDQJHV�

YLHZHG�IURP�WKH�WUDFHU�SURJUDP��

�

�

)LJXUH������,148,5<�([FKDQJH�

�

�

�

)LJXUH������7(67�81,7�5($'<�([FKDQJH�
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�

�

�

)LJXUH������5($'�'()(&7�'$7$�([FKDQJH�

�

7KH�)LEUH�&KDQQHO�$QDO\]HU�KDV�IRXU�FKDQQHOV�IRU�ZKLFK�GDWD�FDQ�EH�H[FKDQJHG��

)RU�DOO�RI�WKH�SUHFHGLQJ�WUDFH�H[DPSOHV��([FKDQJH���RFFXUUHG�RQ�WKH�ILUVW�DQG�VHFRQG�

FKDQQHO�DQG�([FKDQJH���KDG�RFFXUUHG�RQ�WKH�WKLUG�DQG�IRXUWK�FKDQQHO��&KDQQHO�VHOHFWLRQ�

LV�VKRZQ�RQ�WKH�OHIW�PRVW�VLGH�RI�WKH�WZR�([FKDQJH�ER[HV��

���� 7KH�6HTXHQFH�/HYHO�

7KH�UHG�FRORUHG�EORFNV�LQ�WKH�([FKDQJH�WUDFH�LV�JLYLQJ�WKH�DGGUHVV�LGHQWLILHU�RI�WKH�

VHQGHU�DQG�WKH�UHFHLYHU��7KH�JUHHQ�ER[�LV�LGHQWLI\LQJ�WKH�W\SH�RI�FRPPDQG�WKDW�LV�EHLQJ�

VHQW�RU�UHFHLYHG��)RU�DOO�WKHVH�FRPPDQGV��WKH�WUDFHU�VKRXOG�GLVSOD\�)&3�6&6,�ZLWKLQ�WKLV�

EORFN��7KH�ORJLFDO�XQLW�QXPEHU�LV�DOVR�JLYHQ��7KH�&RPPDQG�%ORFN��&'%��IRXQG�DIWHU�WKH�

/81�VSHFLILFDOO\�VWDWHV�WKH�H[DFW�W\SH�RI�6&6,�FRPPDQG�WKDW�LV�EHLQJ�VHQW�RU�UHFHLYHG��

7KH�QXPEHU�RI�GDWD�LQ�E\WHV�WKH�FRPPDQG�WDNHV�LV�UHSUHVHQWHG�LQ�WKH�EORFN�IROORZLQJ�WKH�

&'%��)ROORZLQJ�WKLV�LV�WKH�VWDWXV�RI�ZKHWKHU�WKH�FRPPDQG�LV�VXFFHVVIXO�RU�QRW��LQGLFDWLQJ�

LI�DQ�HUURU�KDV�RFFXUUHG���

7R�YLHZ�D�WUDFH�LQ�PRUH�GHWDLO��D�XVHU�FDQ�FOLFN�RQ�WKH�WULDQJOHV�SRLQWLQJ�

GRZQZDUGV�LQ�WKH�WZR�([FKDQJH�ER[HV��7KLV�DOORZV�WKH�XVHU�WR�YLHZ�WKH�6HTXHQFHV�WKDW�

PDNHV�XS�WKH�([FKDQJHV��$�)LEUH�&KDQQHO�6HTXHQFH�LV�GHILQHG�WR�EH�D�VHULHV�RI�RQH�RU�

PRUH�UHODWHG�IUDPHV�WUDQVPLWWHG�LQ�RQH�GLUHFWLRQ�IURP�RQH�SRUW�WR�DQRWKHU��,W�LV�

XQLGLUHFWLRQDO��)LJXUH������,148,5<�6HTXHQFH�VKRZV�WKH�6HTXHQFHV�WKDW�PDNH�XS�WKH�

([FKDQJHV�LQ�WKH�6&6,�,QTXLU\�FRPPDQG��

�
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�

�

)LJXUH������,148,5<�6HTXHQFH�

�

+LGLQJ�RU�FROODSVLQJ�VSHFLILF�GDWD�LV�D�IHDWXUH�WKDW�WKH�)&7UDFHU�RIIHUV��)LJXUH������

,148,5<�6HTXHQFH�&ROODSVHG�VKRZV�WKH�6HTXHQFHV�E\�WKHPVHOYHV�ZLWK�WKH�([FKDQJH�

GDWD�FROODSVHG��
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�

)LJXUH������,148,5<�6HTXHQFH�&ROODSVHG�

�

,Q�WKH�SUHFHGLQJ�ILJXUH�RI�WKH�,QTXLU\�FRPPDQG��LW�LV�DSSDUHQW�WKDW�WKH�ILUVW���

VHTXHQFHV�RI�WKH�WUDFH�DUH�UHVSRQVLEOH�IRU�VHQGLQJ�RXW�WKH�,QTXLU\�FRPPDQG�WR�WKH�GHYLFH��

7KH�)&3�5HTXHVW�EORFN�FRQILUPV�WKLV�E\�GLVSOD\LQJ�DQ�LQLWLDWRU�WR�WDUJHW�ILHOG�IRU�WKH�ILUVW�

��VHTXHQFHV�DQG�D�WDUJHW�WR�LQLWLDWRU�ILHOG�LQ�WKH�ODVW�IRXU�VHTXHQFHV��LQGLFDWLQJ�WKDW�LW�LV�D�

UHVSRQVH�IURP�WKH�GHYLFH��

���� 7KH�)UDPH�/HYHO�

7R�YLHZ�D�WUDFH�LQ�HYHQ�JUHDWHU�GHWDLO��LW�LV�SRVVLEOH�WR�VHW�YLHZLQJ�DW�WKH�IUDPH�

OHYHO��6LPLODUO\�WR�FROODSVLQJ�GDWD�ILHOGV��WKH�XVHU�LV�DEOH�WR�H[SDQG�WKHP�E\�FOLFNLQJ�RQ�

WKH�WULDQJOHV�LQ�WKH�6HTXHQFHV�EORFNV�WR�YLHZ�WKH�IUDPHV�WKDW�PDNH�XS�WKH�6HTXHQFH��$OO�

IUDPHV�PXVW�EH�SDUW�RI�D�6HTXHQFH��)UDPHV�ZLWKLQ�WKH�VDPH�6HTXHQFH�KDYH�WKH�VDPH�

6(4B,'�ILHOG�LQ�WKH�KHDGHU��7KH�6(4B&17�ILHOG�LGHQWLILHV�LQGLYLGXDO�IUDPHV�ZLWKLQ�D�

6HTXHQFH��)RU�HDFK�IUDPH�WUDQVPLWWHG�LQ�D�6HTXHQFH��6(4B&17�LV�LQFUHPHQWHG�E\����

7KLV�SURYLGHV�D�PHDQV�IRU�WKH�UHFLSLHQW�WR�DUUDQJH�WKH�IUDPHV�LQ�WKH�RUGHU�LQ�ZKLFK�WKH\�

ZHUH�WUDQVPLWWHG�DQG�WR�YHULI\�WKDW�DOO�H[SHFWHG�IUDPHV�KDYH�EHHQ�UHFHLYHG��0XOWLSOH�

6HTXHQFHV�WR�PXOWLSOH�SRUWV�PD\�EH�DFWLYH�DW�D�WLPH��)LJXUH������FRQWLQXHG���,148,5<�

)UDPH�SUHVHQWV�D�GHWDLOHG�YLHZ�RI�WKH�WUDFH�DW�WKH�IUDPH�OHYHO��
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�

�

�

)LJXUH������,QTXLU\�)UDPH�

�
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�

)LJXUH������FRQWLQXHG���,148,5<�)UDPH�

��

)LJXUH������,148,5<�)UDPH�&ROODSVHG�JLYHV�D�ORRN�DW�WKH�)LEUH�&KDQQHO�IUDPHV�DORQH�

ZLWK�ERWK�WKH�([FKDQJH�GDWD�FROODSVHG�DQG�DOVR�WKH�6HTXHQFH�GDWD�FROODSVHG��

�

�

)LJXUH������,148,5<�)UDPH�&ROODSVHG�
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�

)LJXUH������FRQWLQXHG���,148,5<�)UDPH�&ROODSVHG�

�

,Q�WKH�SUHYLRXV�VDPSOH�WUDFH�RI�WKH�,QTXLU\�FRPPDQG��WKH�WZR�GDWD�ILHOGV�DUH�H[SDQGHG�

DQG�FRQYHUWHG�WR�$6&,,��7KLV�LV�VR�WKH�XVHU�LV�DEOH�WR�DFWXDOO\�VHH�DQG�PDNH�XVHIXO�RI�WKH�

GDWD�UHVSRQVHV�JHQHUDWHG�DQG�VHQW�EDFN�IURP�WKH�GHYLFH��7KLV�LV�FHUWDLQO\�D�KHOSIXO�IHDWXUH�

LQ�DVVLVWLQJ�ZLWK�WHVWLQJ�DQG�GHEXJJLQJ�RI�FOLHQW�VHUYHU�DSSOLFDWLRQV���

)LQDOO\��)LJXUH������,148,5<�'DWD�%ORFN�VKRZV�D�GHWDLOHG�YLHZ�RI�WKH�GDWD�

EORFN�WUDQVIHUUHG�IURP�WKH�WDUJHW�WR�WKH�LQLWLDWRU�GXULQJ�DQ�,148,5<�FRPPDQG��
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,Q�-DQXDU\�������RXU�VWXGHQW�JURXS�EHJDQ�WKH�SURFHVV�RI�GHYHORSLQJ�DQ�

DSSOLFDWLRQ�WR�DVVLVW�*HQHUDO�'\QDPLFV�ZLWK�LWV�)LEUH�&KDQQHO�HQFU\SWLRQ�SURMHFW���:H�

EHOLHYH�WKDW�ZH�KDYH�VXFFHHGHG�LQ�PHHWLQJ�H[SHFWDWLRQV��ERWK�*'¶V�DQG�RXU�RZQ��

$IWHU�FRPSOHWLRQ��WKH�6&6,�&RPPDQG�*HQHUDWRU�PHHWV�WKH�LQIRUPDO�UHTXLUHPHQWV�

DJUHHG�XSRQ�LQ�-DQXDU\���,W�VXSSRUWV�HDFK�RI�WKH�IRXUWHHQ�FRPPDQGV�VSHFLILFDOO\�FKRVHQ�

E\�*'�GHYHORSHUV��DQG�WKLV�QXPEHU�LV�H[WHQGHG�E\�DOORZLQJ�XVHUV�WR�PDQXDOO\�GHILQH�

RWKHU�FRPPDQGV�WR�VHQG���7KH�6&*�LQFOXGHV�VFULSWLQJ�DELOLWLHV�UHVXOWLQJ�LQ�ORQJHU�VWUHDPV�

RI�IXOO\�FXVWRPL]HG�FRPPDQGV���,W�LV�DOVR�FRPSOHWHO\�FRQWUROODEOH�IURP�D�VLPSOH��LQWXLWLYH�

XVHU�LQWHUIDFH���3HUKDSV�PRVW�LPSRUWDQWO\��WKH�VRXUFH�FRGH�LV�ZHOO�GRFXPHQWHG�DQG�HDV\�WR�

PRGLI\�RU�H[WHQG��HQVXULQJ�LWV�XVHIXOQHVV�WR�*'�GHYHORSHUV��

8OWLPDWHO\��WKH�6&*�VKRXOG�PDNH�WHVWLQJ�DQG�GHEXJJLQJ�)LEUH�&KDQQHO�

HQFU\SWLRQ�PHWKRGV�D�VLPSOHU�WDVN�IRU�*HQHUDO�'\QDPLFV���:KLOH�WKHUH�DUH�PDQ\�FRPPRQ�

DSSOLFDWLRQV�WKH\�FRXOG�XVH�WR�FUHDWH�WUDIILF�RYHU�D�6$1��WKH�6&*�JLYHV�WKH�XVHU�PXFK�

VWULFWHU�FRQWURO�RYHU�WKH�GDWD�EHLQJ�VHQW���$V�D�UHVXOW��VPDOO�GLVFUHSDQFLHV�LQ�WKH�WUDIILF�DV�

UHFRUGHG�E\�WKH�)&7UDFHU�FDQ�UHYHDO�WKH�VRXUFHV�RI�SRWHQWLDO�SUREOHPV�TXLFNO\��

)URP�WKH�SHUVSHFWLYH�RI�JUDGXDWLQJ�:3,�&RPSXWHU�6FLHQFH�PDMRUV��ZH�KDYH�

JDLQHG�D�JUHDW�GHDO�GXULQJ�WKH�FRXUVH�RI�WKH�SURMHFW���)RU�WKH�ILUVW�WLPH�LQ�RXU�FROOHJH�

FDUHHUV��ZH�KDYH�FUHDWHG�DQ�DSSOLFDWLRQ�IURP�WKH�JURXQG�XS�WKDW�ZLOO�EH�XVHG�LQ�DQ�

LQGXVWU\�VHWWLQJ���:H�DOVR�KDYH�DFKLHYHG�D�KLJKHU�OHYHO�RI�XQGHUVWDQGLQJ�RI�WHFKQRORJLHV�

OLNH�6$1��)LEUH�&KDQQHO��DQG�6&6,�WKDW�ZH�OLNHO\�QHYHU�ZRXOG�KDYH�EHHQ�IDFHG�ZLWK�

RWKHUZLVH��
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�� )XWXUH�:RUN�

7KLV�SURMHFW�FRXOG�KDYH�LPSOLFDWLRQV�IRU�ZRUN�LQ�WKH�IXWXUH���)RU�QRZ��WKH�6&*�

ZLOO�EH�XVHG�WR�JHQHUDWH�WUDIILF�RYHU�DQ�HQFU\SWHG�)LEUH�&KDQQHO�FRQQHFWLRQ��EXW�WKH�WRRO�

FRXOG�DOVR�EH�DSSOLHG�WR�DQ\�W\SH�RI�6&6,�FRQQHFWLRQ�DV�ORQJ�DV�WKH�VJ�GULYHU�LV�SUHVHQW���

8VLQJ�WKH�6&*��D�WHDP�FRXOG�DQDO\]H�WUDIILF�JHQHUDWHG�E\�YDULRXV�6&6,�FRPPDQGV��

GHYLFH�FRQILJXUDWLRQV��DQG�EXV�VHWWLQJV�WR�PD[LPL]H�WKH�HIILFLHQF\�RI�D�6$1���,I�WKH�WRRO�

ZRUNV�ZHOO�IRU�WHVWLQJ�*HQHUDO�'\QDPLFV¶�)LEUH�&KDQQHO�GHYLFHV��WRROV�IRU�VLPLODU�

SXUSRVHV�FRXOG�EH�GHYHORSHG�IRU�FRQQHFWLRQV�RWKHU�WKDQ�6&6,���

)XUWKHUPRUH��WKH�6&6,�&RPPDQG�*HQHUDWRU�LWVHOI�FRXOG�XQGHUJR�LPSURYHPHQWV�WR�

PDNH�LW�PRUH�HIIHFWLYH���0RUH�FRPPDQGV�FRXOG�EH�DGGHG�WR�WKH�FXUUHQW�OLVW��DOORZLQJ�

JUHDWHU�YHUVDWLOLW\�WR�WKH�WRRO�ZLWKRXW�UHTXLULQJ�WKH�UHSHDWHG�WHGLRXV�FUHDWLRQ�RI�³FXVWRP´�

FRPPDQGV���$Q�HQKDQFHG�XVHU�LQWHUIDFH�FRXOG�DOVR�LPSURYH�WKH�6&*���$�*8,�ZRXOG�

VLPSOLI\�WDVNV�OLNH�VFULSWLQJ�DQG�SURYLGH�D�YLVXDO�UHSUHVHQWDWLRQ�RI�WKH�SURJUHVV�RI�

FRPPDQGV�EHLQJ�H[HFXWHG��
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�
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�
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�
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�
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7KH�VJBLRBKGU�6WUXFWXUH��

�7DNHQ�GLUHFWO\�IURP�>/,1��@��

7KH�PDLQ�FRQWURO�VWUXFWXUH�IRU�WKH�YHUVLRQ���6&6,�JHQHULF�GULYHU�KDV�D�VWUXFW�WDJ�

QDPH�RI��VJBLRBKGU��DQG�D�W\SHGHI�QDPH�RI��VJBLRBKGUBW���7KH�VWUXFWXUH�LV�VKRZQ�LQ�

DEULGJHG�IRUP�EHORZ��7KH��>L@��QRWDWLRQ�LQGLFDWHV�DQ�LQSXW�YDOXH�ZKLOH��>R@��LQGLFDWHV�D�

YDOXH�WKDW�LV�RXWSXW��7KH��>L�!R@��LQGLFDWHV�D�YDOXH�WKDW�LV�FRQYH\HG�IURP�LQSXW�WR�RXWSXW�

DQG�DSDUW�IURP�RQH�VSHFLDO�FDVH��LV�QRW�XVHG�E\�WKH�GULYHU��7KH��>L�!R@��PHPEHUV�DUH�

PHDQW�WR�DLG�DQ�DSSOLFDWLRQ�PDWFKLQJ�WKH�UHTXHVW�VHQW�WR�D�ZULWH���WR�WKH�FRUUHVSRQGLQJ�

UHVSRQVH�UHFHLYHG�E\�D�UHDG����)RU�SRLQWHUV�WKH��>
L@��LQGLFDWHV�D�SRLQWHU�WKDW�LV�XVHG�IRU�

UHDGLQJ�IURP�XVHU�PHPRU\�LQWR�WKH�GULYHU���>
R@��LV�D�SRLQWHU�XVHG�IRU�ZULWLQJ��DQG��>
LR@��

LQGLFDWHV�D�SRLQWHU�XVHG�IRU�HLWKHU�UHDGLQJ�RU�ZULWLQJ��

�
typedef struct sg_io_hdr 
{ 
    int interface_id;           /* [i] 'S' (require d) */ 
    int dxfer_direction;        /* [i] */ 
    unsigned char cmd_len;      /* [i] */ 
    unsigned char mx_sb_len;    /* [i] */ 
    unsigned short iovec_count; /* [i] */ 
    unsigned int dxfer_len;     /* [i] */ 
    void * dxferp;              /* [i], [*io] */ 
    unsigned char * cmdp;       /* [i], [*i]  */ 
    unsigned char * sbp;        /* [i], [*o]  */ 
    unsigned int timeout;       /* [i] unit: millis ecs */ 
    unsigned int flags;         /* [i] */ 
    int pack_id;                /* [i->o] */ 
    void * usr_ptr;             /* [i->o] */ 
    unsigned char status;       /* [o] */ 
    unsigned char masked_status;/* [o] */ 
    unsigned char msg_status;   /* [o] */ 
    unsigned char sb_len_wr;    /* [o] */ 
    unsigned short host_status; /* [o] */ 
    unsigned short driver_status;/* [o] */ 
    int resid;                  /* [o] */ 
    unsigned int duration;      /* [o] */ 
    unsigned int info;          /* [o] */ 
} sg_io_hdr_t;  /* 64 bytes long (on i386) */ 
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6&*�'RFXPHQWDWLRQ�

*********************************************************** 
***USER'S GUIDE******** Authors: Alex Kinney and Minh Huynh 
***SCSI COMMAND GENERATOR ********************************* 
***3/2/04************************************************** 
*********************************************************** 
 
--COMPILING 
At the moment, the files making up this application are on 
the HBA1 Linux PC, in the directory /home/wpi/scsi/src/. 
 
The files making up this application are the following: 
go.c 
commands.c 
commands.h 
lib.c 
Makefile 
 
To compile, go.c must be compiled along with lib.c and 
commands.c (gcc go.c commands.c lib.c -o Go).  Typing 
'make' will run the Makefile, which accomplishes this. 
 
RUNNING THE PROGRAM 
After starting the program, it will scan for generic SCSI 
device files in the /dev/ directory.  With the 2 hard disks 
attached via fibre channel, it will find each of these 
devices as /dev/sg0 and /dev/sg1. 
 
The user will then see a command line interface that 
accepts user input. 
 
--SENDING A COMMAND 
To view the accepted commands, type 'help' at the command 
line, followed by ENTER.  To execute one of the commands, 
enter the command name.  You then may be prompted for 
additional information about the command, if applicable. 
 
In general, numbers should be entered in decimal format, 
unless otherwise specified.  Hexadecimal numbers should not 
include uppercase letters (eg. f01a, not F01A). 
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If the command requests data from the target device, the 
data will be displayed.  If an error occurs, the sense 
information will be displayed. 
 
A special case is the 'custom' command, which allows a 
user-defined command to be sent.  Here, the user must 
specify the command bytes, the direction of data transfer, 
and the data (if applicable). 
 
--RECORDING A SCRIPT 
To record a sequence of commands to be sent in rapid 
succession, enter "rec <file>", where <file> is the name of 
the script file you wish to record to.  Once recording, 
sending commands as described above will not actually 
communicate with the device, but rather it will record each 
event in order to the script file.  To stop recording, 
enter 'stoprec'. 
 
To begin a loop, enter "startloop #" where # is the number 
of iterations.  To end the loop, enter "endloop".  Every 
command entered between will be considered part of the 
loop.  Nesting is also supported, allowing one loop to 
occur within the scope of another loop.  Certain fields in 
some commands (like read / write) may also be incremented / 
decremented per iteration. 
 
To run the script, enter "script <file>".  The commands 
will be sent in rapid succession, and output data will not 
be displayed on screen, but may be output to a log file if 
so chosen.  The data output to the log file will consist of 
the command sent, any errors, and the data transferred (if 
applicable). 
 
--SCRIPT FORMAT 
The script file is in ASCII format.  Leading white spaces 
(tabs, space, new lines) are ignored, and can be used 
freely for formatting.  Each line represents a new action.  
The types of actions are: 
 
repeat:#   
 
Begins a loop of # iterations 
 
loop   
 
Jumps to the top of the associated loop 
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cmd:<cmd>  
 
Sets the command to <cmd>, in hex 
 
Within <cmd>, a + or - sign will signify a value that will 
be decremented/incremented by a set amount each iteration.  
Following the + or - should be an integer specifying the 
amount to increment/decrement.  The portion of the <cmd> to 
change should be contained in brackets [].  The program 
will prompt for this "iterative change" for certain 
commands. 
 
Example: 0000+4[00]00 will behave the same as  00000000 => 
00000400 => 00000800 => etc. 
 
data:#:<data> 
 
Sets the data to whatever is specified by <data>.  # must 
specify the exact length of <data> (to allow '\n' and 
special characters to appear here without disrupting the 
file) 
 
xlen:#    
 
Sets the data transfer length, if applicable 
  
xdir:[t/f]   
 
Sets the transfer direction. 't' for TO_DEV, 'f' for 
FROM_DEV, any other for NONE.   
 
send   
 
Sends the command as prepared. 
 
end    
 
Signifies that the script is done 
 
Using this format, it is possible to create a scripted 
series of commands without using the utility's 'rec' 
function.  Unrecognized actions are simply bypassed.  The 
script format would be expandable for the future, as 
different parameters could be specified in the file and 
processed with little extra programming. 
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Example: the following script first sends an Inquiry 
command, and retrieves 96 bytes of inquiry data.  Then it 
enters a 10-iteration loop.  Each iteration, it writes 2 
512 byte blocks to the specified, and reads the data back.  
The first time, it writes to block 0004; the second to 
0006, third to 0008, etc.  After 10 repetitions the loop 
ends, and then the script ends as well. 
  
 cmd:080000000000 
 data:0: 
 xlen:96 
 xdir:f 
 send 
 repeat:10 
   cmd:0a00+2[0004]0200 
   data:5:hello 
   xlen:1024 
   xdir:t 
   send 
   cmd:0800+2[0004]0200 
   THIS LINE IS TOTALLY IGNORED::1::!!! 
   data:0: 
   xlen:1024 
   xdir:f 
   send 
 loop 
 end 
 
 
*******************************  
***(SHORT) PROGRAMMING GUIDE*** 
******************************* 
******************************* 
 
--PROGRAM STRUCTURE 
The main flow of the program happens in go.c, where user 
input is interpreted, and functions in commands.c are 
called accordingly.  To add support for another command, 
the first step would be to insert a check in go.c to 
compare user input to the new desired string, and to call a 
new function to handle the new case. 
 
--ADDING AND MODIFYING COMMANDS 
The meat of the program is located in commands.c.  This 
file includes a function for every command.  
 
do_custom(int fd) 
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do_inquiry(int fd) 
do_modesense(int fd) 
do_read(int fd) 
do_readcapacity(int fd) 
do_readdefectdata(int fd) 
do_receivediagnostic(int fd) 
do_reportluns(int fd) 
do_requestsense(int fd) 
do_senddiagnostic(int fd) 
do_testunitready(int fd) 
do_verify(int fd) 
do_write(int fd) 
 
To add a new command, one would need to add a new function 
to handle it.   
 
Within each command function, the application prompts the 
user for input regarding various configurable parameters 
for the command.  Using this data, the function should set 
up the sg_io_hdr_t structure 'hdr', including the command 
(cmdp) and the data (dxferp).  After setting this up, it 
should call do_scsi(), which will execute the command 
specified by hdr.  If desired, the function could also 
process any received data and display it to the user. 
 
When trying to add a command, the best method would 
probably be to copy an existing command (like do_inquiry) 
and modify it. 
 
Existing command functions can also be modified to allow 
further customization of more SCSI parameters (such as 
timeout).  This can be accomplished by inserting more 
prompts for user input, and setting appropriate header 
fields to non-default values. 
 
--HDR, DATA, CMD, and SB 
For ease of use, these are global buffers that store the SG 
header, the data buffer, and the command.  CMD will store 
the 6, 10, 12, or 16 bytes specifying the command.  DATA 
will store any data to be transferred, and will contain any 
data received after the command is executed.  SB will 
contain sense information, which normally describes the 
nature of an error that has occured.  HDR is the structure 
that is written to the SG driver itself, and contains 
pointers to DATA (dxferp) , CMD (cmdp), and SB (sbp).  More 
information about using this structure can be found at 
http://www.torque.net/sg/p/sg_v3_ho/.   
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--STRUCT ITERATIVE_CHANGE 
This struct defines the iterative change that is desired 
when recording a command.  start-byte and span specify 
exactly what bytes to change (eg. 0 and 4 respectively 
would mean the first 4 bytes of the command).  Change is 
the amount to change this number by each iteration.  
do_scsi() will check this structure and record a command in 
a script file accordingly. 
 
--NUM_LOOPS and SCRIPTING 
num_loops describes the current depth of the looping during 
a script record session.  If 0, there is no loop;  if 5, we 
are in a loop, which is nested within 4 others.  Higher 
values of num_loops result in more whitespace added at the 
beginning of each script line.  If a scripting session is 
ended when num_loops is not 0, end_loop() will be called 
until num_loops is 0. 
 
--LOGGING 
logging is equal to 1 if when running a script, the user 
has chosen to output the results to a log file.  When 
logging = 1, do_scsi() will output the command bytes, any 
error information, and the data (if any) to the file 
referred to by logfd. 
 
--OTHER FUNCTIONS 
There are also other functions that aide in functionality.  
The functions in lib.c generally simplify tasks like 
getting user input and converting between data types (eg. 
Integers to 4 unsigned bytes, hexadecimal string to 
integer, etc).  More detailed descriptions of all functions 
can be found commented in the code. 
 
Additional functions in commands.c help to perform user-
entered tasks that are not actually commands.  These 
include things like starting loops, recording, logging 
results to a file, etc. 
 
--CONTACT INFORMATION 
For any questions that might arise in the future, the 
creators of this tool can be reached at the following email 
addresses: 
 
Alex Kinney (almiki@wpi.edu) 
Minh Huynh (hminh18@wpi.edu) �

�


