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What is the main problem this paper attacks?

The authors attempt to ease the analysis of security protocols by putting bounds on the infor-
mation attainable by a perpetrator.

What solution does the paper propose?

The formalism of ’Strand Spaces’ is developed to more easily analyze information flow in a security
protocol. They test this formalism by analyzing the Needhan-Schroeder-Lowe protocol, proving
it correct, while contrasting the incorrect Needham-Schroeder protocol.

What central idea did the authors use to solve it?

The authors consider strand spaces as partially ordered sets of messages,ordered by the causal
occurence relation �. They show that many strong statements can be made simply by reasoning
about the �-minimal message in a strand. Particularly, it is often necessary to show that a
secret originates with an authorized user, and does not ’reach’ a penetrator, by considering all
the possible actions (traces) by the penetrator.

What is a weakness or limitation of the paper?

The method considers a perfect encryption system. Particularly, it does not consider the inter-
action of multiple shared secrets in the network and the resulting cryptographic weakness, by
simplifying the encryption system to the free algebra generated by its keys and texts.
Dispite all efforts, the notation for describing particular messages etc. is still slightly clunky.

Why is this paper important?

The strand space framework provides a formal but intuitive method with which to express state-
ments about security protocols. The key improvement over intuition is being able to make global
statements with only local properties (ie. knowing only the possible actions of a penetrator, not
necessarily the entire penetrator strand).


